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Introduction

Paragon Backup and Recovery™ 10.1 is a complex disaster recovery and system migration
solution. In this manual you will find the answers to many of the technical questions, which might
arise while using the program.

that's why images shown in this manual may be different from what you see on

2 Our company is constantly releasing new versions and updates to its software,
your screen.

What’s New in Backup and Recovery 10.1
e Support for the latest Windows 7.

e The latest Linux kernel to enjoy support of a wider range of hardware configurations,
including the brand new Intel ICH9 chipset.

¢ More flexibility for online data processing technigues to provide for easier configuration for
both, Paragon Hot Processing and Microsoft Volume Shadow Copy Service (VSS).

e Better support for 64-bit platforms to reboot your computer to one of the three special
modes (Windows native, Linux, or DOS) to automatically complete operations, which
cannot be accomplished under 64-bit Windows.

¢ Automatic data exclusion with an advanced system of filters will help you automate the
process of building up contents of the future backup image, by excluding irrelevant data
such as movies, music, etc.

e Better support for GUID Partition Table (GPT) to back up and restore not only single GPT
volumes but entire disks, including the option of resize during the restore operation.

e Better support for Linux ExtFS starting from Ext2FS up to the brand new Ext4FS.

e More usability when managing backup tasks with the new Task List and Archive View.

Product Components
In order to cope with different tasks, the product contains several components:

¢ Windows based set of utilities is the crucial part of the product. With the help of an easy to
use launcher you may find and run tasks of any complexity in the field of data and system
protection, hard disk partitioning and cloning, etc.

Copyright© 1994-2010 Paragon Software Group. All rights reserved.



Linux/DOS based recovery environment is a multi-platform bootable media that enables to
run utilities under Linux or PTS DOS, and that way to get access to your hard disk for
maintenance or recovery purposes. Both platforms have their strong sides, for instance
Linux can boast support of FireWire (i.e. IEEE1394) or USB devices. It enables to burn
CD/DVD disks. However there can be some difficulties with detecting new hardware. DOS
in its turn has no problems of that kind but is limited in features. The Linux/DOS recovery
environment requires no installation and can be of great help when the system fails to
boot. Besides it offers a Windows XP like environment.

Features Overview
This chapter dwells upon key benefits and technical highlights of the product.

Key Features
Let us list some of the key features:

User Friendly Fault Minimizing Interface

Graphical representation of the data to gain a better understanding.

A handy launcher to easily find and run the required tasks.

Comprehensive wizards to simplify even the most complex operations.

A context sensitive hint system for all functions of the program.

Previewing the resulting layout of hard disks before actually executing operations (so-
called virtual operations).

Backup Facilities

Support of all present day technigues to store backup images:

- Backup to local mounted/unmounted (without drive letter assigned) partitions;

- Backup to an external mounted storage to provide for a higher level of data protection
and system independence;

- Backup to a special secured place on the hard disk called the Backup Capsule that has
an independent system layout (e.g. a separate partition) and will stay operable should the
active file system be damaged. To avoid an accidental removing or unauthorized access
of the backup data, this partition is hidden and thus cannot be mounted in the operating
system;

- Backup to external media (CD/DVD) to guarantee a high level of data protection as long
as the backup media is kept secure;

- Backup to a network drive to stand a better chance of success in case of a hard disk
failure;

Sector backup to save not only all on-disk information but also the system service structures.
It is ideal for making a backup image of an entire hard disk or system partitions to
guarantee the operating system’s working capability.

Copyright© 1994-2010 Paragon Software Group. All rights reserved.



(0

N

o Differential backup to a sector image to only archive changes since the last full sector-
based image, thus considerably saving the backup storage space. To restore this kind of
backup you will require a fullimage and one of its differentials.

¢ Cyclic backup to automate the backup of separate partitions. It is an ideal option if you
want to establish a self-acting data protection system.

A Cyclic Backup is only available for the Windows installation of the program.

Restore Facilities
e Restore an entire disk, separate partitions or only files you need from the previously created
backup image.

e Restore with Shrink to restore a backup image to a free block of smaller size taking into
account only the amount of actual data of the image.

Partition/Hard Disk Management Facilities
e Basic functions for initializing, partitioning and formatting hard disks (create, format,
delete). Instead of the standard Windows disk tools, the program supports all popular file
systems.

¢ Mount a partition (assign a drive letter) of any file system type to make it available for your
operating system.

¢ Modify file system parameters (make active/inactive, hide/unhide, change serial number,
partition ID, volume label, etc.).

Automatization Facilities
e Task scheduling to automate routine operations. It can be particularly effective when you
have to repeat a sequence of actions on a regular basis.

A Scheduling is only available for the Windows installation of the program.

Auxiliary Facilities
¢ File Transfer Wizard to make such operations as transferring of files/directories or burning of
them to CD/DVD as easy and convenient as possible. Providing access to Paragon
backups as regular folders, it may also help to replace corrupted data from a previously
created image in case of an operating system failure.

e Recovery Media Builder to create a bootable recovery media based on Linux/DOS on a
CD, DVD disc, or flash memory, which can later be used to boot and recover your
computer in case of an operating system failure. Moreover, with its help you can save data
from partitions of your hard disk directly to compact discs or burn ISO-images. The utility
supports various formats of laser discs: CD-R/RW, DVD-R/RW, DVD+R/RW, DVD-R, DVD+R
double layer, Blu-ray and can handle multi-session burning.

Copyright© 1994-2010 Paragon Software Group. All rights reserved.
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Network Configuration Wizard to establish a network connection under Linux either to save
a backup of a partition/hard disk or just several files on a network computer or retrieve a
previously made backup from a network computer for recovery purposes.

Boot Corrector to fix most of the system boot problems that can be a result of a human
factor, program error or a boot virus activity.

JAN

Boot Corrector is only available for the Linux/DOS bootable recovery
environment.

Supported Technologies

Along with using innovative technologies from outside, Paragon has developed a number of its
own original technologies that make its products unique and attractive for customers:

Paragon Hot Backup™ technology to back up locked partitions and hard disks under
Windows NT+ family operating systems providing both high operating efficiency as well as
low hardware requirements.

Paragon Power Shield™ technology to provide data consistency in case of a hardware
malfunction, power outages or an operating system failure.

Paragon UFSD™ technology to browse partitions of any file system including hidden and
unmounted, modify and copy files and folders, etc.

Paragon Restore with Shrink™ technology to restore a backup image to a free block of
smaller size taking into account only the amount of actual data of the image.

Paragon Smart Partition™ technology to securely perform hard disk partitioning operations
of any complexity.

Paragon BTE™ technology to set tasks for execution in the Windows blue screen mode, thus
saving from the need to use a bootable media when modifying system partitions.

Microsoft Volume Shadow Copy Service (VSS) to provide the copy/backup infrastructure
for the Microsoft Windows XP/Vista/7/Server 2003/2008 operating systems. It offers a reliable
mechanism to create consistent point-in-time copies of data known as shadow copies.
Developed by Microsoft in close cooperation with the leading copy/backup solution
vendors on the market, it is based on a snapshot technology concept.

Microsoft Dynamic Disk (simple, spanned, striped, mirrored, RAID-5) to offer more
management flexibility without the partition limitation of basic disks. Dynamic storage can
be particularly beneficial for large-scale businesses when dealing with many physical hard
disks involving complex setup.

GUID Partition Table (GPT). It is the next generation of a hard disk patrtitioning scheme
developed to lift restrictions of the old MBR. GPT disks are now supported by Windows
Vista/7, Server 2008, Mac OS X and Linux.

Supported File Systems

Copyright© 1994-2010 Paragon Software Group. All rights reserved.



~ Paragon Backup and Recovery 10.1 provides support for the major file systems presented on the
_ market today:

e Full read/write access to FAT16/FAT32 partitions.

e Full read/write access to NTFS (Basic and all five types of Dynamic Disks) under Windows
95/98/ME, Linux and PTS DOS. Compressed NTFS files are also supported.

e Full read/write access to Ext2FS/Ext3FS/Ext4FS partitions under all versions of Windows, DOS
5.0 and later.

e Limited read/write access to Apple HFS+ partitions.

unavailable at the moment. The company is about to implement it in the

t Unfortunately, support of non-Roman characters for the HFS+ file system is
nearest future.

Supported Media
e Support of both MBR and GPT hard disks (up to 1,5 TB tested)

IDE, SCSI and SATA hard disks

CD-R, CD-RW, DVD-R, DVD+R, DVD-RW, DVD+RW, DVD-R, DVD+R double layer and also Blu-
ray discs

FireWire (i.e. IEEE1394), USB 1.0, USB 2.0 hard disks

PC card storage devices (MBR and GPT flash memory, etc.)

Getting Started

In this chapter you will find all the information necessary to get the product ready to use.

Distribution
Paragon Backup and Recovery 10.1 is distributed in two ways:

¢ Boxed package from Paragon Technology GmbH and resellers
o Downloadable package over the Internet at the company’s web-site

Distributive CD

The boxed package includes a distributive CD that is in fact a bootable Linux/DOS recovery
environment with auto-run of the Windows installation, thus it can be used as a ready-made
solution (see Booting from the Linux/DOS Recovery Media). But if you’re going to run the Windows
components, you need to install them first (see Installation).

If you want to download an update/upgrade of the product, it will be in form of the
downloadable installation package as described in Online Distribution).

Online Distribution

Copyright© 1994-2010 Paragon Software Group. All rights reserved.



_Backup and Recovery 10.1 purchased over the Internet will be in form of an MSI package. After

installing the product you can launch the Recovery Media Builder to build the Linux/DOS recovery
media.

Registration
Paragon Technology GmbH provides a wide range of online services through its web-portal -
Wwww.paragon-software.com/support/:

e Registration of new users;
e Registration of purchased products for registered users;

¢ Available around-the-clock downloading center, where registered users can get product
updates/upgrades as well as all the necessary documentation;

o Downloadable free demo versions and open documentation for all users.

A It is recommended to use Internet Explorer 5+ or any compatible browser.

To register as a new user
To register as a new user, please do the following:

1. Run an Internet browser and visit the page: www.paragon-software.com/my-account/;

2. Click Create of the Create a Paragon Account section;
3. Fill out a registration form,;
4. Click Register.

The most important field in the form is an E-mail address, as it serves as a login to enter the system.
Besides your access password will be sent to this address as well.

To register a new product
If you are a registered user and would like to register Backup and Recovery 10.1, please do the
following:

1. Run an Internet browser and visit the page: www.paragon-software.com/my-account/,;

2. In the Email field of the Authorization section, enter an E-mail used for registration;
3. In the Password field enter a password received after registration;

4. Click Signin;

5. If the user name and password are valid, you will get to your account;

6. Click Register new product of the Products section;

7. Enter your product serial number in the Serial Number field. You can find it in the product
box or obtain from your reseller. Click Next;

Copyright© 1994-2010 Paragon Software Group. All rights reserved.
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=== 8. On the next page you will be asked to provide some additional data. Also you will need to

N decide whether you want to get confirmation on registering the product by E-mail or not.
Click Next, and then click Finish.

That is all. The product is now registered.

How to Download Updates/Upgrades
Downloading of updates/upgrades can be fulfilled in the following way:

1. Run an Internet browser and visit the page: www.paragon-software.com/my-account/;

2. In the Emalil field of the Authorization section, enter an E-mail used for registration;

3. In the Password field enter a password received after registration;

4. Click Sign in;

5. If the user name and password are valid, you will get to your account;

6. Select My Downloads of the Products section to see what updates are available for you;

7. Select the desired update and click Download.

Contacting Paragon Technology GmbH

If you have any questions about the company products, please do not hesitate to contact
Paragon Technology GmbH.

Service Contact

WWW.paragon-
software.com

Visit Paragon GmbH web site

Registration & updates web- www.paragon-
service software.com/support

Knowledge Base & Technical

kb.paragon-software.com
Support

sales@paragon-
software.com

Pre-sale information

System Requirements

Windows based set of utilities
To use the Windows utilities, you should install them first. But before that, please make sure your
computer meets the following minimum system requirements:

e Operating systems: Windows 2000/XP/Vista/7 and XP SP2/Vista/7 64-bit
e Internet Explorer 5.0 or higher

¢ Intel Pentium CPU or its equivalent, with 300 MHz processor clock speed
Copyright© 1994-2010 Paragon Software Group. All rights reserved.
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128 MB of RAM (256+ recommended)

/1 D
(V)

N/ N

Hard disk drive with 100 MB of available space

SVGA video adapter and monitor
e Mouse

Linux/DOS based recovery environment
To use the Linux/DOS recovery environment on your computer (it doesn’t matter what operating
system is installed), please make sure that it meets the following minimum system requirements:

IBM AT compatible computer with i486 or higher CPU

e 256 MB of RAM

SVGA-compatible monitor

Mouse (recommended)

Additional requirements
There may be additional requirements if you want to use advanced features:

¢ Network card to send/retrieve data to/from a network computer
¢ Recordable CD/DVD drive to burn data to compact discs

e External USB hard drive to store backup data.

Installation

As we have already mentioned only Windows components of the product require installation. So
to install Paragon Backup and Recovery 10.1 under Windows, please do the following:

1. Run Setup Application. Click on the *.MSl file. This application will guide you through the
process of the program installation. The setup utility is compiled with the InstallShield SDK,
hence it contains the standard user interface and set of installation steps.

ﬁ In case there is some previous version of the program installed on the
computer, the program will offer the user to uninstall it first.

2. Starting Setup. The Welcome page informs that the application is being installed. Click the
Next button to continue.

3. Confirm License Agreement. The License Agreement page displays the Paragon License
Agreement. Read the agreement and then select the appropriate option to accept. If you
do not agree with any conditions stated there, the installation process will be interrupted.
By clicking the Print button, the License Agreement may also be printed out.

4. Provide Registration Information. On the Registration page you are to provide your product
key and serial number.

Copyright© 1994-2010 Paragon Software Group. All rights reserved.



5. Provide Customer Information. On the Customer Information page you are to provide the
standard information, i.e. a user name and an organization. Besides you need to decide
whether to make the program available for all users of this computer (if several) or only for
the current one.

6. Select an Installation Folder. The Destination Folder page allows you to choose a folder
where the program will be installed. By default, the installation folder will be created as:

C:\Program Files\Paragon Software\Paragon Backup and Recovery 10.1. To select
another folder, click the Change... button.

After you have selected the required folder, click the Next button to continue.

sessions to install and run the program. In both cases, the program

t Do not install the program on network drives. Do not use Terminal Server
functionality will be limited.

7. Confirm Installation. On the Ready to Install the Program page click the Install button to
start the installation or the Back button to return to any of the previous pages and modify
the installation settings.

8. Copying Files. The Copying Files page shows the overall progress of the installation. Click
the Cancel button to abort the setup.

9. Finishing the Installation. The Final page reports the end of the setup process. Click the
Finish button to complete the wizard.

program uses a kernel mode hotcore driver, thus the system reboot is required

t To accomplish online backup/copy of locked partitions/hard disks the
to complete the installation procedure.

First Start

To start Paragon Backup and Recovery 10.1 under Windows, please click the Windows Start
button and then select Programs > Paragon Backup and Recovery™ 10.1 > Paragon Backup and
Recovery™.,

modification, so just to be on the safe side, please make a backup of your

2 The program provides wide opportunities in the field of hard disk structure
data before carrying out any operation.

The first component that will be displayed is called the Launcher. In general it enables to run
wizards and utilities, to specify program settings, to visualize the operating environment and the
hard disk configuration, to launch the help system or to go to the program’s home page.

To know more on the subject, please consult the Windows Components
chapter.

Building Recovery Media

Recovery Media Builder can help you accomplish the following operations:
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e Prepare the Linux/DOS recovery environment (included in the installation package) on
external media (CD, DVD, or flash memory) to boot and run utilities under Linux or PTS DOS,
and that way to get access to your hard disk for maintenance or recovery purposes
(strongly recommended);

e Prepare a custom Linux/DOS recovery environment by adding any data you like to the
standard image,;

e Prepare a bootable recovery environment from any ISO image;

e Create from the master CD the Linux/DOS recovery environment on a CD/DVD disc, or
flash memory.

Booting from the Linux/DOS Recovery Media

The Linux/DOS recovery environment can be used to boot your computer into Linux or PTS DOS to
get access to your hard disk for maintenance or recovery purposes. It also has the PTS DOS safe
mode, which may help in a number of non-standard situations such as interfering hardware
settings or serious problems on the hardware level. In this case, only basic files and drivers (such as
hard disk drivers, a monitor driver, and a keyboard driver) will be loaded.

Startup
To start working with the Linux/DOS recovery environment, please take the following steps:

1. Start up the computer from our Linux/DOS recovery media.

Recovery Media Builder can help you prepare the Linux/DOS recovery
2 environment either on a CD/DVD disc or a thumb drive.

To automatically boot from the recovery media please make sure the on-
board BIOS is set up to boot from CD/USB first.

2. Launch a boot mode you need (Normal, Safe, Low-Graphics Safe) in the Boot menu.

By default the Normal Mode will be automatically initiated after a 10 second
idle period.

3. Click on the required operation to start. Hints on the selected at the moment item will help
you make the right choice.

4. Consult the help system by pressing ALT+F1 to know more on the subject.

Boot menu
The Boot menu contains the following commands:
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-+ Normal Hode Hain recouvery
& Safe Mode environnent

& Low-Graphics Safle Mode

& Floppy disk

& Hard disk 8 HBR

& Find 05es on your hard disks

¢ Normal Mode. Boot into the Linux normal mode. This mode uses the full set of drivers
(recommended);

e Safe Mode. Boot into the PTS DOS mode. This mode can be used as an alternative of the
Linux normal mode if it fails to work properly;

e Low-Graphics Safe Mode. Boot into the PTS DOS safe mode. In this case, only the minimal
set of drivers will be included, like hard disk, monitor, and keyboard drivers. This mode has
simple graphics and a simple menu;

¢ Floppy Disk. Reboot the computer from a system floppy disk;
e Hard Disk 0. Boot from the primary hard disk;

e Find OS(s) on your hard disks. The program will scan hard disks of your computer to find any
bootable operating system.

To move within the menu, please use the arrow keys of the computer keyboard.

While working with the recovery environment you might experience some

ﬁ inconvenience caused by possible video artifacts. It is just a result of changing
video modes and in no way will affect the program functionality. If this is the
case, please wait a bit and everything will be OK.

Normal Mode
When the Normal mode is selected, the Linux launch menu appears:
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Reboot the computer
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Backup and Recovery (enables to copy and back up separate partitions or entire hard
disks, carry out basic partitioning operations, etc.);

Simple Restore Wizard (allows restoring hard disks and partitions);

¢ One Button Copy Wizard (helps to carry out such a technically complicated operation as
cloning of hard disks just by pressing one button);

e File Transfer Wizard (allows coping files/folders to another disk or a partition as well as
recording them to CD/DVD);

e Boot Corrector (helps to correct the Windows System Registry without Windows being
loaded);

¢ Network Configurator (enables to establish a network connection under Linux);

If you are going to use network resources, first launch the Network
A Configuration Wizard to establish a network connection.

e Log Saver (helps to collect and send the necessary log files to the Technical Support);

e View the mounted partitions (the list of all mounted partitions will be displayed);

The Linux/DOS recovery environment assigns drive letters to partitions the way
it is done in DOS, i.e. one after another, primary partitions at first. Thus mounted
partitions may have different drive letters from Windows.

e Eject CD/DVD;
¢ Command Line (allows experienced users to execute any operation);
e Reboot the computer;

e Power off the computer.
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To move within the menu, please use the arrow keys of the computer keyboard.

YR

(0°) Safe Mode

When the Safe mode is selected, the PTS DOS launch menu appears. It has nearly the same
functionality as for the Normal mode except the Network Configurator and Log Saver commands.
Besides due to certain limitations of the PTS DOS environment, there is no possibility to burn
CD/DVD discs.

Low Graphics Safe Mode
When the Low Graphics mode is selected, the PTS DOS launch menu appears. It has the same
functionality and looks similar to the Safe mode but graphically simpler.

« Backip & Recouvery 18 Free I'I!'nu can create, delete and

& Sinple Restore Hizard format hard disk partitions

M File Transfer Hizard using this program, which
will start mow.

M Start the coamand line Upom the start, please

8 Reboot the computer select the drive and one of

its partitions or its free
space. Then activate the
‘Partition’ pull-down menu
amd select one of the
partitioning operations.

Basic Concepts

This chapter explains terms and ideas that show how the program works. To understand these
helps to obtain a general notion of the operation performance and makes it easier for the user to
operate the program.

System and Data Protection

The data protection issue is a growing cause of worrying for more and more people today.
Indeed, it is hardly to find a person who will be particularly happy when all precious information
on the hard disk is irreversible lost as a result of its malfunction. So how this tragedy can be
prevented?

Backup Types
At the present moment the market is offering various types of backup imaging to meet the needs
of any user.

Full and Differential Sector Backups

A full sector-based backup image includes all contents of a partition or a hard disk at the
moment of its creation. If you roll back your system to the initial state on a regular basis, that’s
exactly what you’re looking for. But if you want to have multiple backup archives of the same
partition reflecting certain time stamps, unchanged data will inevitable be duplicated in all
archives and take additional space on backup media. To tackle this issue there has been
developed a supplementary technique called Differential Sector Backup.

A differential archive only contains data changed since the time of creating a full archive, which
forms a base (or a parental image) in this case, thus considerably saving your system resources. It

Copyright© 1994-2010 Paragon Software Group. All rights reserved.



is realized by the exact bit-wise comparison of the previous partition's data (saved in the parental
~_image) with the current data (that is actually the partition itself). To restore this kind of backup you
" will require a fullimage and one of its differentials, what is very convenient.

Full Sectar

Differential Base to a Sector Backup
Sunday Monday Tuesday Saturday

Backup _ﬁ
¥ )

ﬂ"‘
e

— Monday restore point —

—————— Tuesday restore point — 1

Saturday restore point

A This function is only available for single primary and logical partitions.

Backup Storage
Our program supports all present day techniques of storing backup images. Let’s take a closer
look at them all to understand what kind of storage is able to provide better security:

You can place a backup image to a local mounted or unmounted (without drive letter
assigned) partition. Despite the fact that it is the most convenient way, try not to use it. You
can delete your backup just by accident or lose it as a result of a hardware malfunction, or
a virus attack;

You can place a backup image to an external mounted storage to provide for a higher
level of data protection and system independence;

You can place a backup image to a special secured place on the hard disk called the
Backup Capsule that has an independent system layout (e.g. a separate partition) and wiill
stay operable should the active file system be damaged. To avoid an accidental removing
or unauthorized access of the backup data, this partition is hidden and thus cannot be
mounted in the operating system. However it won’t help you in case of a hardware
malfunction;

You can place a backup image to external media (CD/DVD) to guarantee a high level of
data protection as long as the backup media is kept secure;

You can place a backup image to a network drive to stand a better chance of success in
case of a hard disk failure. Moreover, by storing it on a special-purpose server you may be
pretty sure nothing will happen to it;

Paragon Hot Processing & Volume Shadow Copy Service
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- Offline versus Online Data Processing

& In the course of time there have been developed various methods of data processing. Despite
different work concept, all of them can be divided into two principal groups: offline (cold) and

online (hot) data processing techniques.

As the name infers, offline data processing can only be accomplished when the data is in
consistent state (the operating system and all the applications are completely shut down).
Actually it is the most preferable way of image creation or data cloning, since software can
obtain an exclusive right to process data that guaranties high level of operating efficiency.
However, the offline data processing is absolutely out of question when dealing with 24/7
production environments.

In contrast, online data processing enables to create a consistent snapshot even as the data is
currently modified. It is particularly useful for systems with high availability requirements, but it
won’t be accomplished until all active transactions are complete. The point is to provide a
coherent state of all open files and databases involved in a process, taking into account that
applications may still keep writing to disks. As a result an online data processing cannot boast high
operating speed.

Our program supports both offline and online methods of data processing. As far as online
method is concerned it offers its own hot processing algorithm together with the possibility to use
snapshot technologies provided by the Microsoft VSS framework.

Paragon Hot Processing Technology

Paragon Hot Processing is an online copy/backup technology for Windows NT+ family operating
systems. Developed back in 2001, nowadauys it is integrated with all copy/backup solutions
offered by the company.

Paragon Hot Processing is not exactly a snapshot technology, though it has much in common
with it. During an online copy/backup, the program uses the kernel mode driver HOTCORE.SYS to
intercept and control disk write activity of applications and the operating system. The hotcore
driver as an integral part of the program is installed during the setup procedure (that’s why the
system reboot is required to complete the setup procedure). For the most part the driver is in the
idle mode until it is activated with the program. While in this mode it bypasses any calls having no
effect on the overall system performance, but a few kilobytes of the system memory.

Paragon Hot Processing technology offers copy/backup of locked partitions and hard disks under
Windows NT+ family operating systems providing both high operating efficiency as well as low
hardware requirements.

It is not recommended to use Paragon Hot Processing with active SQL Server,
Exchange or Oracle databases since the backup image contents may be
corrupted.

Volume Shadow Copy Service

Microsoft Volume Shadow Copy Service (VSS) is designed to provide the copy/backup
infrastructure for the Microsoft Windows XP/Vista/Server 2003/2008 operating systems. It offers a
reliable mechanism to create consistent point-in-time copies of data known as shadow copies.
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Developed by Microsoft in close cooperation with the leading copy/backup solution vendors on
the market, it is based on a snapshot technology concept.

Initiated by a VSS aware copy/backup utility, VSS creates snapshots for the selected volumes and
represents them as virtual read-only devices, called volume shadow copies. Once the shadow
copies are created, the copy/backup utility starts processing the data while applications keep
writing to original volumes.

Unlike Paragon Hot Processing the VSS technology provides a unique possibility to make a
synchronous snapshot of multiple volumes. This very feature can be particularly beneficial when
backing up active SQL Server 2003, Exchange 2003 or Oracle databases located on multiple
volumes the way it is recommended by Microsoft to improve the level of database performance
and reliability, thus providing 100-percent data consistency.

A To use VSS it is necessary to have a mounted 300 MB+ NTFS partition.

Dynamic Disks

As you probably know, MS-DOS, Microsoft Windows 95/98/Me/NT/2000/XP/Vista/Server 2003/2008
support four primary partitions per physical hard disk, one of which can be extended. Certainly
there is the possibility to create logical drives within the extended partition. Such types of disks are
called basic. Windows XP Professional, Windows 2000, Windows Vista and Windows Server
2003/2008 follow the same strategy: You can have a maximum of four primary partitions, one of
which can be an extended partition with logical drives. However, these operating systems also
introduce a new disk configuration type - dynamic disk - which must be understood to effectively
configure and manage hard disks.

Dynamic disk is a physical disk that doesn't use partitions or logical drives. Instead, it contains only
dynamic volumes. Regardless of what format you use for the file system, only Win2K computers
can access dynamic volumes directly. However, computers that aren't running Win2K can access
the dynamic volumes remotely when connected to the shared folders over the network.

Dynamic disks can co-exist on a system with basic disks. The only limitation is that you cannot mix
Basic and Dynamic disks on the same hard drive.

There are five types of dynamic volumes: simple (uses free space from a single disk), spanned
(created from free disk space that is linked together from multiple disks), striped (a volume the
data of which is interleaved across two or more physical disks), mirrored (a fault-tolerant volume
the data of which is duplicated on two physical disks, and RAID-5 volumes (a fault-tolerant
volume the data of which is striped across an array of three or more disks).

With dynamic storage, you can perform disk and volume management without the need to
restart Windows.

Limitations:
¢ Dynamic disks are not supported on portable computers.

e Dynamic disks are not supported on Windows XP Home Edition-based computers.
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e You cannot create mirrored volumes or RAID-5 volumes on Windows XP Home Edition,
Windows XP Professional, or Windows XP 64-Bit Edition-based computers.

Thus, the dynamic disk is a new way of looking at hard disk configuration. Dynamic disks offer you
more management flexibility without the partition limitation of basic disks. Dynamic disks can
contain an unlimited number of volumes, but they cannot contain partitions or logical drives.
Dynamic storage can be particularly beneficial for large-scale businesses when dealing with
many physical hard disks involving complex setup.

GPT versus MBR

GUID Partition Table (GPT) is the next generation of a hard disk partitioning scheme developed to
lift restrictions of the old MBR. Being a part of the Extensible Firmware Interface (EFI) standard
proposed by Intel to replace the outdated PC BIOS, it offers a number of crucial benefits:

e Up to 128 primary partitions for the Windows implementation (only 4 in MBR);
¢ The maximum allowed partition size is 18 exabytes (only 2 terabytes in MBR);

e More reliable thanks to replication and cyclic redundancy check (CRC) protection of the
partition table;

o A well defined and fully self-identifying partition format (data critical to the platform
operation is located in patrtitions, but not in un-partitioned or hidden sectors as this is the
case with MBR).

64-bit Support

The bulk of software today is written for a 32-bit processor. It can meet the requirements of almost
any end user. However that is not the case when dealing with servers processing large amounts of
data with complex calculations of very large numbers. That is where 64-bit architecture comes
into play.

It can boast improved scalability for business applications that enables to support more customer
databases and more simultaneous users on each server. Besides a 64-bit kernel can access more
system resources, such as memory allocation per user. A 64-bit processor can handle over 4 billion
times more memory addresses than a 32-bit processor. With these resources, even a very large
database can be cached in memory.

Although many business applications run without problems on 32-bit systems, others have grown
so complex that they use up the 4 GB memory limitation of a 32-bit address space. With this large
amount of data, fewer memory resources are available to meet memory needs. On a 64-bit
server, most queries are able to perform in the buffers available to the database.

Some 32-bit applications make the transition to the 64-bit environment seamlessly others do not.
For instance, system-level utilities and programs that provide direct hardware access are likely to
fail. Our program offers a full-fledged support of the 64-bit architecture providing fault-tolerant
work for such system dependent modules as Hot Processing.

Drive Partitioning
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. As you probably know a hard drive is to be split into one or more partitions, since it cannot hold
&u\ data until it is carved up and space is set aside for an operating system. Until recently most PCs
' used to have just one partition, which filled the entire hard disk and contained an OS. The

situation has changed however, thanks to new cost-effective high capacity hard drives, thus
opening up numerous possibilities for PC users, such as editing video, archiving music, backing up
CD images, etc. Huge increase in space is great, but it poses a number of problems, most

important of which are effective data organization and speed.

Large drives are always going to take longer to search than smaller volumes, and an operating
system is going to have its work cut out both finding and organizing files. It is for this reason that
many people decide to invest in multiple hard drives, but there is an easy solution — drive
partitioning. Partitioning lets you divide a single physical drive into a number of logical drives,
each of which servers as a container with its own drive letter and volume label, thus enabling the
operating system to process data more efficiently. Besides partitioning makes it possible to
organize data so that it is easy to find and manage. You can set aside, for instance, 40 GB of a
160 GB hard drive for the OS, 70 GB for storing video and another 50 GB for your favorite music
collections to provide transparent data storage.

It is also worth mentioning to that with a hard drive properly partitioned, such routine operations
as files de-fragmentation or consistency check will not be that annoying and time-consuming any
more.

By detaching the OS from the rest of the data you can tackle one more crucial issue — in case of
a system malfunction, you can get the system back on track in minutes by recovering it from a
backup image located on the other partition of the hard drive.

But that is not all drive partitioning may be used for. If you are willing to play games in Windows
while browsing the Internet in Linux, 100-percent sure that no virus will attack your PC, drive
partitioning is a necessity. In order to run several OSs on a single hard drive you are to create a
corresponding number of partitions to effectively delineate the boundaries of each OS.

Scheduling

The automation of operations is particularly effective when you have to repeat a sequence of
actions on a regular basis. For example, developing a specific project on a day-to-day basis and
having to make a backup every evening so as not to lose the valuable data, you will really
appreciate, when this kind of routine operations will be carried out automatically without your
participation.

Another aspect of any automation process is that it allows an optimization of your computer’s
work-load. This is especially important when operations require a considerable amount of
computer resources — processor time, memory and more. A number of tasks, which can decrease
the performance, can be run during the night or whenever the computer has the least work-load
to perform.

The program has a special tool for scheduling. You can set out a timetable for any operation and
it will start at a specified time without interrupting your current activity.

Windows Components
Copyright© 1994-2010 Paragon Software Group. All rights reserved.



KN
Iy

In the given section you can find all the information necessary to successfully work with the
Windows version of the product.

Interface Overview

This chapter introduces the graphical interface of the program. The design of the interface
precludes any mistake being made on the part of the user. Most operations are performed
through the system of wizards. Buttons and menus are accompanied by easy understandable
icons. Nevertheless, any problems that might occur while managing the program can be tackled
by reading this very chapter.

General Layout

When you start the program, the first component that is displayed is called the Launcher. It
enables to run wizards and dialogs, to specify program settings, to visualize the operating
environment and the hard disk configuration.

The Launcher’s window can be conditionally subdivided into several sections that differ in their
purpose and functionality:
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1. Main Menu

2. Tool Bar
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-| 3. Virtual Operations Bar

4. Common Tasks Bar

5. Explorer Bar
6. Disk Map

7. Legend Bar

8. Status Bar

A number of panels offer similar functionality with a synchronized layout. The program enables to
conceal some of them to simplify the interface management.

All panels are separated by vertical and horizontal expandabile sliders, allowing the user to
customize the screen layout.

Main Menu
The Main Menu provides access to the entire functionality of the program. The available functions
are as listed below:

MENU ITEM FUNCTIONALITY

Tools

View Logs... View logs on the carried out operations

Send Log Files Compress and send the log to the Paragon Support Team
Recovery Media Builder... Restore the system even when the current operating system

cannot boot anymore

Check Recovery Disks... Verify the recovery media for integrity and ability to boot from
File Transfer Wizard... Transfer data from any media

Settings... Edit the general settings of the program

Exit Exit the program

Changes

Save to Scheduler... Schedule pending operations

Undo ‘the last virtual Cancel the last virtual operation on the List of Pending Operations
operation’

Redo ‘the last virtual Cancel the last undo virtual operation on the List of Pending
operation’ Operations
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View Changes... Display the List of Pending Operations

Apply Changes Launch the real execution of virtual operations

Discard All Changes Cancel all virtual operations on the List of Pending Operations
Reload Disk Info Refresh the current information about disks

Wizards

Back up Disk or Partition...

Create a sector-based archive of an entire hard disk or separate
partitions

Schedule Backup...

Set a timetable for a disk or partition backup

Differential Backup...

Create a differential to a partition backup

Cyclic Backup...

Automate a partition backup

Restore...

Restore an entire hard disk, separate patrtitions, or files from the
backup image

Check Archive Integrity...

Perform integrity check for the required backup image

Hard Disk

Back Up Hard Disk...

Create a backup archive of the selected hard disk

Burn Hard Disk to CD or
DVD...

Back up the selected hard disk and burn the resulted image to
CD/DVD

Restore Hard Disk... Restore the selected hard disk from a backup image
Update MBR Update MBR (Master Boot Record) of the selected hard disk

Properties...

Get in-depth information on the properties of selected hard disk

Partition

Create Partition...

Create a partition

Format Partition...

Format a partition

Delete Partition...

Delete a partition

Back Up Partition...

Create a backup archive of the selected partition

Burn Partition to CD or
DVD...

Back up the selected partition and burn the resulted image to
CD/DVD

Restore Partition...

Restore the selected partition from a backup image
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Assign Drive Letter...

Assign drive letter to the selected partition

Remove Drive Letter...

Remove drive letter for the selected partition

Hide Partition...

Make the selected partition unavailable for the operating system

Unbhide Partition...

Make the selected partition available for the operating system

Mark Partition as Active

Make the selected partition bootable by default

Mark Partition as Inactive

Make the selected partition non-bootable by default

Change Volume Label...

Change volume label of the selected partition

Change Serial Number...

Change serial number of the selected partition

Change Partition ID...

Change identifier of the selected partition

Test Surface...

Test surface of the selected partition/block of free space

Check File System
Integrity...

Check the selected partition for possible file system errors

Properties...

Get in-depth information on the properties of selected partition

View

Layouts Manage the Launcher layout with several predefined profiles

Toolbar Manage the Tool Bar representation: show / hide standard and
navigation buttons, text labels and large icons

Status Bar Display the Status Bar

Common Tasks Bar

Display the Common Tasks Bar

Disk Map Legend Display the Disk Map legend

Disk Map Location Select whether the Disk Map will be located on the top of the
main window or at the bottom

Help

Help Open the Help system (you can also do it by pressing F1)

About Open the dialog with information about the program

ﬁ The Main Menu contents available at the moment may vary depending on the

selected object.
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Tool Bar
The Toolbar provides fast access to the most frequently used operations:

BUTTON FUNCTIONALITY

@g Back up a hard disk or partition

@ Restore a disk, partition, or files

@ Open the Help system

Virtual Operations Bar

The program supports previewing the resulting layout of hard disks before actually executing
operations (so-called virtual mode of execution). In fact, when the virtual mode is enabled, the
program does not accomplish operations immediately, but places them on the List of Pending
Operations for later execution.

The Virtual Operations Bar enables to manage pending operations.

BUTTON FUNCTIONALITY

@ Cancel the last virtual operation on the List of Pending
Operations
Qﬁi Cancel the last undo virtual operation on the List of

Pending Operations

() Display the List of Pending Operations

Launch the real execution of virtual operations

b 4 Cancel all virtual operations on the List of Pending
Operations

Virtual mode is an effective way of protection from any troubles, since no
operations will be executed until clicking the Apply button for confirmation,

A thus giving a second chance to weigh all pros and cons of this or that
particular operation. The program politely reminds the user that there are
unsaved changes by showing the following window:
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1 There are unzaved changes.

Please uze the ¥ Apply command to comrit the changes and the 74 Discard
command lo permanently undo the: changes

‘fou can view the changes hestor via the . View Changes command and
temporariy und o reda the oparation by means of the 0 Unda and © Redo

comamands:

Common Tasks Bar

The Common Tasks Bar is located on the left side of the main window. It is intended for easy
access to the program's wizards.

The bar contains several tabs named Basic Backup/Restore Tasks, Advanced Backup Tasks, Copy
Tasks, Tools and News and Documentation. Each of these contains a separate button bar which

can be folded by clicking it.

Basic Backup/Restore Tasks

ET‘, Back up Disk or Partition

Starting the Sector Backup Wizard to create an archive of a hard
disk or separate partitions.

@ Schedule Backup of Disk or Partition

Starting the Sector Backup Wizard with the preset scheduling
option.

[E Restore

Starting the Restore Wizard to restore a hard disk, separate
partition, or files from the backup image.

Advanced Backup Tasks

Lj{l" Differential Partition Backup

Starting the Differential Backup Wizard to create a differential to a
partition backup.

Tools

5,"5\ Recovery Media Builder

Starting the Recovery Media Wizard to create a Linux/DOS
bootable media which can be used to get access to your hard
disk for maintenance or recovery purposes.

of
v Check Recovery Discs

Starting the Check Recovery Disk Wizard to verify recovery media
for integrity and ability to boot from.

L]
ﬁ Check Archive Integrity

Starting the Check Archive Integrity Wizard to verify backup
archives for consistency.

(S Transfer Files

Starting the File Transfer Wizard to transfer data from any media.
Besides it provides access to Paragon backups as regular folders
to browse through their contents or copy required files.

News and Documentation

\? DCrive Backup™ Help

Launching the help system (you can also do it by pressing F1).
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Opening the page which contains information about the

\j About Drive Backup™ i ] i i
program. This page will be displayed in the Explorer Bar.

Disk Map

The Disk Map is displayed in the Explorer Bar when the Disk View tab is selected. It is located either
at the top or at the bottom of the window, depending on the state of the Disk Map Location
option (Main Menu: View > Disk Map Location).

As the name infers, the Disk Map displays the layout of physical and logical disks. Physical disks are
represented with rectangle bars that contain small-sized bars. These small-sized bars represent
logical disks. Their color depends on the file system of the appropriate partition.

]

-

Basic Hard Disk 0 (VMware, VMware Virtual 5 5CS1 Disk Dev)
Local Disk (C:)

499.9GB NTFS
Large-sized bars display the following information about physical disks:
e Manufacturer,
e Model.
Small-sized bars display the following information about logical disks:
e Serial number,
e Dirive letter,
e Total size,
e File system.

Furthermore, it is possible to estimate the used disk space by looking at the size of the bar’s
shaded area. The program offers to choose from several types of the disk layout scaling. It’s done
especially to increase the program usability. For instance, if you’ve got a high capacity hard drive
containing both very large (more than 100 GB) and rather small (less than 10 GB) partitions, you
can select the logarithmic type to make all partitions readable, otherwise (selecting the linear
type) you won’t be able to see small partitions at all, but thing strips. On the other hand, if the
proportional disk layout is critical for you, the linear type is exactly what you need.

Nevertheless there’s a compromise solution - linear scaling with the minimal limit to small
partitions. So if a partition is too small it will remain readable.

Just click on the arrow icon on the top right side of the Disk Map to select the desired scaling
type.
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Disk Map is synchronized with the Explorer Bar. Thus by selecting a disk on the Disk Map, the
Explorer Bar will automatically display detailed information on it.

ﬁ The drag-and-drop functionality is not available when the logarithmic type of
the disk layout is selected.

Explorer Bar
The Explorer Bar is located in the center of the main window which emphasizes its importance. The
bar displays reference information including:

¢ The help system;
¢ General information on the product including its name, version and a list of helpful links;
o Detailed information about disks selected on the Disk Map;
e List of scheduled operations;
e List of archives;
According to these categories the Explorer Bar has several tabs:
e Disk View.

¢ Scheduled Tasks, which gives the user the possibility of browsing and editing scheduled
operations and the program scripts.

e Archives, which enables to manage the Archive Database.
¢ Help, which contains the program help and general information on the product.
You can access the desired information by clicking on the appropriate tab.

The Explorer Bar is a fully-functional embedded HTML browser, which offers the possibility to
address, for example, the company's website to look through important technical notes or
download the latest updates without having to close the program.

The program help is also HTML-oriented. You can read it and follow external links from to get
additional information.
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Version information

Paragon Backup & Recovery™, version 10, build
8878 (17.09.09 ) Free Edition

Components versions:

Parsgon Base Services Library, varsion 1.1, buwld 8878 (17.09.059 )
hdm.dil, version 10.0. release 10, build 10278

biont.dil. veraion 10.0. relesse 10, build 10276

biont.wys, version 10.0, relsase 10, build 10278

Support links

Product Home Page
Product Registration
Support Knowledge Base
Download Free Update

Contact Information

Company Home Page: hitp:/ f'www . paragon-software.com
Sales E-mail: =
Sales Phone: +49 (0) 761- 59 018 201

To easily navigate through browsed pages, the program provides the following functionality:

BUTTON FUNCTIONALITY

@ Return to the previously
browsed page

@ Open the next browsed page
5 Stop loading the current page
o Refresh the contents of the
current page
Legend Bar

The Legend Bar explains the color scheme used for disk and partition presentation. You can hide
(or show) the bar with the appropriate Main Menu item: View > Disk Map Legend. When it is
activated it can be found at the bottom of the Explorer Bar.

The program distinguishes between the following types of known file systems:

- FAT16/32,
- NTFS,

- Linux Ext2/3/4,
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Status Bar

This is the bottom part of the main window. The Status Bar displays menu hints, for each item the
cursor points to.

The user can hide (or show) the bar with the appropriate Main Menu item: View > Status Bar.

Settings Overview

The Settings dialog is available from the Main Menu: Tools > Settings. All the settings are grouped
into several sections, which functions are described in the following paragraphs. The list of sections
is placed on the left side of the dialog. By selecting a section from the list, you can open a set of
options.

A To get a detailed description to any setting, control, or field of the program just
click the hint button and then the object you need.

General Options

& Edit settings [ 7 |

General cptions
Backup image ophons
Partitioning options
Copy and backup opticns 7| Enable data loss protection

CO/OVD recordng options Choose this option 1o ensune that no data wil be lost § system unepeciedy goes down
Hol processng options ibecauss of power shodags Mc )

Fun duning backup options

Esmad oplbions

Operation dependency cptions

Virtual mode options

Fle syslem comersion oplions

Copy/Backup exchude oplions

File Backup exchude options

Fie Backup include opbions

Log files optians

- % General options

This section contains a set of general options that will be taken into account during any operation
carried out with the program:

e Enable data loss protection. Mark the checkbox to make the program work in the fail-safe

mode (also referred to as the data-loss protection mode), which ensures reliability for
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operations by maintaining a special journal. In case of a hardware malfunction, power
outage or an OS failure happened in the middle of a data-sensitive operation (resize,
move, merge, redistribute, change cluster size, etc.), the program will ask to insert the
bootable recovery media and automatically complete the interrupted operation, thus
reviving the corrupted partition.

A It is strongly recommended to enable this option.

Backup Image Options
@, Edit settings R ==
General options ' |_F - .
Bk g BEDKI.IP image OPIIOI'IIS
Partitioning oplions
LCopy and backup options 7| Control archive integrity
CD/DVD recoeding options Chaoose this option 1o allow witing of specific data that wil Later be used during restore o
FICE prOSng opions check the archive integrety. It can siow down the backup operation
Fun duning backup options
Emal . J| Sat image fila names automatically.
Doaration depandancy options Choose this option to automatically name files in complex archive
Virtual mode options
Fle myslem comersion oplions Compression level
Copy/Backup echide oplions T
File Backup exclude options - El
Fie Backup include cpbons Good compression. Provides average speed with the reasonabls image size
Log fies
Log filss options =

7| Enable image spilting
Choose this option to enable spitting the archive (o several files

Maamum spié size: 2000 ME

This section contains a set of options that will be taken into account during backup/restore
operations:

e Control archive integrity. Mark the checkbox to guarantee that all backup images created
with the program are 100 percent flawless. If you decided not to control the archive
integrity, the backup operation would take about 3-5% less time.

e Setimage file names automatically. Mark the checkbox to make the program
automatically set a file name for every volume of a complex backup image. Otherwise
you will need to do it manually during the backup operation.

e Compression level. From the pull-down list you can select the desired compression level for
backup images that will be used by default.
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e Enable image splitting. Mark the checkbox to automatically split every backup image to
volumes of a particular size.

Splitting images enables to tackle problems caused by a maximum file size
limitation of some file systems.

¢ Maximum split size. With the spinner control you can specify a maximum size for backup
volumes.

Partitioning Options

@ Edit settings R
General ootians | = =g -
Backup image options ﬁ? Parlitioning Options
Copy and backup options Enable 64 KB clusters for FAT16
CO/DVD recording options Chioase this option 1o enable 54 KB clesters for FAT 16 partitions.. \With this setting. you will be
Hol processng spticns able to create FAT 16 partitions with capacty up to 4 GB. Please note that only Windows NT
Fiun duning backup options family systems will be able to access such partitons
Esmal options Confrmations
Operation dependency opbians | 11 Ak for volume label before partition delete
Virtual mode options
Fla sysiam comvamsan oplions Ask confirmation when comverting FAT 1610 FAT32
Copy/Backup exchude oplions

Fle Backup exchude options
File Backup include opbions
Log fies optians

This section contains a set of options that will be taken into account during partitioning
operations:

e Enable 64 KB cluster size for FAT16. Mark the checkbox to enable 64KB clusters for FAT16
partitions. Thus you will be able to create FAT16 partitions up to 4GB in size

Due to the maximum cluster size of 32KB for Windows 95/98/ME or MS DOS,
A FAT16 partitions larger than 2GB are not reliably accessible under these
operating systems.

¢ Request confirmation before partition deletion. Mark the checkbox to activate an
additional security mechanism. Thus when going to delete a partition you will be
automatically requested to enter its label.
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Request confirmation when converting FAT16 to FAT32. Mark the checkbox to automatically
request confirmation before converting FAT16 to FAT32. There are a number of situations
when this kind of conversion is the only way out to accomplish the operation. For instance,
you are going to migrate your system to a larger hard disk with the proportional resize of
existing partitions, what is very convenient. As a result you can get original FAT16 partitions
go beyond the 4GB limit. Thus without conversion to FAT32, this operation will in no way be
possible to accomplish. The same goes for any copy hard disk/partition or restore hard

disk/partition operation involving an extra upsizing.

General Copy and Backup Options

%, Edit settings ="
General options ' % A
Backup image options ¢«, General copy and backup options
Partitioning oplions
CD/DVD recording options Copy/Backup an entine hand dak secior by sector without taking inte account its pariiion
ol processng options struciune
Run dunng backup options
Esmad options Parition raw processing
Opembon dependency cobons Copy/Backup each parition secior by sactor. All sacion will ba processad one by ona (even
Vitual mode options unused sectors), Requres more time to complste the operation
Pl aytom wiing Parfiomn incremental copry
JBacks ciude opticna
Tﬂﬂmﬁﬁﬂemw Thiz option is intendad for copying only changes an the hard dsk sinca & previous copy

operstion, The program pedoms comparison between & previous copy of the hard disk and
iis cument state. Only sectors that ane diffenent will be writen to a new copy

4| Skip 05 sundiary fles
Chooss thes opbion to slop 05 sudkary fles (ke pagefie sys. hiberil sys elc ), Thes wil reduce
operation time and backup mage size

/| Skip archive fles stored in archive lbrary
Choose this option to skip archive files stored in anchive library. This will reduce operation
time and backup image size

At mochude from copyibackup cotions

File Backup include opbions
Leg files options

OK Concel |

This section contains a set of options that will be taken into account during copy and backup

operations:

HDD raw processing. Mark the checkbox to copy/back up a hard disk in the sector-by-
sector mode, thus ignoring its information structure (e.g. unallocated space or unused
sectors of existing patrtitions will be processed as well). This can help to avoid problems with
hidden data created by certain applications or the system administrator. However, it will
take more time to accomplish the operation.

Partition raw processing. Mark the checkbox to copy a partition in the sector-by-sector
mode to successfully process unknown file systems. However it is not recommended to
enable this option when working with supported file systems as it takes more time to
accomplish the operation.
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e Perform incremental copy. Mark the checkbox to only copy changes on the hard disk from

@S . . .
_\EM the moment of the last copy operation. The program will perform comparison between a
o previous copy of the hard disk and its current state. Only sectors that are different will be

updated, thus considerably decreasing the amount of data to write.

e Skip OS aukxiliary files. Mark the checkbox to skip OS auxiliary files (like pagefile.sys,
hiberfil.sys, etc.), thus reducing the operation time and the resulted size of the backup
image.

e Skip archive files stored in archive library. Mark the checkbox to skip backup images
registered in the archive database, thus reducing the operation time and the resulted size
of the backup image.

By clicking the link at the bottom of the window you can jump to the
Copy/Backup Exclude Options.

CD/DVD Recording Options

@ Edit settings =
General options | - -
Backup image cptions @ CD/DVD recording oplions
Partitioning oplions
Copy and backup opticns [7] Bum every CO/DVD disk to the end
Choose this option alkow the disk 1o be copied by third pasty tocks
Hol processng oplions 8 i
Fun duning backup options
£-mad optians Selact speed automatically =]
Operation dependency opions | Auto reconding speed. Chooss this option 1o allow the recorderlo choose the bast spesd
Vitual mode options

Fla system conversion options | Boot options
Copy/Backup exciude opliens | Snacify a bootable 150 image fo place on CO or DVD along with backup data

File Backup include opbions % M50 booted iso | ﬂ'nw.'re J
Log fles options Speciy how you would like 15 boot from CD or DVD
Boot from any CO or DVD (=]
150 mage folder
Browss

Plaass salact & folder to place 150 imagas 1o when CD or DVD 150 makosr s usad

This section contains a set of options that will be taken into account during CD/DVD burn
operations:

e Burn every CD/DVD to the end. By default, the program does not create ISO 9660
compliant burning sessions, as it processes data on-the-fly and can only estimate the
resulted session size. That’s why no third party tool will get access to the recorded data. To
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tackle the issue, mark the checkbox to make the program create a standard Disk-at-Once
session. It may slow down the burning process, as every CD/DVD will be recorded up to the
end, no matter how much actual information to contain.

e Recording speed. The user may define how fast a CD/DVD will be recorded (minimum,
normal and maximum). Besides there is an automatic mode when the program will set the
most appropriate speed for every CD/DVD.

e Bootable ISO image. That’s the image to be placed together with the backup data. By
default, the program offers its own bootable ISO image, which contains a Linux/DOS
recovery environment. However, the user is free to use any bootable ISO image.

e CD/DVD boot capability. The program enables to choose whether any recorded CD/DVD
will be bootable, or only the first one for a session, or without that function at all.

¢ Folder where the ISO image is to be placed. When the user decides not to physically burn a
CD/DVD, but create an ISO image file, this very folder will be used to contain these images.

Hot Processing Options

S Edit settings R
General options ' !’7‘?& ) ]
Backup image cptions /1 Hol processing oplions
Pariitioning options
Copy and backup options ¥ Enable hot processing
CO/OVD recordng options Hot
processing lachnology
Run dunng backup options Microsoft Volume Shadow Copy Senvice :l
SR 5 Microsoft Volume Shadow Copy Servica is a reliable technology designed to back up

(Operation dependency options volumes baing lacked by rumersus sctive iranaactions of VS5 suppeding apobeatons
Virtual mode options Microsolt V5S technology requires over 300 ME of free space on any mourted NTFS
Fla syslam comvanan oplicns volume for temporary data. This technology is provided for Windows XF and newest
Copy/Backup exchude options Windows versions, but unavalabls for old versions of Windows (S8/ME/MNT/2000)

Fle Backup exclude options
Fle Backup include options Addtional cptions
Log files optians Mways use hot processng

@ Usa hot processing only when pastition is loclkoed
Hed processing lemporary dive

|l
humber of attempls (o star W55 3
Timeout between sttempls fn secondsk 120
| Switch between Hot Processing technologes

Change run during backun oplions:

oK || Concel |

In this section you may configure the hot processing mode:

¢ Enable hot processing. Mark the checkbox to enable the so called hot data processing
mode that is specially designed to process data without restarting your operating system.
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Hot processing technology. From the pull-down list you can select the required hot
processing technology.

Always use hot processing. Select the option to process partitions without making them
locked. Thus you will be able to keep working with them as usual.

Use hot processing only when patrtition is locked. Select the option to use the hot
processing only when partitions are locked and cannot be processed without restarting the
computer. Please keep in mind, that once you start any operation on a partition in this
mode, it will automatically be locked by the program, thus you won't be able to keep
working with it as usual.

Hot processing temporary drive. Here you can select a disk drive that will be used to store
the temporary hot backup data (by default — C:).

Attempts to start VSS. Here you can set how many attempts to start Microsoft VSS the
program is to do before automatically rebooting the system and accomplishing the
operation in a special boot-up mode.

Timeout between attempts (in seconds). Here you can set a time period between different
attempts to start Microsoft VSS.

Switch between hot processing technologies. Mark the checkbox to automatically switch
between Paragon Hot Processing and Microsoft VSS if one of them is unavailable at the
moment.

Virtual Mode Options
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@, Edit settings R ===
e £} vinual mode options
Partitioning oplions
Copy and backup options Operations mode
Hat pracessing options Sed this optian on to camy cut all the operations vitually, You wil be able 1o commé the
Run during backup opticns changes or rolback all of them or the last ane. I you switch this option off, the operstions
Esmal options will be camed out immediately.
Operation dependency options
o oy By
Fla system comersion oplions

Copy/Backup exch Set thi= oplicn on to automatically close the peogress dialog sfler committing the changes
Fle Backup exchude options

Fle Backup include options

Log fles options

OK | [ Coneed |

In this section you may configure the virtual mode:

¢ Allow virtual mode. Mark the checkbox to enable the virtual mode. It is an effective way of
protection from any troubles, since no operation will be executed until confirmation, thus
giving you a second chance to weigh all pros and cons of this or that particular operation.

A We strongly recommend you to enable this mode.

¢ Close progress dialog automatically. Mark the checkbox to automatically close the
progress dialog after accomplishing operations.

File System Conversion Options
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E D, Edit settings [
— ) | [Generl cptions ' ’Q:\Ig - . 5
Bd . R File system conversion oplions
Partitioning oplions
Copy and backup options Salact a time zone
CD/OVD recoeding options (GMT-08:00) Pacfic Time (US & Canada); Thuana [=]
Hal processng sptises
Fun during backup options Selact language for file names
E-mal options English [CP-437) [+
Operation dependency options —
Vitual mode options This language will be used to specify national symbols in fle names
Flnmm- Corim settings befare NTFS <> FAT/FATI2 conversion
Caopy/Backup exchude options Chooss this option 1o make the program (o allow 1o customize thess settings each time whan
Fla Backup sxchude options conveitng fle systems
Fle Backup include options
Log flas options
e

This section contains a set of options that will be taken into account when converting FAT and
NTFS file systems. By default, the program takes locale (regional) settings from the system.
Problems might occur however because of different standards for file names and file time stamps
(Created, Modified and Last Access Time) of NTFS and FATxx file systems.

To tackle problems of that kind you can manually set:

¢ Time zone to use during the convert operation. NTFS keeps file timestamps in GMT
(Greenwich Mean Time) while FAT uses a fixed local date and time. The program takes
proper account of these differences and enables to adjust timestamp values.

An incorrectly chosen time zone might lead to inability to launch certain
software.

¢ Language for file names to use during the convert operation. NTFS stores file names in
Unicode while FAT/FAT32 uses ANSI to save short file names (also called the DOS aliases).
The codepage information is required for the correct conversion of non-English file names
from Unicode to ANSI and vice versa.

An incorrectly chosen codepage will certainly result in corruption of non-
English file names.
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e Request confirmation of settings before NTFS < - > FAT/FAT32 conversion. Mark the
checkbox to automatically display the local settings dialog to check and modify (if
necessary) the default parameters before launching the convert file system operation.

Copy/Backup Exclude Options

i B
[Ganeral optians IF

mvdatiaiia I @ Exclude from Copy/Backup

Partitioning options

Copy and backup optians Speciy masks for files and folders that must be excluded from copy/backup operations
CO/DVD recording options [ =
Hol processing options = Execudable & Installations (E fiters)

Run dunng backup options

Emal options Addfiter Rename calegory Delete category

Opsration dependency opbons

Virtual mode options “dll  Delete fiter

Fle syslem comersion oplions | *exe [eisls fiber
Copy/Backup exciude options “ocx [eiste fter E
File Backup exchude options = wxd Dedste fiter
Fia Backup include opbions “cab [Delsie fiter
Log fées options *smsi  [leiole fiter
“map Delate fiter
“urv  [olofe fiter

| Pumxilizary files (18 fiters)
Add fiter Renome calegory Dedete calegony
“bak [eieie fiter
*old Deletefiter

“imp Dedete fiter
L. “temp Delole fiter

Change general backup oplions

OK || Conced |

In this section the program enables to specify what data should be automatically ignored during
copy and sector-based backup operations. You can filter certain files or folders either by the
manual selection or by creating masks, what is more preferable. Thus you will be able to
effectively manage contents of your backup images or partition/hard disk copies.

By default, there are no available filters. To create a filter, please click the Add Category...
button.

'@, Create new category 9 [feiSal
Namea: |
Fter _ bowee |
Dieacription

You can use wikdcards 7 and * as fie name mask. Wildcands

]
o< J[ concu |

in path are not allowed
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In the opened dialog the program allows the user to define the following parameters:

AN

) ¢ Name. Give to the filter any name you like, but try to use an informative one;
o Filter. Press the Browse button to select files or folders you would like to be excluded or
specify a filter mask by using * or ? wildcards;
e Description. Add a short description to the filter not to miss it up later.
Click the OK button and you will get a new item on the list of filters. By marking/unmarking a
checkbox opposite its name you can choose whether to use it or not.
/'\ By clicking the link at the bottom of the window you can jump to the General
. Copy and Backup Options.
Log Files Options
@, Edit settings |2 |tael
i Y e ]"u-g Stubact log file age time options
Partitioning oplions
Copy and backup options Choose & storage We span for the stubact log file. Plasse note, once the defined pedod has
Hol processng options 2 Iniinde
Fun duning backup options
[E-mad options Minimal
Opertion dependency opbions Custom
Virtual mode options
Fle myslem comersion oplions
Copy/Backup echide oplions

File Backup exclude options
File Backup include opbions

In this section you can specify a storage life span for the stubact.log file:

¢ Infinite not to empty the file ever;
¢ Minimal to have the file emptied all the time;

e Custom to set a certain storage life span for the file. Please note, once the defined period
has been expired, the file will be emptied.
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having problems with the program, our Support Team won’t be able to study

t We strongly recommend you not to choose the Minimal option, as in case of
operation logs, thus help you out.

Getting Information on Disks and Backup Images

The program provides some helpful tools to get information on the properties of disks and
peculiarities of existing backup images.

Viewing Disk Properties
The main tool to view in-depth information on the properties of hard disks is the Disk Map. It
represents the actual state of the computer’s hard disks.

Generally the hard disks are represented on the map by rectangular bars, which also contain
small-sized bars. The small-sized bars represent logical disks (partitions). When you select a large-
sized bar, the Explorer Bar displays information about the disk in a bright, graphical form.

Basic Hard Disk 1 (FUJITSU MPF3102AT)

Type: Basic Hard Disk Drive
Total zsize: 35GE
Sectors per track: &3
Heads: 255
Cylinders: 1245

’ _ Cieate an image of the entire dizk
bertey  Back up all the data this hard disk containg, All the paititions on this disk will be added bo the archive,

The model and serial number of the disk serve as the title of the browsed page. The disk layout is
shown in form of a circular graph, where the color of a sector corresponds to a file system of an
appropriate partition. On the right you may see a table, which contains the following information:

e Type of hard disk (basic or dynamic),
e Totalsize (in GB),
¢ Information on geometry of the disk (amount of sectors per track, heads and cylinders).

Below there is a list of available wizards. If you click a corresponding record the appropriate
wizard will be started. All default values for the operation parameters will correspond to the disk’s
settings. The list of wizards contains a detailed description of tasks that can be performed by the
wizard. This nullifies the possibility of selecting the wrong wizard.
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Logical Disk (G)
A

Volume letter: [G:] Sernial number: T4593EASF
Volume label: FATIZ-LIMLES Partition ID: 0x08 FATZZ
Type: Primany Total size: 6E3GE
File spstem: FAT32 Uzed space: 5.7 GE
Sectors per boot: 36 Free space: 1GE
Sectors per cluster: 8 Activity:  Inaclive

Hidden state: Not hidden

_

Cieate an image of the logical dizk
= ?| Back up all the dala this logical disk corlains

When you select a small-sized bar (i.e. corresponding to a logical disk) the Explorer Bar will display
information on it as well. The page title will contain a drive letter, which is assigned to the disk. The
disk layout graph will be colored in accordance with the volume ratio of the used space to the
free space (the light colored sector). The table on the right will contain the following information:

¢ Volume label (if available),

¢ Type of the logical disk,

o File system (represented by the color of the graph and the selected bar),
e Total size, used space and free space (in GB or MB).

Below there is a list of wizards, which may be called for this disk. All default values of parameters
will correspond to the disk settings.

Viewing Image Properties
General information on backup archives can be obtained either with the help of the Restore
Wizard or the Archive Database:

Using the Restore Wizard
There are several ways to launch the Restore Wizard:

¢ |n the Main menu: select Wizards > Restore...
e |n Common Tasks bar: click the Restore item of the Wizards menu

e Select a hard disk/partition and then click the Restore an image of the entire disk/Restore
the logical disk from an image link on the Explorer Bar page.

At first, the wizard displays the Welcome page - simply click the Next button at the foot of the
dialog window.

The next page refers to Browse for Archive. By clicking the Switch to Archive List View link, you can
see a list of images contained in the Archive Database (if any).
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1% Restore Wizard ==

Browse for Archive : !
Flaase selaci an archive to resion

) Show ol =] & &

Type Creation Date - Seurce Objact Size |
=] 57272005 221:01 AM  Basic Haed Disk 1 (Viwars, Viware Vidusl 5 SC51 Disk Dev) 10GB

Archive Fis Datals
Hama: Basic Hard Disk 1 (Unknown Model)
Commerd; My hdd2
Tipe: Irdemal Hard Diskc Deive
Total size: 10GB
Fila Cxfam_new/anc_new PEF

To continus, cick MNext

[ <Back |[ Mea> | [ Cacd |

To get a clear-cut picture on properties of the required image, just click on it and the section
below will (i.e. Archive File Details) display a short description, including:

¢ Information on a type of the archive contents (whether it is sector-based or file-based),
¢ Whether the archive is compressed or not,
¢ Whether the archive is password protected or not,
e The date, when the archive was created.
In addition, there are some special graphical flags to indicate crucial properties:

FLAG FUNCTIONALITY

E Disk archive

= Partition archive

4 File archive

5 MBR archive

[ System archive

& Encrypted archive
= Compressed archive
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Complex archive

I
]

Differential archive

Incremental archive

F<)

ks Filtered archive
W

]

Je

File increment to a partition
archive

To easily manage images in the Archive Database, the program provides the following
functionality:

BUTTON FUNCTIONALITY

& Refresh the contents of the database

53 Show only existing archives

4 Add the selected archive to the
database

% Delete the selected archive from the
database

Besides you may filter backup archives to decide whether to show only file, partition or hard disk
archives. To do that, please select the required filter in the left top corner of the page.

Biowse for Anchive
Pleaze select an schive bo esdole,

Source Object
I astes Boot Reco
Master Boot Reco
20,05, 2008 16:06:43  Fie-bawel Archive
20052008 16:05:48 Fiedevel Archive
= 14122007 200219 Mastes Boot Reeo

By clicking the Switch to File View link, you can find the required image in the browser-like
window.
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("% Restore Wizard [ 9 sl

Browse for Archive 1
Flaase selact an archive to restons :

Lockin: |[E] Local Disk () ] & ® 2
Nama Sire Dt »
= [E] Loeal Dusk ()
ac_new 9272008 22121 AM
.H‘I:_,M.PEF SEKE 97272009 22128 AM
Fias of typa: | Archive files | =]
awitch to Archive List View
Archive Fls Detals
MNama: Basic Hard Disk 1 (Unknown Model)
Comment; My hdd2
Type Iremal Hard Disk Deve
Total sze: 10GB
Fila Cxfam_new/anc_new PEF

To continuws, click Next

| <Back |[ MNet> || conce

The section below (i.e. Archive File Details) displays a short description of the selected image,
including:

¢ Information on a type of the archive contents (whether it is sector-based or file-based),
o Whether the archive is compressed or not,

¢ Whether the archive is password protected or not,

e The date, when the archive was created.

Moreover, on this page you’ve got the possibility to create new folders, delete existing files/folders
or map network drives by clicking the appropriate buttons.

The next page (i.e. What to restore) displays detailed information about the contents of the
archive.
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1'% Restore Wizard o el
What to restore &
Flease selact an archive fem to restone.
Please salact one of the obiect {5) 1o restons:
| Name Tipe Fie system | Size Used
= [5] Basic Hard Disk 1 (Unknown Model)  Intemal Hard Disk Drve 10GE |
5 Local Disk () Primary L Swap2  509.8 MB 4KB |
e B ol Deske () Primary Lo B3 14GE  591MB |
i [ New Volume (F:) Prmary NTFS 24GE 3561MB
& [ NEW VOLUME [E) Primary FAT3Z 14GB 4KE
Archive Detais
Harms Local Disk (°)
Vioksme labsl- Mo labal]
Fia system:  Limux Ext3 Tolal size: 14GB
Used space: 58.1ME Free space: 1.3GB
To selet whers to restors the selected obiectis). chek Nexd Diata size to restore: 1.4 GB
| <Back || Net> || Cancel

If you want to restore the image contents, click the Next button. In order to cancel, click the
Cancel button.

Using the Archive Database

To open the Archive Database, click the appropriate tab in the Explorer Bar. The database
window can be conditionally subdivided into several sections that differ in their purpose and
functionality:
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— e
mm[mrm Archives | Help

©

o] : : : Al .|
() Archive of Basic Hard Disk 1 (VMware, VMware Vir e
Q- | =
| SCSl Disk Dev) ECD/TVD Daves
- (9) C0/DVD Drive D:
=1 ) Hard Cisks
Souree Object Size: 10GE =1 [E] 1. Vikware, Vibware Vitual 5 SCSI Disl
Archive Size: 2225 ME = [B1. Primary NTFS (C)
Location: C/ac_new/arc_new | £ $Recychs Bin
Creathon Date: 3/2/2009 2:21:01 AM S E e e
Comments: My hdd2 -—
Rogs: =1 G 4 arc_rew FEF L

ez _pww plm
arc_new_07100p 000
| mre_pwwi_ 0100 pfn

m arc_new_(107p.000

Restore: Archive E
@ Foestoes the ssicted archive aee_new_110p pfm
arc_new_ 071020000
Bﬂl; This wizard helps yeu o test axisting archives. The wizaed wil chack § “—”""‘—:E*m
15| the anchive is vallid and makes you sune the archive inbegrity is not arc_rew_01000.000
wiclated are_pewi_0103p pfn
H ] achive_db
1] Boaot
- Documents and Settings
115 Pesflogs
# - Program Fles
+- i ProgramData
£ Recovery
¥ 5] System Volume Infoemation
£l 2 £l = — ¥
% Show ok -] & & & ik 3
.T].-pe Crastion Date Source Objact Size Flags Co Mouted |
22005 2:53:00 AM  ILocal Disk i) 453.5GB - M

[] 3272009 2221:01 AM  Basc Haed Disk 1 (Vidware, WMware Vitual 5 SC51 Disk Dev) 10GE

1. Explorer Bar that displays properties of the selected image.
2. Files view.

3. Archive List that displays a list of images contained in the Archive
Database (if any). Besides the program provides all the necessary
functionality to manage backup images in the database (add, delete,
mount, refresh, etc.)

All panels offer a synchronized layout and are separated by vertical and
A horizontal expandable sliders, allowing the user to customize the screen
layout.

Data Backup and Rescue
In this chapter you will find all the information necessary to establish a reliable data protection
system.

Creating Backup Images
We have already mentioned that the most prevalent way to protect valuable data is to create
backup copies (backup images in terms of the program) of it. Depending on a type of
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. information you need to protect and the way this information should be processed, the program
\ﬂ/d offers a number of handy backup wizards and dialogs.

Wizard Work Algorithm

To make your job with the program as easy and convenient as possible, all backup wizards share
similar work algorithm. So let us just take as an example the Sector Backup Wizard to describe it in

detalil.

By going through steps of the wizard, you configure all the necessary settings to launch the
backup operation. To minimize the possibility of making any mistake, the wizard provides auxiliary
information on every single option. Moreover you can get an in-depth description to any setting,
control, or field of the wizard just by clicking the hint button and then the object you need.

Startup
There are several ways to start the Sector Backup Wizard:

Setup

In the Main Menu: select Wizards > Back up a Disk or Partition...
On the Common Tasks Bar: click the Back up a Disk or Partition item of the Wizards menu.

In the Toolbar: click the Back up a Disk or Partition button.

The wizard offers the following steps to accomplish the backup operation:

The object to back up. You can back up either an entire disk or separate partitions of the
disk (primary, extended or logical). In case of backing up an entire disk, you’ve got the
possibility to include into the image such disk elements as the Master Boot Record (MBR)
and the first track of the hard disk. This can be very helpful for serious disk recovery
procedures.

MName Type F =
1 My Computer My Computer
| [Z] Basc Hard Disk 0 (Viware, Viwane Vidual 5 SCSI Disk Dew) Intemal Hard Disk Drive
= [ = First Hard Disk Track First Track
= MER
B Local Disk () Primary N
[5] Basic Hard Disk 1 (Vihware, Viware Vitual 5 SCSI Disk Dev) Intemal Hard Diske Drive
53 Fst Hard Disk Track First Track
[ Master Bost Recond MER

Backup destination. The wizard allows saving backup archives to local or network drives, to
physical partitions (without drive letters assigned), to FTP Severs, the Backup Capsule or
burning them to CD/DVDs. You need to select a destination, taking the estimated archive
size and available space on the backup destination into account.

Thers ane saversl ways the Wizsrd can stone your dats. Pleass sslact how would you ke to save the
archive

[Save data to the Backup Capsuls|

@ Save data to local/network dives
Save data to physical parditions
Save data to FTP locations

Bum the data to CD or DVD
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¢ Name and location of the resulted image. Provide a file name for the new image and its
& S exact location. The program automatically offers an easy to understand name containing
= the date and the time of the archive creation, which can anyway be modified.

Select 3 folder whene archive should be placed and speciy archive name. Archive name wil be used 83 8
subfolder whens backup data files will be stored

Archive location: |G-/ac_test/

Nama Size | Date
I My Computer

£ [Z] Local Disk )
# =] Local Disk (E)
il [E] Archives (G
£i- [Z] images (v200.0.1.168'e) (7

& C] Matwork

Archive detals

Archive name o tesd
Estimated archive sire: 2 MB

Space avaiable on backup destination: 38 GB

The program automatically calculates size of the future archive and informs
the user about space available on the selected destination.

e Archive Comment. You can add some additional description to the archive that will later
help to distinguish it from the others.

Plaase enfer 8 short comment to describea the anchive

L2
1 Ho comment

In addition, there is the possibility to make further detailed settings (although the default values wiill
do in most cases). To activate the advance mode, you need to mark the appropriate option on
the second page of the wizard. When it is marked, the next page enables to define:

¢ Whether the archive integrity will be controlled.

Checking archive integrity enables to guarantee that all backup images

ﬁ created with the program are 100 percent flawless. Nevertheless if you
decided not to control the archive integrity, the backup operation would take
about 3-5% less time.

¢ Whether image file names will be set automatically in complex archives.
e Compression level for the backup image (including the No compression variant).

o Whether the archive will be split (if yes, you can set the maximum size for the archive files).

Splitting images enables to tackle issues caused by a file size limitation of
some file systems.
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¢ Whether the archive will be protected by password.

¢ Whether the selected disk (or the selected partition) will be copied in the sector-to-sector
mode (including unused sectors as well).

e Whether the OS auxiliary files (pagefile.sys, hyberfil.sys) will be included in the backup
image.

¢ Whether backup images stored in the Archive Database will be processed during the
backup operation.

e Skipping backups of the Archive Database may considerably decrease the
resulted image file and time to carry out the operation.

e Recording speed when the user wants to burn the backup image onto CD/DVDs.
¢ |SO image folder where the archive that is to be recorded on a disc, is placed.

o Whether the operation will be performed without rebooting the system. The program needs
to reboot the system in order to have exclusive access to processing data. In a Windows
environment this is difficult to achieve because even when all the other applications are
closed, the system service programs are still running. However, there is a way to avoid
rebooting. The mode of processing the backup operation without rebooting is named Hot
Processing. You can also define specific parameters for the Hot Processing mode.

¢ The data to be automatically excluded from the resulted backup.

ﬁ By default the program will take into account exclude filters set in the Settings
dialog.

Result
After the backup operation is completed you receive an image of the selected disk (or the

selected partition). This image is placed into the specified destination, its features defined by the
wizard.

Dialog Work Algorithm

All backup dialogs share similar work algorithm as well. Unlike wizards, settings of a backup dialog
concentrate on a single page. That’s why it cannot boast high level of the self-descriptiveness.
Anyway with the context sensitive hint system you can get an in-depth description to any setting,
control, or field of the dialog just by clicking the hint button and then the object you need.

A We recommend the program’s dialogs for experienced users mostly.

So let us just take as an example the Partition Backup Dialog to describe its work algorithm.

Startup
In order to start the operation you should take the following steps:

1. Select a partition on the Disk Map;
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2. Call the Partition Backup Dialog to set up the operation. There are several ways to do it:
- Select in the Main menu: Partition > Back Up Partition.

- Call the popup menu for the selected partition (right click of the mouse button) then
select the menu item: Back Up Partition...

Setup

Initially the program suggests some consistent values for all parameters. In most cases, you can
just press the Backup button to confirm the operation.

[ 7 |jotael
é:"':"‘ Are you sure you wanl lo backup volume (F:) New Volume, NTFS?

T You are about o backup (F:) New Volume, NTFS. This alows you to create the backup
image of your data.

Archive nama: arc_ (2090911575759
FArchive commeant
Compresson level
Nomal comprazson (=]

Estmaled archive size: 309 MIB  Get sxach size ssimation

Archive destination

Cy Browse
Space avaiable on backup destination: 491.3 GB

Password protection

%) More opbions Baclap | o

e Archive Name. The program automatically offers an easy to understand name containing
the date and the time of the archive creation, which can anyway be modified.

e Archive Description. You can add some additional description to the archive that will later
help to distinguish it from the others.

e Compression Level. From the pull-down list you can select the desired compression level for
the backup image (including the No compression variant).

e Archive Destination. Here you can manually enter a path where to place the future
backup image to or press the Browse button to find the required location.

o Password Protection. By setting a password you can protect contents of the archive
against unauthorized access.

In addition, there is the possibility to make further detailed settings (although the default values will
do in most cases). To activate the advance mode, you need to click the More options button at
the foot of the dialog page, so you will be able to define:
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' Eneble hot processing

Mezrosoft Volume Shadow Copy Sanrvice = |

J| Splfl image upto: [2000 MB 2

o Set mage file names sulomaticaly Parition raw processng
| Skip 05 susdlarny fles 7| Skip archive filss sored in anchve lbeaey
%) Fewer options | Backup o

¢ Whether the operation will be performed without rebooting the system. The program needs
to reboot the system in order to have exclusive access to processing data. In a Windows
environment this is difficult to achieve because even when all the other applications are
closed, the system service programs are still running. However, there is a way to avoid
rebooting. The mode of processing the backup operation without rebooting is named Hot
Processing. You can also define specific parameters for the Hot Processing mode.

e Whether the archive will be split (if yes, you can set the maximum size for the archive files).

ﬁ Splitting images enables to tackle problems caused by a maximum file size
limitation of some file systems.

¢ Whether image file names will be set automatically in complex archives.

o Whether the OS auxiliary files (pagefile.sys, hyberfil.sys) will be included in the backup
image.

o Whether the selected partition will be copied in the sector-to-sector mode (including
unused sectors as well).

o Whether backup images stored in the Archive Database will be processed during the
backup operation.

Skipping backups of the Archive Database may considerably decrease the
2 resulted image file and time to carry out the operation.

By default the program will take into account exclude filters set in the Settings
dialog. You’ve got no option to change them directly from this dialog.

Result

After the backup operation is completed you receive an image of the selected partition. This
image is placed into the specified destination, its features defined by the dialog.

Available operation scenarios:

e Backing up a hard disk or partition to external media (CD/DVD)

e Backing up a hard disk or partition to a network drive

e Creating a differential to a full partition backup

e Creating a cyclic partition backup
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_ Restoring System and Data

The program includes a convenient and reliable restore wizard. With its help you can restore alll
types of backup images created with the program. It provides easy to understand instructions to
configure and perform all the necessary settings. Moreover you can get an in-depth description
to any setting, control, or field of the wizard just by clicking the hint button and then the object
you need.

7

N

&/

Startup
There are several ways to start the Restore Wizard:

¢ |n the Main Menu: select Wizards > Restore...
e On the Common Tasks Bar: click the Restore item of the Wizards menu.
¢ In the Toolbar: click the Restore Wizard button.

Setup
The wizard offers the following steps to accomplish the restore operation:

¢ A backup image to be restored. The Browse for Archive page enables to find a backup
image you need.

By clicking the Switch to Archive List View link, you can see a list of images contained in the
Archive Database (if any).

& Show al T'! a = Ix

Typea Creation Date Source Object Sizw i
9272008 5:06-03 AM  Flladevel Archive LKB

e 22009 23300 AM  Locad Disk (T) 43359GE

El 8/2/2009 22101 AM  Basic Hard Disk 1 (WMwane, Vihware Vidual 5 SC51 Disk Dav) 1068

a ¥

owich 1o Fie View

Archive Fla Detais
Comment My documents

Bacloup dete: 9722009 5:06:03 AM Total siza: 4 KB (4,096 Bytes)
Archive size: 445 Bytes

Fle G:/arc_doc,/FLODOOOOOD0O000000000 archive pfi

Ease archive

To get a clear-cut picture on properties of the required image, just click on it and the
section below will (i.e. Archive File Details) display a short description.

ﬁ To know more on the subject, please consult the Viewing Image Properties
chapter.

By clicking the Switch to File View link, you can find the required image in the browser-like
window. The section below (i.e. Archive File Details) will also display a short description of
the selected image.
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1

Lock in: | [5] Local Disk ) ] 9% 2
Name Size | Date - |
= ,JLE!C#D:I&[C] B
5 | arc_new 9/2/2009 2:25:04 AM
m:_rmFEF SEKE /272009 2:21:28 AM
# | archive_db 9/2/2009 5:35:22 PM
# |, Pedlogs TAL2009 TITOSPM |
Fies of type: | Archive fles [«
Switch to Archive List \oew
Sychive Fle Detals

Hame: Basic Hard Disk 1 (Unknown Model)
Commers; Myhdd2

Type: Internal Hand Disk Deive

Total size: 10GH

Fie: Cofarc_new/arc_new PEF

Moreover, on this page you’ve got the possibility to create new folders, delete existing
files/folders or map network drives by clicking the appropriate buttons.

e To know more on the subject, please consult the Viewing Image Properties
chapter.

File Backup Restore

¢ Data to restore. You’ve got the option to restore not only the entire archive, but separate
items of it (the so called selective restore functionality) by marking checkboxes next to the
data items you need.

Chcke the chack box nead Lo ary file or folder you wanl (o restone from

hame Type Size
= . FB Archive File Lewed Archive 1131 KB (115,865 Bytes)
=o' | I
WEC
= [l £ Users
B [ user
= [l 5] Desktop
= [ I
¥ | | detsbackupandrescu...  Fie KB
o databackupandrescy . File 13.5KB
restoresystemanddats.. Fie 219KE
restoresystemanddata..  Fie MEKB
To continue, cick MNext Data size to restore: 46.5 KB

e A place to restore. From the pull-down list you can choose whether to restore contents of
the backup image to its original location or specify some other one.
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he place whens they wene anchived from

Besides if you select the Original location option, you can additionally define whether to
replace already existing files during the restore operation (good for recovering presumably
corrupted files) or leave them intact (good for recovering accidentally deleted files).

Sector Backup Restore

¢ Data to restore. You’ve got the option to restore not only the entire archive, but separate
items of it (the so called selective restore functionality) by marking checkboxes next to the
data items you need.

Pleasa sslact one of the ohisctis) to resion

Neme Type File system | Size Lsad
= [5] Basic Hard Disk 1 (Unknown Madell  Intemal Hard Disk Dvive 10GE
[ Local Diek (1) Frimary Linuee Swap2 5098 MB 4
P Local Disk (7 Prmary Linuee Ext3 14GE S81ME
= [ New Voluma (F) Primary NTFS 24GE IB63IME
=l | i
+ | System Valume Infoem
il (B NEW VOLUME (E:) Frimay FAT32 34GH 4 KB
Archive Detals
Hame: Hew Volume (F:)
Volume lsbel:  New Volume
Fie system:  NTFS Total size:  24GB
Used space: 3563 MB Fres space: 2GB
To select when jo restore the selecied objectis), clck Meod Diata size to restore: 132.8 KB

ﬁ If you select separate files or folders to restore, the wizard will continue working
as though you’ve got to do with a file backup.

e A place to restore. Selecting the destination, please note - all contents on the disk selected
for restoring purposes will be deleted during the operation.

Basic Hard Disk 0 [WMware, VMware Vifual 5 SC51 Diskc Dev)

I ) Local Disk (C:)
499 9GE NTFS

Basic Hard Disk 1 (WVMware, VMware Viflual 5 SCS1 Disk Dev)

22 GH

@) Local Disk (E2) ‘ @) Local Disk_. | @) .. I ) (Unalloc.
34 GBFATI2 24BNTFS ||| 14G..

To help you get a clear-cut picture of the operation outcome, the program allows
inspecting the resulted disk layout.

Restoring Partition:
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Size of the restored volume and free space before and after it on the disk.

Geometry Restore Opticns

Pleass specy the sze of the restoned parition 2470 | 36 MB - 2470 MB
Plaass specfy size of frea space before the patition: |0 + O MB - 2434 MB
Plaass spachy size of free space after the partition: |0 4| OMB - 2434 MB

Drive letter assignment after restore. The pull-down list contains vacant drive letters that
can be associated with the restored partition.

Partition Fastors Options
Azsign the following drive letier | F z

Restoring Hard Disk:

Copy data and resize partitions proportionally. If this option is activated, the program
proportionally changes the size of partitions keeping their relative order intact. The option
can be useful when restoring to a larger hard disk.

Perform surface test. Define whether the surface test will be accomplished during the
operation or not.

Your hard disk sfter the changes
Basic Hord Disk 1 (VMware, VMware Vidoal 5 SC51 Disk Dev)

i W) Local [Nsk (7} I ) Local Disk W) I I @) (Unalloc
14 GAFATIZ ZAGENTEE 140 Lot Lot
Hard Deske Restone Options

Copy data and resize pariitions propostionally

In this mode. the Wirand changes the size of paritions in the same propartion. with keeping intact their
relative crder. This option can be wseful in restring an image of hard disk (o a langer one.

Perform suface (ast

Sed thes opbion ¥ you want the Wizard (o pesform the suface test on the tanget hard dek In this cass, § the
program finds bad and unreliable sectors @ will mark them as unusable ones

VAN

All contents on the disk selected for restoring purposes will be deleted during
the operation.

Result

The wizard will restore the archived data, and make it available to use in the operating system.

Available operation scenarios:

Restoring a system paturtition from external media (CD/DVD)

Restoring a system paurtition from a network drive

Restoring a system partition from a local drive

Burning of data from the corrupted system disk to CD/DVD

Copying of data from a backup to the corrupted system pautition

Restoring separate files and folders from a backup
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Partition Management

. In this chapter you will find all the information necessary to carry out partitioning operations
supported by the program.

Basic Partitioning Operations
Here you can learn how to accomplish basic partitioning operations (create, format, delete).

Creating Partitions
The program provides the ability to create a new partition by using the DOS partitioning scheme.
This operation can be accomplished with the Create Partition Dialog.

Restrictions
1. Do not use the Create Partition function in order to undelete the last deleted patrtition.

2. The program cannot create new partitions on Dynamic Disks. The current version of the
program supports only hard disks that use the DOS patrtitioning scheme (in Windows 2000
and XP these disks are named Basic Disks).

3. According to the rules of the DOS partitioning scheme, the following combinations of
partitions cannot be created:

- Two Extended Partitions on one hard disk
- Five or more Primary partitions on one hard disk
- If there is an Extended Partition on the disk, only three Primary partitions are allowed

4. The program allows creating new partitions only within blocks of un-partitioned space. It
cannot convert a free space on an existing partition to a new partition.

Startup
In order to start the operation you should take the following steps:

1. Select a block of free space on the Disk Map;
2. Call the Create Partition Dialog to set up the operation. There are several ways to do it:
- Selectin the Main Menu: Partition > Create Partition.

- Call the popup menu for the block of free space (right click of the mouse button) then
select the menu item: Create Partition.

Setup
Initially the program suggests some consistent values for all parameters. In most cases, you can
just press the Yes button to confirm the operation.
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Basic Hard Disk 3 (WMware, VMware Vidtual S SCS1 Digke Dev)

I I i) New Volume (H:) I
19.9GB NTFS

Create new partition a3 [Prmary parition ||

Plaase spacy new partiban size 20479 & TMB- 20473 MB

Plaase specy size of free space before the partison: |0 + OMB - 20455 MB

Piease specify size of free space afterthe patition: 0 % OMEB-20472 MB

Piease selact fle sysiem for new pardition: | NTFS '_T!

Flease snter new voiume [abed: Hew Violume

Flaasa spacy dive bstter H 9

%) Mane options | Yes | | o |

(-7 fua)
Are you sure you wanl lo creale a new partition on disk 37

‘fou are about 1o create a new parition in (Unallocated), 19.9 GB area. Flease select size,
poaiticn and fie sysism of the new parition

Define whether the partition will be Primary, Extended or Logical. You can choose the
desired partition type from the pull-down list. As a matter of fact, the available alternatives
fundamentally depend on the selected block of free space - within the Logical free space,
only Logical partitions can be created; Within the Primary free space, both Primary
partitions or the Extended Partition can be created.

Partition Size. Define the size (in Mb) of the new partition.

Free space before. Define the position (in Mb) of the new partition relative to the beginning
of the block of free space.

Free space after. Define the amount of trailing free space (in Mb) at the end of the new
partition.

JAN

Partition size and position may also be defined by using the drag-and-drop
technique. To do that, just carry out the required operation on the Disk Map.
The virtual operations are to be available.

File system for new partition. From the pull-down list select a file system the newly created
partition will be formatted to, otherwise the partition will remain unformatted (so that it will
not be ready to use).

Volume label. Enter a label for the selected partition in this textual field. It is an irrelevant
parameter usually used for drive identification.

Drive letter assignment. The pull-down list contains vacant drive letters that can be
associated with the newly formatted patrtition.

In addition, there is the possibility to make further detailed settings (although the default values wiill
do in most cases). To activate the advance mode, you need to click the More options button at
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__ the foot of the dialog page. Depending on the chosen file system, the following options become

\&/[\ available:

)
| LUse 05 bkt in format routine
Fisase seloct number of sectors per cluster: | 8 []
Please select number of sectors per boot

Plaase salact number of ool enines

Restors ddm_

e Use OS built-in routine. Mark the option to restrict the available values according to the
used OS.

e Whether the surface test will be performed. Define the level of the surface check to make
the program find bad and unstable sectors and mark them unusable in the file system
metadata.

¢ The amount of sectors per boot. This parameter is available exclusively for FAT16 and FAT32
file systems. Set the number of sectors to be reserved for the boot area on the partition with
this spinner control.

¢ The amount of root entries. This parameter is available exclusively for FAT16 file system. Set
the maximum amount of files/directories to be placed in the Root Directory on the FAT16
partition.

e The amount of sectors per cluster. Define the Cluster Size for the formatted partition with this
spinner control.

A Number of available options depends on the selected file system type.

Result
After the operation is completed you receive a fully functional partition.

Formatting Partitions

Any partition should contain some file system to be used for keeping data. The process of
installing a file system is commonly known as formatting. A huge variety of file systems have been
developed these days.

Supported File Systems
The program provides the ability to format partitions of the following file systems:

- FAT12 & FAT16
- FAT32

- NTFS

- Ext2

- Ext3
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(&) - Apple HFS

- Linux Swap v. 2

This operation can be accomplished with the Format Partition Dialog.

Startup
In order to start the operation you should take the following steps:

1. Select a partition on the Disk Map;
2. Call the Format Partition Dialog to set up the operation. There are several ways to do it:
- Selectin the Main Menu: Partition > Format Partition.

- Call the popup menu for the selected partition (right click of the mouse button) then
select the menu item: Format Partition.

Setup
Initially the program suggests some consistent values for all parameters. In most cases, you can
just press the Format button to confirm the operation.

(-8 [fmESe]
! Are you sure you want Lo lomal volume (F:)7

You are about fo format volume (F:) [No label]. NTFS. Your computer may
no longer boot or work comectly

Please select new fie system:  [ZARCHINN ~ |
Plaase enter new volums [abad: | Mew Volume

%) More options [ Fomat No

e File system. From the pull-down list select the desired file system type. In fact, the program
displays only those file systems that can correctly be placed to the selected partition,
taking its capacity into account.

¢ Volume label. Enter a label for the selected partition in this textual field. It is an irrelevant
parameter usually used for drive identification.

In addition, there is the possibility to make further detailed settings (although the default values will
do in most cases). To activate the advance mode, you need to click the More options button at
the foot of the dialog page. Depending on the chosen file system, the following options become
available:

4| Use OS5 bult in format routine
Please salact rumber of sectors per cluster; | 128 j
Plaase sslact number of sectors par bool:

Fleass sslact number of mol entries

Restons defauts |
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e Use OS built-in routine. Mark the option to restrict the available values according to the
used OS.

¢ Whether the surface test will be performed. Define the level of the surface check to make
the program find bad and unstable sectors and mark them unusable in the file system
metadata.

¢ The amount of sectors per boot. This parameter is available exclusively for FAT16 and FAT32
file systems. Set the number of sectors to be reserved for the boot area on the partition with
this spinner control.

e The amount of root entries. This parameter is available exclusively for FAT16 file system. Set
the maximum amount of files/directories to be placed in the Root Directory on the FAT16
partition.

¢ The amount of sectors per cluster. Define the Cluster Size for the formatted partition with this
spinner control.

A Number of available options depends on the selected file system type.

Result

After the operation is completed you receive a fully functional partition formatted to the specified
file system.

Deleting Partitions

With the Delete Partition Dialog you can delete a partition on a hard disk partitioned with the DOS
partitioning scheme. Unlike the majority of other utilities (Windows Disk Manager included), the
program can not only remove references to the deleted partition from the Partition Table, thus
making it unavailable for the operating system, but also enables to irreversibly destroy its data. This
feature will guarantee security of your personal information.

Startup
In order to start the operation you should take the following steps:

1. Select a patrtition on the Disk Map;
2. Call the Delete Partition Dialog to set up the operation. There are several ways to do it:
- Select in the Main Menu: Partition > Delete Partition.

- Call the popup menu for the selected partition (right click of the mouse button) then
select the menu item: Delete Partition.

Setup

Initially the program suggests you just to remove references to the selected partition from the
Partition Table.
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ﬂ_.“-, Are you sure you wanl Lo delete volume (F:)7

A4

‘You are about o delete volume (F:) [No label]. NTES. Your computer may
no longer boot or work comectly

71 [ Do ot ask volume Isbel next time |

e Enter the volume label to confirm deleting. To confirm deletion of the selected partition,
enter its Volume Label. The current volume label is displayed above.

¢ Do not ask volume label next time. Mark the option to inhibit confirmation next time you
start the dialog.

Result

By default, the operation takes only a fraction of a second. However, the program waits until
Windows completes the modification of the disk layout. In case you decide to wipe the on-
partition data as well, the operation will take much longer, depending on the set wipe
parameters.

Advanced Partitioning Operations
Here you can learn how to accomplish advanced partitioning operations (undelete).

Changing Partition Attributes

This chapter explains how you can change partition attributes (Active flag, Hidden flag, Partition
ID, Volume Label, etc.).

Mark Partition Active/Inactive
The program enables to set an active/inactive flag for primary partitions of a hard disk. By default,
an operating system will boot only if its partition is active or bootable.

In order to mark a partition active/inactive you should take the following steps:
1. Select a primary partition on the Disk Map.

2. Call the Mark Partition Active/Inactive Dialog to set up the operation. There are several
ways to do it:

- Select in the Main Menu: Partition > Mark Partition as Active/Inactive.

- Call the popup menu for the selected partition (right click of the mouse button) on the
Disk Map, then select the menu item: Mark Partition as Active/Inactive.

|- [fnn]
Are you sure you wanl (o sel the volume as active?

You are aboul 1o sat the volume (F:) [No label], NTFS as active. ¥ you already
have aclive volumes, this action might render your system unbootable:

-

p—

| Yes || Mo
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On ﬁ There can only be one active partition on a hard disk, otherwise your
operating system will fail to boot.

3. The operation will be performed immediately after confirmation.

Hide/Unhide Partition

The program allows you to hide/unhide primary and logical partitions. By default, an operating
system does not mount hidden partitions, thus preventing access to their contents.

In order to hide/unhide a partition you should take the following steps:
1. Select a partition on the Disk Map.

2. Call the Hide/Unhide Partition Dialog to set up the operation. There are several ways to do
it:

- Select in the Main Menu: Partition > Hide/Unhide Partition.

- Call the popup menu for the selected partition (right click of the mouse button) on the
Disk Map, then select the menu item: Hide/Unhide Partition.

3. The operation will be performed immediately after confirmation.

It is strongly recommended not to hide the system partition. Otherwise your
operating system will fail to boot.

Set Label of a Partition
The Partition Label is a small textual field (up to 11 characters) that is located in the partition's boot
sector. It is detectable by any partitioning tool and is used for notification purposes only.

In order to change a partition label you should take the following steps:
1. Select a partition on the Disk Map.

2. Call the Change Volume Label dialog to set up the operation. There are several ways to
doit:

- Selectin the Main Menu:. Partition > Modify > Change Volume Label.
- On the Explorer Bar: click on the current volume label.

- Call the popup menu for the selected partition (right click of the mouse button) on the
Disk Map, then select the menu item: Change Volume Label.

3. Enter a label for the selected patrtition.
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.«-@ Are you sure you want to change label on volume (F:)7
- Please specy a volume lsbel for easier recognition of your volume:

Please enber new volume Isbel: | New Volume

| Yes No

4. The operation will be performed immediately after confirmation.

Change Partition ID

Partition ID is a file system identifier. It is saved in the Partition Table and is used to quickly detect a
partition of the supported type. By manually changing its value, you can manipulate accessibility
of partitions.

In order to change a partition ID you should take the following steps:
1. Select a partition on the Disk Map.
2. Call the Change Partition ID dialog to set up the operation. There are several ways to do it:
- Selectin the Main Menu: Partition > Modify > Change Patrtition ID...
- On the Explorer Bar: click on the current partition ID.

- Call the popup menu for the selected partition (right click of the mouse button) on the
Disk Map, then select the menu item: Change Partition ID...

3. Set a new ID for the selected partition.

7 ||

i","a Are you sure you wanlt to change system ID of the partition (F:)7

Currert system |D is D07 NTFS. Changing system D might prevent soms
oparating systems from working with the partition.
9 | Fleoes acloct prodefined |0 from the i |
(07 NTFS [=]
Flease snter 1D manually

o Predefined ID. Select from the pull-down list the required ID.

e Enter ID manually. With the spinner control set the required ID value. It has to be a 1-
2 digit hexadecimal number.

4. The operation will be performed immediately after confirmation.

Change Serial Number of a Partition

FAT16, FAT32, and NTFS file systems include the Serial Number parameter. A partition's serial
number is saved in the boot sector. Its value is generated while formatting.
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__ The program enables to modify the serial number parameter for FAT16, FAT32, or NTFS partitions

'~ without re-formatting.

In order to change a serial number you should take the following steps:
1. Select a partition on the Disk Map.

2. Call the Change Partition Serial Number dialog to set up the operation. There are several
ways to do it:

- Selectin the Main Menu: Partition > Modify > Change Serial Number.
- On the Explorer Bar: click on the current serial number.

3. Enter a new serial number for the selected partition. It should contain 8 hexadecimal figures
(0..9 or A..F). The operation cannot proceed until you enter all 8 symbols.

R =
"‘\\_' Are you sure you want to change seral number of volume
{ F?
Your computer may no lenger boot o wordk comectly

Flease enter new senal number in hexadecmal fommat

ZEDE-7016-D87C-DD51|

No

4. The operation will be performed immediately after confirmation.

Hard Disk Management

In this chapter you will find all the information necessary to carry hard disk operations supported
by the program (Update MBR, Convert to Basic, Change Primary Slot).

Updating MBR

The program enables to overwrite the current bootable code in the MBR (Master Boot Record) by
the standard bootstrap code. This can help to repair a corrupted bootable code of a hard disk
resulted from a boot virus attack or a malfunction of boot management software.

In order to update MBR of a hard disk you should take the following steps:
1. Select a hard disk on the Disk Map.
2. Call the Update MBR dialog to set up the operation. There are several ways to do it:
- Select in the Main Menu: Hard Disk > Update MBR.

- Call the popup menu for the selected hard disk (right click of the mouse button) on the
Disk Map, then select the menu item: Update MBR.
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\; : ' Are you sure you want to update master boot record?
' Currert MER contents for hard disk number [ will be lost after this oparation. Your
computer may no longer boot comectly

———
E Yeos 'F | No

3. The operation will be performed immediately after confirmation.

Task Scheduling

Automation of operations can really help you out when you’ve got to accomplish certain routine
operations on a regular basis as it enables to execute them without your involvement while
optimizing your computer’s work-load.

Setting a Timetable

Thanks to the embedded Scheduler, you can set a timetable for execution of any operation. It
has two categories for time settings (these correspond to appropriate items in the Schedule type
menu):

e |Initiating the operation by an event:
- One time only (i.e. the Once item)
- When the system starts (i.e. the At System Startup item)
- When the user logs on (i.e. the At Logon item).

¢ Initiating the operation periodically (i.e. Daily, Weekly, Monthly).

Please specify how and when would you ke to peform the task

©

Shy

J| G
Run the
09

You need to select one of the variants. Depending on your choice, the scheduler displays a form
that enables to set a timetable.
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— Pizasa spacify how and when would you lce to pedom the task

~J —
] Weedy ]
=)

Shutdawn sysiam afler backup
¥ Generate unique names for scheduled backups
Run the task on
0022008 = &t | 12:00AM 5
Every
1 | weskis)on ] Monday Friciary
Tuesday Saturday
Wednesday Sunday
Thursday

Do mot run the task after

To run the task in the log-off mode, please specify administering login info by
2 following the appropriate link in the left lower corner of the page.

The Shutdown System on Complete option enables to automatically switch off
the computer on the successful accomplishment of the operation.

Managing Tasks

All scheduled tasks are placed in a separate list, which can be retrieved by clicking the
Scheduled Tasks tab in the Explorer Bar:

Disk View | Scheduled Tasks! | Archives | Help
Scheduled Tasks = & [k

Hame Script When to Fun

7] Backup of MBR of hard disk 0 scr_020909124744490psl & 12:00:00 AM every Mon, of every waek, stating 322009

On every task you can get in-depth information, including:
e The task name
o The full path to the generated script of the task
e Scheduled time of launch
e Statistics on the last launch
e Scheduled time of the next launch
e Used account information
e Comments to the task

To easily manage tasks, the program enables to arrange them according to a certain
characteristic just by clicking on the required property.
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\_ This feature can be particularly beneficial when the Scheduled Tasks list
<] contains too many items.

You can also enable/disable, rename, delete, refresh or modify properties of the selected task.

Task Editor

With the Task Editor you can easily modify properties of scheduled tasks. To do that, you should
take the following steps:

1. Select a task on the Scheduled Tasks list.
2. Call the Task Editor dialog. There are several ways to do it:
- Click the Properties button on the Scheduled Tasks list.

- Call the popup menu for the selected task (right click of the mouse button), then select
the menu item: Properties.

', Task Properties: Backup of MBR of hard disk 0 =]
{General| | Scheduls
O Program: | C\Progrem Fles'\Paragon Software’\Demve Backup 10 Senver Edtion’program’scnipls ece
= 1 Script n Fles/Paragon Software/Drive Backup 10 Server Edtion/scripts/scr_ 020909124 744430 psd
 Ed. || Brows. |

=

Lomments Backup has been scheduled: 9722008 5:47-44 AM

¥ Enatlad

3. In the opened dialog window you can see two tabs - General and Schedule. Click the
General tab to modify:

e Full path to the macro-command program-interpreter, which describes the scheduled
task;

¢ Command line for starting the interpreter (i.e. the task described in macro-language)
e Comments referring to the task

¢ The option of enabling/disabling the task.
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By clicking the Schedule tab you can modify the task timetable.
REJ In order to apply the changes, you need to click the Apply button at the foot of the dialog.

Creating a Scheduled Task

You can set a timetable for execution of any operation. For backup and copy operations the
program offers handy wizards, while all the others can be scheduled with the Save to Scheduler
dialog.

To create a scheduled task you should take the following steps:

1. Make sure the virtual mode of execution is enabled;

2. Carry out with the program all operations you need to schedule;

3. Call the Save to Scheduler dialog in the Main Menu: Tools > Save to Scheduler...;

T_F Schedule vitual operations?

<

}J All wirtual operabions you have made will be saved to the scheduler. Mo operations will be
appbed

Task name: | Scheduled Task
Please specy how and when would you loe to pedom the task:
@ R |

Shutdown system after camying out the tasks

Run the task on

(50272009 < a 1200 AM
Every

1  dayls)

Dio not nun the (ask after

Discard al operations on close | Yes | Mo

4. In the opened dialog enter the required task name and specify the task timetable;

5. The operation will be performed immediately after confirmation.

ﬁ This command is unavailable if there are no operations on the List of Pending
Operations.

Extra Functionality
This chapter describes the supplementary functionality available in the program.

View Partition/Hard Disk Properties
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., The program enables to obtain in-depth information on the properties of hard disks and partitions.

G\L\ Besides the general information, such as capacity, used space or file system type it provides the
= possibility to get info on hard disk geometry, cluster size, exact partition location, etc.

There are several ways to get properties on a partition/hard disk:

1. Choose a partition/hard disk on the Disk Map, then select in the Main Menu: Partition/Hard
Disk > Propetrties...;

2. Call the popup menu for the selected partition/hard disk (right click of the mouse button)
on the Disk Map, then select the menu item: Properties...

[ 5 JmESe
{Gereral .Ficﬁn‘.amﬂu ?Pu:l'.'m::ud

Local Disk (C-)

Wolume label: [Mo label]
File system: NTFS
Type: Pomary
Capacity: 4393GE
536,862,814 B4E Byles
1.048.571,904 Seciors
Used by data: 53GE(1%)
10,016,497 664 Bytes
19,563 472 Sacton
Free space: 45306 GE (33%)
526,852 317,164 Bytes
1.0:29,008.432 Seclors

In the opened dialog information will be grouped according to its properties, thus by clicking tabs
you can get information you need.

File Transfer Wizard

File Transfer Wizard is designed to make such operations as copying of separate files/directories or
burning of them to CD/DVD as easy and convenient as possible. It may be of particular use in
case of a system malfunction, caused either by a virus attack or files corruption, in order to get
the system back on track again. Besides it provides access to Paragon backups as regular folders
to browse through their contents or copy required files.

Startup
There are several ways to start the File Transfer Wizard:

e Selectin the Main Menu: Tools > File Transfer Wizard.
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e Select the Transfer Files item of the Wizards menu on the Common Tasks Bar.

& Setup

The wizard offers the following steps to accomplish the transfer operation:

Place to look for files/directories. Select a source disk from the pull-down list in the left pane
of the page. The program enables to process both mounted and unmounted (without
drive letter assigned) partitions. Besides it is possible to map a network drive.

Source

[5] Local Disk (C) W @ % ¥
W (5 DVD RW Deive (D) *

[5] Local Disk ()

;_:- Local Diske (F:)

[E] Archives (57)

[E] Hew Voluma (H:) E
) Physical paritions

v NEW VOLUME, Disic 1
CT] Metwodk: places

m st - 5

Object(s) of operation. Choose files/directories you want to copy and place them to
Clipboard by pressing the Add button. To delete a file/directory from the Clipboard, select
it in the Clipboard pane and press the Remove button. You can also create a new folder,

rename or irreversibly delete existing files/directories of the left pane by pressing the
appropriate buttons.

Clipboard Source

Name  Sowee Path [5] Local Dk {F) = @ ® 2
limages Fimages/

o TSy
%/ hibedil sys
b pagefie sy
] it
WD RWW D (D)
= ; ;Ln-:a. Dhesic (E7)
[5] Local Dsk: (F)
2 _

Symtem Volume Information

Total data size: 1328 KB

A Files/directories deleted from the Clipboard remain intact on source disks.

e Destination to store the object(s). The File Transfer Wizard allows copying data to local or

network drives, to physical partitions (without drive letters assigned), or burning them to
CD/DVDs. Choose the way the data will be stored.

Theere are several ways the Wizard can store your data. Plese select how would you lice 1o save the data
@ {Save data to localinetwork dves |
Cremnwrite masting files

Save data to physical paritions
Bum the dats te CD or DVD
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Result

Revision of changes. The Transfer Summary page provides structurally divided information
on all the actions made in the wizard. Check the changes and come back to any step of
the wizard (if necessary) by following the required hyperlink.

Pleass overview the transfer options. You can retum to the comespondng page and change the options by clicking on tithe
yperiinks
Qbiects to fransfer
Object(3) selected: 1
Tolal data sire: 132 8 KB (136,024 Bytes)
Ii [ i
Destination path C/
Space available on deslination: 4906 GB (526,821 834 752 Bytes)
Overwrite existing files: No

After the operation is completed the required data will be placed into the specified destination.

Available Operation Scenarios:

Copying of data from the corrupted system disk to another hard disk

Burning of data from the corrupted system disk to CD/DVD

Copying of data from a backup to the corrupted system pautition

Restoring separate files and folders from a backup

Mount Partition
The program enables to assign or remove drive letters of existing formatted partitions.

Assign Drive Letter
In order to mount a partition you should take the following steps:

1.

2.

Select a partition on the Disk Map.
Call the Add Drive Letter dialog to set up the operation. There are several ways to do it:
- Select in the Main Menu: Partition > Assign Drive Letter...

- Call the popup menu for the selected partition (right click of the mouse button) on the
Disk Map, then select the menu item: Assign Drive Letter...

Specify a drive letter for the selected partition. Initially the program suggests some
consistent value for this parameter. So you may just press the Yes button to confirm the
operation.

'r Assign a drive letter?

=)
This allows access to the volume by usng the dive letter assignad. The
assigrnimeant i not recommended i the voluma containg a file system not

supparted by your opamating system

Aessgn the fobowing dave letter [N ~ |
Yes | Na
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— However you can manually define the required letter by selecting it from the pull-down list

,fq of available drive letters.
o

4. The operation will be performed immediately after confirmation.

Remowve Drive Letter
In order to un-mount a partition you should take the following steps:

1. Select a partition on the Disk Map.

2. Call the Remove Drive Letter dialog to define appropriate settings. There are several ways
to do it

- Select in the Main Menu: Partition > Remove Drive Letter.

- Call the popup menu for the selected partition (right click of the mouse button) on the
Disk Map, then select the menu item: Remove Drive Letter.

3. The operation will be performed immediately after confirmation.

Modifying drive letter of the system partition will result in inability to boot the

2 operating system.
After having processed partitions with installed software, some programs may
not run properly.

Mount Archive

The program provides the ability to assign a drive letter to a partition backup image. As a result of
the operation you will get a new read-only partition in the system to easily browse through its
contents and copy the required information even with the standard Windows tools.

Assign Drive Letter
In order to mount an archive you should take the following steps:

1. Select a backup image in the Archive Database.

2. Call the Mount Archive dialog to set up the operation. There are several ways to do it:
- Select in the Main Menu: Archives > Mount the Selected Archive.
- On the Explorer bar: select the Mount Archive item.

- Call the popup menu for the selected image (right click of the mouse button), then
select the menu item: Mount the Selected Archive...

3. Specify a drive letter for the selected backup image. Initially the program suggests some
consistent value for this parameter. So you may just press the Yes button to confirm the
operation.
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~
~

%\ As=ign a drive letler?
)

This alows access to the volume by using the drive letter assignad. The
azsigriment & not recommended i the voluma containg a file system not
supparted by your operating system

Aaman the folavang dive heiter [_ﬂ

However you can manually define the required letter by selecting it from the pull-down list
of available drive letters.

4. The operation will be performed immediately after confirmation.

The current version of the program allows the user to mount archives of
separate partitions only.

There is no possibility to mount archives located on physical (unmounted)
2 partitions or in the bootable capsule.

Archives will only be mounted for the current session and won’t be available
after the system restart.

It is strongly recommended not to un-mount backup images with Windows
Disk Manager or other third side software.

Remowve Drive Letter
In order to un-mount a backup image you should take the following steps:

1. Select a backup image in the Archive Database.

2. Call the Unmount Archive dialog to set up the operation. There are several ways to do it:
- Selectin the Main Menu: Archives > Unmount the Selected Archive.
- On the Explorer bar: select the Unmount Archive item.

- Call the popup menu for the selected image (right click of the mouse button), then
select the menu item: Unmount the Selected Archive...

3. The operation will be performed immediately after confirmation.

Test Surface
The program enables to test surface of existing partitions and blocks of free space for bad or

unstable sectors. If found any it automatically marks them unusable in the file system metadata,
thus minimizing the risk of data loss.

In order to start the surface test you should take the following steps:
1. Select a partition or a block of free space on the Disk Map.

2. Call the Test Surface dialog to set up the operation. There are several ways to do it:
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- Selectin the Main Menu: Partition > Test Surface...

09 - Call the popup menu for the selected partition (right click of the mouse button) on the
Disk Map, then select the menu item: Test Surface...

3. From the pull-down list choose the level of the surface check.

=
%‘ Test susface of volume (C:)7
d Testrg volume suface alows to find bad blocks and other problems

Please select 8 suface test level: [ I ~ |

| Yes || Mo

4. The operation will be performed immediately after confirmation.

Check File System Integrity

The program allows you to check integrity of a file system. It can be used to detect possible file
system errors before performing any operation on a partition.

To start the system integrity check you should take the following steps:
1. Select a partition on the Disk Map

2. Call the Check File System Integrity dialog to set up the operation. There are several ways
to doit:

- Selectin the Main Menu: Partition > Check File System Integrity

- Call the popup menu for the selected partition (right click of the mouse button) on the
Disk Map, then select the menu item: Check File System Integrity.

3. Initially the program suggests some consistent values for all parameters. In most cases, you
can just press the Yes button to confirm the operation.

-8 [fnEdn)
% Check volume (C:) [Mo label], NTFS for emors 7

Flease note that check operation needs exclusive access to the volume. You may be
asioad to restart your computer to complste the operation

Chedck disk oplions:

[Scanfor and sftempt recovery of bad sectons |

Yes || Mo

¢ Scan for and attempt to recover bad sectors. Mark the checkbox to additionally
process sectors marked bad in the file system metadata for the purpose of their
possible recovery.

4. The operation will be performed immediately after confirmation.

Check Archive Integrity
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. The program provides the ability to check integrity of a backup image. The function allows

\;\ distinguishing between valid and corrupted images before using them. The Check Archive
- Integrity Wizard will help you do that.

Startup
There are several ways to start the Check Archive Integrity Wizard:

e In the Main Menu: select Wizards > Backup Utilities > Check Archive Integrity...
e On the Common Tasks Bar: click the Check Archive Integrity item of the Wizards menu.

¢ Select a backup image in the Archive Database, then call the popup menu for it and
choose the menu item: Check Archive Integrity...

Setup
The wizard offers the following steps to accomplish the operation:

e An archive to verify. The Browse for Archive page enables to find a backup image you
need.

By clicking the Switch to Archive List View link, you can see a list of images contained in the
Archive Database (if any).

%) Show al x| & 4 &

Type Creation Data = Source Object Size

Gl 5/2/2005 5:24:27 AM  Basic Hard Disk 1 (VMuware, Viware Vitual 5 SCS1 Disk Dev) 10

ﬁ 87272008 5:20:25 AM  New Volume (F] 24

[ ] 2200951141 AM  Fledevel Archive 111
8/2/2005 50603 AM  Fledevel Archive 4

ﬁ 87272009 2:33:00 AM  Local Desk {C:) 499 9

El 5/2/2009 221:01 AM  Basc Haed Disk 1 (Viware, Viveore Vitusl 5 5C51 Dige Dew) 10

o 1]

Swilch to Fla View
Archeve Fie Detals

Lommeni,  Images

Backup date: 9/272003 5:11:41 AM Totalsize:  113.1 KB (115,853 Bytes)
Archive size: 1012 KB (103,723 Bytes)

Fia: C/arc_images,/FLONO00000000000000/ archive. pfi

Base archive

To get a clear-cut picture on properties of the required image, just click on it and the
section below will (i.e. Archive File Details) display a short description.

To know more on the subject, please consult the Viewing Image Properties
chapter.

By clicking the Switch to File View link, you can find the required image in the browser-like
window. The section below (i.e. Archive File Details) will also display a short description of
the selected image.
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Look in: | [5] Local Disk () ] @ % ¥
Name (Szs | Date [l
= arc_new 922009 22604 AM [
S8KB 2200922128AM |
» anc_new pfm 1KB 97272009 22604 AM
are_inew_0100p.000 972 7KB 97272009 222102 AM
o arc_new_0100p pfm 1.1KB /272005 22102 AM
L |anc_new_0107p.000 &3, TMB 3722009 2-21:10 AM
o new 010 e efm 4 1 KR _9./2/008 22108 AM o
| iy &
Archive Fla Detals
Mame:  Basic Hard Disk 1 (Unknown Model)
Comment: Myhdd2
Type Intemal Hard Disk Ddve
Total size: 10GE
Fla: Cfanc_new,/anc_new PBF

Moreover, on this page you’ve got the possibility to create new folders, delete existing
files/folders or map network drives by clicking the appropriate buttons.

ﬁ To know more on the subject, please consult the Viewing Image Properties
chapter.

Result
After the operation is completed you can see results of the check.

Check Recovery Discs
You’ve got the ability to check whether backup media created with the program is 100 percent
error-free and ready to use. The Check Recovery Disc Wizard will help you do that.

Startup
There are several ways to start the Check Recovery Disc Wizard:

e In the Main Menu: select Tools > Check Recovery Discs...
e On the Common Tasks Bar: click the Check Recovery Discs item of the Wizards menu.

Startup
The wizard offers the following steps to accomplish the operation:

e CD/DVD drive. Select from the pull-down list of available CD/DVD devices the required
drive to use during the operation.

Drive: | Optiarc DVD RW AD-71704 [=]
Epact the disc sfter check

o Set whether to eject the disk after the operation is completed or not.

Result
After the operation is completed you can see results of the check.

View Logs

Copyright© 1994-2010 Paragon Software Group. All rights reserved.



I

@ With a handy dialog you can study logs on any operation carried by the program. To make this
0

ﬂo job as easy as possible, all the information is structurally divided, besides there is the possibility to
see the disk layout before and after an operation, what is very convenient.

In order to view logs on carried out operations call the View Logs dialog in the Main Menu: Tools >
View Logs...

a1
0 8 BT (=

Session everd
Started 9702009 at 1240045 AM. Rrished at 12.41:21
Sarted 9732009 at 12-42:11 AM. Freshed at 12.44:79
Started 9702009 at 124504 AM. Rrished at 124512

& Saed 3732009 at 12-45:33 AM. Rrahed at 1:23:51

# Started 9722000 at 31740 AM. Finished & 9:21:28 AM Na eperations have besn found for the sslscted session.

o Sarted 322009 at 33036 AM. Finished at 947104 AM

§- Stated 2722005 at 9:41:05 &AM

¥ Sated 322009 ot 121548 PM. Frished at 12:20:26..

5 Stared 97272000 at 122026 PM. Frished at 12-24 46

B Sated 3722009 at 122446 FM

5 Starded 27272000 at 120615 PM. Frished at 120747

o Sarted 322009 ot 120747 PM. Finished at 12.21:18

3 Staded 2722009 at 122118 PM. Frished at 12:30015..
Started 3722009 at 12-30:15 PM. Fnished at 12:31:33
Started 3722000 at 123113 PM. Rrished at 1241:47
Sarted 322009 at 1244:44 PM. Finished at 12.58:38

5 Saed 3727009 a 1:08:03 FM

Basic Hard Disk 0 (ViMware, Viware Virtual 5 SC51 Disk Dev) - OF Basic Hard Disk 0 (VMware, Viware Virlual 5 SCS51 Disk Dev) - O
.g;tf-‘:l W €)
MTFS NTES

Basic Hard Disk 1 (VMware, VMware Vidual 5 SC51 Disk Devy) - OFf Basic Hard Disk 1 (VMware, VMware Vinual 5 SC51 Disk Dey) - OF

l@ﬁmﬂ lgw
FREE FREE

Basic Hard Disk 2 (VMware, VMware Virtual 5 S5C51 Disk Dev) - OFf Basic Hard Disk 2 (VMwarne, VMware Vifual 5 S5C51 Disk Dev) - OF

'g.ﬂ.l-nlnuud] .g_.m-um:m
FREE FREE

Typical Scenarios

This chapter lists a number of the most frequently used scenarios that may be accomplished with
the program. You can find here useful recommendations and descriptions of operations.

Backup Scenarios

Backing up a hard disk or partition to external media (CD/DVD)
To back up an entire hard disk or a separate partition and then burn the resulted image to
CD/DVD, please do the following:

1. Click the Back up a Disk or Partition item of the Wizards menu (any of the ways described
earlier can also be used here).
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2. On the Wizard's Welcome page, click the Next button.

)

G

On the What to back up page, mark the appropriate option opposite a hard disk’s name
or a partition’s name depending on the chosen task.

Chck the chack bax neat to any hard disk drve or partition you wanl o back up

hame Type -
= Gl My Computer My Computer
= |8 [Z] Basic Hard Disk D (VMware, VMware Vitual 5 SC51 Disk Dev) intemal Hard Disk D
=1 7] 15 First Hard Disk Track First Track
"] |5 Master Boot Racord MER |
[l Swcavsc) L ]
- [7] Bame Hard Disic 1 (Vivwars, \itware Vitual S SCS1 Disk Dev) intesmial Hard Ceakc Driv
| 5 First Hard Disk Track First Track
| {5 Master Boot Record MEBR
¥ Local Dusk (E) Primary
| I Local Disk (7} Primary
Local Desk: (7} Primary
7] B Local Disk () Primary
- [¥] Basic Hard Diéskc 2 [VMware, Viwane Vitual 5 5C51 Disic Dev) internal Hard Désk Driv ™

£ k

s Y The sie of objects (o back up: 439.9 GB
Estimated archive sie 7.2 GB

You’ve got the option to modify the default backup settings by marking the
2 appropriate checkbox on this page.

By default the program will take into account exclude filters set in the Settings
dialog.

4. On the Backup Destination page, select the Burn the data to CD or DVD option.

There are several ways the Wizand can store your data. Please select how would you ke 1o save the
whive

Save data to local ‘netwoek drives

Save data to physical partitions
@ Bum the data to CD or DVD.

5. Select arecordable device on the list of available CD/DVD devices and edit the archive
name, if necessary.
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T— Selact 8 recorder to bum anchive mages lo

@ 8. Optiarc DVD RW AD-7170A CO-R/RW; DVD-R/RW: DVD-RAM; DVD-F/RW
- o CD Bumer Emulater CD-R/RW
o OVD Bumer Emulator DV
Archive details
Archive name: BPO30509 (Mo more than B symbols and only in Englsh )

Estmsted srchive sice. 4.4 GB

ﬁ Please take into account the Estimated archive size value. It can give you a
hint about the number of CD/DVD discs required for the operation.

6. Add comments to your backup describing its contents.

Plaase enter a shorf comment to describa the archive

L4
1 o comment

7. Choose whether to accomplish the operation immediately, or generate a script.

8. On the Backup Summary page review all parameters of the operation and modify them if
necessary. Click the Next button to start the backup process.

ﬁ This operation can also be accomplished with the Linux/DOS recovery
environments.

Backing up a hard disk or partition to a network drive
To back up an entire hard disk or a separate partition and then place the resulted image to a
network share, please do the following:

1. Click the Back up a Disk or Partition item of the Wizards menu (any of the ways described
eavrlier can also be used here).

2. On the Wizard's Welcome page, click the Next button.

3. On the What to back up page, mark the appropriate option opposite a hard disk’s name
or a partition’s name depending on the chosen task.
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Click the chack box nexd to any hard disic deive or partition you want to back up

Name: Type -
= ] My Computer My Computer
= |8l [Z] Basi Hard Disk O (VMware, Viware Vitual 5 SCSI Disk Dev) internal Hard Disk: Dri
- 3 Finst Hard Disk Track First Track:
_| [ Master Book Recond MER |
[ Scsnuc) |
= 7] [5] Base Hard Diske 1 (Vivware, Viware Vitual 5 SCSI Disk Dav) intemal Hard Disk Driv
= 7] 3 First Hard Disk: Track First Track
| [ Master Boot Record MER
T & Local Disk (E) Primary
] B Local Disk Primary
Local Disk (1} Primary
] &P Local Disk [ Primary
= 7 [F] Basc Hard Disk 2 (Vilware, Vihware Vitual 5 SC51 Disk Dev) intemal Hard Diskc Driv ™

The spe of cbjects (o back up; 439.9 GB
Estimated archive size 7.2 GB

JAN

You’ve got the option to modify the default backup settings by marking the
appropriate checkbox on this page.

By default the program will take into account exclude filters set in the Settings
dialog.

On the Backup Destination page, select the Save data to local/network drives option.
There are several ways the Wizard can store your data. Plesse select how would you ke to save the
anchive:

@ Save data to beal/netwerd dives.

Save data to physical partitions.
Bum the data to C0 or DVD.

Map a network disk to place your backup image to:

- Call the Map Network Drive dialog by clicking the appropriate button;

Select a folder whene archive should be placed and specify archive name. Archive name will be used as a
subfolder where backup data fles will be sored

#rchive location: |C-/arc_030905071551273/ » X ¥
= & : - ) —!
| Namd @ Map Metwork Drive -8 [ae] pae
=
0 Remate location mapping

Anetwork share - || |_]

80 Map to dive letter - | Z: []
Make permanent connection
¥ Connect as user 2] | Cancel ]

- Click the standard browse button [...] to browse for the required network share or
manually enter a path to it;

- Define a letter from the pull-down list of available drive letters;
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- Mark the checkbox to make this connection permanent. Otherwise it will only be
available for the current Windows session;

- Click the Connect as user button at the foot of the dialog page to specify a user name
and password to access the selected network share if necessary.

6. Edit the archive name if necessary.

Please spacily the archive name. Archive name will be used as 3 subfolder whers backup data fies will

be stored
Archive detads
Archive name mrc_ 030909071001085
Estimated archive siza: 4.4 GB

Space avaisble on backup destnation: 38 GB

Please take into account values of the parameters Estimated archive size and
A Space available on backup destination - if the archive size exceeds the
available space, another network drive needs to be selected.

7. Add comments to your backup describing its contents.

Plaase enfer 8 short comment to describea the anchive

L2
1 Ho comment

8. Choose whether to accomplish the operation immediately, set a time table for it, or
generate a script.

9. On the Backup Summary page review all parameters of the operation and modify them if
necessary. Click the Next button to start the backup process.

ﬁ This operation can also be accomplished with the Linux/DOS recovery
environments.

Creating a cyclic partition backup
To automate the partition backup process, please do the following:

1. Launch the Cyclic Backup Wizard by selecting in the Main Menu: Wizards > Backup Utilities
> Cyclic Backup...

2. On the Wizard's Welcome page, click the Next button;

3. On the What to back up page, select a partition you want to make a cyclic backup of;
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Click the chack box nexd to any hard disic deive or partition you want to back up

I
= —
S~

= EI] My Compater My Computer
= [ [5] Basie Hard Desic O (Viware, Vibware Vidual 5 SC51 Disk Dev) internal Hard Diske Dty
- 3 Finst Hard Disk Track First Track:
| [ Master Boct Recond MEBR |
[ S oty [
= 7] [5] Base Hard Diske 1 (Vivware, Viware Vitual 5 SCSI Disk Dav) intemal Hard Déskc Dy
| [ First Hard Disk Track First Track
| (5 Master Boot Record MEBR
] 5 Local Disk (E) Primary
] B Local Disk Primary
Local Desk 7} Primary
] @ Local Disk (1) Prmary

=i 7] 7] Basic Hard Disky 2 (Wibvware, Vibvware Vitual § SC51 Dk Dav) inbernal Hard Deskc Driv ™

The sipe of objects (o back up; 439.9 GB
Estimated archive sipe 7.2 GB

The current version of the program enables to make a cyclic backup of only
one partition at a time.

4. On the Backup Destination page, select a mounted/unmounted partition, or a network
share to place backup images to.

Selmct a folder whens archive should be placed and spacy anchive name. Archive name will be used as a
subfoldar where backup data files wil be stored

Aechive location: |Go/arc_0309091113123587 B B ¥

-H-umc Size .Ddc .
Q]Mytmum

& [E] Local Disk ()

% [Z] Local Disk (E)

i B Metwork

5. Edit the archive name if necessary.

Please specily the anchive name. Archive name will be used &5 5 subfolder where backup data fles wil

be stored
Archive detads
Archive name se_030509071001085
Estimated archive size: 4.4 GB

Space avaiable on backup destnation: 38 GB

Space available on backup destination - if the archive size exceeds the

t Please take into account values of the parameters Estimated archive size and
available space, another drive needs to be selected.

6. Add comments to your backup describing its contents.
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Plaase enter a shorf comment to describa the archive

—~—
\/O o) F
o~ \ M enmrment
o~ | B
N

7. Set a timetable for the operation.

Pease specify how and when weuld you ke Lo perform the task

Shutdown sysiem after backup
| Generate unique names for schediled backoups
Fun the task on
09022009 - at | 12:00 AM v
Every
1 | wesk{s)on 7| Monday Friday
Tuesday Saturday
Wednesday Sunday
Thuraday

Do not run the ask after

apaciy user name and pasyword,

A To know more on the subject, please consult the Task Scheduling chapter.

8. On the Cyclic backup type page, choose the way of creating a cyclic backup:

Thers ane severl types of the cyclic backup the Wizard can pedorm. Pleass choose the one you would e to
camy oul:

Cychc Backup Type

@ Baschype

Ewvery image made during the operation will be crealed as a complste bass imaga
D erantial typa

Every first image will be made as a complete base mage, &l the others wil be dfferertiated fromit, A
differential backup only contains changes in the pariion’s conberts with respect 10 & complete image

e Base type. Every image created during the operation will be made as a full archive.

o Differential type. Every firstimage will be made as a full (base) archive and all the others
will be differentiated from it. This operation requires much less space, thus considerably
saving your system resources.

By setting the Maximum disk space to store images and the Maximum number of images
to store parameters you may define when the operation will be cycled. That means that on
exceeding these two parameters the oldest archives will be automatically overwritten (if
choosing the Differential type only differential images will be overwritten).

Madmim disk space 1o store images: | 10000 & MB
Madmum rusmber of images to slors: | 2
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P 9. On the Backup Summary page review all parameters of the operation and modify them if
o necessary. Click the Next button to start the backup process.

J/

(09
The operation will run according to the set timetable. The resulted backup images will be placed
into the specified destination (a local or a network disk), its features defined by the wizard.

Creating a differential to a full partition backup
To update an image of the selected patrtition, please do the following:

1. Click the Differential Partition Backup item of the Wizards menu.
2. On the Wizard's Welcome page, click the Next button.
3. On the Browse for Archive page, specify the required full (base) partition archive:

e By clicking the Switch to Archive List View link, you can see a list of images contained in
the Archive Database (if any).

& Shew all (=] & b &

| Type Creation Diate = Source Obgect Size »
Gl 9/2/2009 5:24:27 AM  Basic Hard Disk 1 (VMwars, VMware Vidual 5 SCSI Disk Dev)

= 5272009 5:20:25 AM  New Volume: (F) e

97272009 5:11:41 AM  Fledevel Archive 174
37272009 5:06:03 AM  Rledevel Archive

= /22008 23300 AM  Local Diskc ()
'r' - oy Sy w3y e s = w maws . e o —— "y - :
Switch o Fils View
Brehive Rl Detads

Hama Local Disk (C:)

Comment; My system backup

Vohume label: [Mo label]

File system:  NTFS Totsl size:  4599GB

Used space: B.5GB Free space: 491 4GB

Fila: G-/arc_mystem/arc_system_PBF

To get a clear-cut picture on properties of the required image, just click on it and the
section below will (i.e. Archive File Detalls) display a short description.

To know more on the subject, please consult the Viewing Image Properties
chapter.

e By clicking the Switch to File View link, you can find the required image in the browser-
like window. The section below (i.e. Archive File Details) will also display a short
description of the selected image.
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Lookin: | [E] Archives (3) EI e % &
Name Sze | Date e
] s _mages YN 52 AN
B ) e _systam 97272009 24104 AM
[ _jorc_system.001 1868 9/2/2009 24104 AM
1968 927200923722 A
_ afc_sysiem pem 156 Bytes  9/272009 2:41:03 AM |
s &rc_system plm EEIHE 922009241 04AM -
Swiich 1o Anchive List View
Archive Fle Detads
Local Disk (C:)
My system backup
[N labed]
NTFS Total size:  433.3GB
: B.5GB Free spaca: 491 4GB

G farc_gystem//arc_system PEF

Q To know more on the subject, please consult the Viewing Image Properties
chapter.

4. The Archive Content page displays detailed information about the contents of the archive.
It includes a full description of properties about the partition. In addition, there is the
possibility to modify backup settings. To activate the advance mode, you need to mark

the appropriate option at the foot of the page.

Archive Content
| Hame | Type |Flesystem |Sz= | Used |
Bl = Local Disk T Primary NTES 49959GB B5GE
Archive Detals
Name Local Disk (C:)
Volume lsbel:  [No Labed]
Fie symtam:  NTFS Totel sipe:  4599GE
Used space: B5GEB Free space: 45314 GB
[7] Change backup settings

5. On the Backup Destination page, select where you want to place your backup image.

There are sevieral wiays the Wizard can store your data. Plesss select how would you Boe to save the
archive:
@ Save datalo beal/network dives.

Save data to physical partitions.

Bum the data to CD or DVD.

6. Edit the archive name if necessary.
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Please spacily the archive name. Archive name will be used as 3 subfolder whers backup data fies will

be stored
Archive detads
Archive name mrc_ 030909071001085
Estimated archive siza: 4.4 GB

Space avaisble on backup destnation: 38 GB

Space available on backup destination - if the archive size exceeds the

t Please take into account values of the parameters Estimated archive size and
available space, another drive needs to be selected.

7. Add comments to your backup describing its contents;

Plaase enfer 8 short comment to describea the anchive

L2
Ho comment

8. Choose whether to accomplish the operation immediately, set a time table for it, or
generate a script.

9. On the Backup Summary page review all parameters of the operation and modify them if
necessary. Click the Next button to start the backup process.

After the operation is completed you receive a differential backup of the selected partition. It is
placed into the specified destination (a local or network disk, the Backup Capsule or a CD/DVD
disc), its features defined by the wizard.

Recovery Scenarios

Fixing MBR after a boot virus attack
Let’s assume that the MBR (Master Boot Record) of your hard disk has been corrupted as a result
of a boot virus attack, thus your system fails to boot.

To fix the MBR of your hard disk, please do the following:

1. Start up the computer from our Linux/DOS recovery media.

Recovery Media Builder can help you prepare the Linux/DOS recovery
2 environment either on a CD/DVD disc or a thumb drive.

To automatically boot from the recovery media please make sure the on-
board BIOS is set up to boot from CD/USB first.

2. In the boot menu select Normal Mode to use the Linux recovery environment (more
preferable) or Safe Mode to use the PTS DOS recovery environment (in case you’ve got
problems with Linux). Moreover you’ve got the option to boot into the Low-Graphics Safe
Mode (PTS DOS safe mode) to cope with a serious hardware incompatibility. In this case,
only the minimal set of drivers will be included, like hard disk, monitor, and keyboard drivers.
This mode has simple graphics and a simple menu.
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SLTTTITTO | Hain recovery

& Safe Mode environment
& Lou-Graphics Safe Mode

& Floppy disk

& Hard disk 8 MBER

& Find DSes on your hard disks

e By default the Normal Mode will be automatically initiated after a 10 second
idle period.

3. In the Linux launch menu select Boot Corrector. You can find it in PTS DOS as well.

= You can copy an entire had disk or g
@ Paragon Backup & Recovery™ pariitions o new ko ations. You can alse save
them as image files for lawer re sonation,
: Please select the dirve, its partition if
Simple Restare Wizard necessary, and then activase the ‘Hard Disk'
or Partition” pulkdown menu and select the
¢+ File Transfer Wizard operalion nesded.

=
1
L

L

Metwork Configurator
Log Saver

Eject CD/DVD

X 1

Stan the command line

L

Reboot the computer

Power off

S5y

4. On the Wizard's Welcome page, select the Correct the Master Boot Record (MBR) option.

Flease choose the oparatian

f:l Search for Windows installations 1o commect
(&) Correct the Master Boot Record (MBR)

() Correct the partition boot record

() Modify panition parametsrs

() Correct boot parameters (boot.ini, BCD)

To begin, click Next

5. On the next page choose the required hard disk from the pull-down list (if several) and then
select the Update the MBR executable code option.
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Please choose the hard disk 1o correct boot problems

Flease point owt the operation o perform:

) View the MBR
(E Update the MBR execitable code

) Reorder primary paritions {(change skots)

6. Confirm the operation.

Jl Updase the MBR executable code of the Basic Disk 0 (40.0 Gh)7

| -

7. After the operation is completed click the Report button to see a well informative summary
page. The program also enables to store the resulted report. To do that, just press the Save
button and choose the exact location in the opened dialog.

Reporting

You have successlully completed boot correction. To view the repon
on the operations performed, click Report,

Report

Report

Paragon Beol Correcior's Repan
Operations performed:

Operation #1; Cormect the Master Boot Record
Hard disk targeted: Basic Disk 0

Status: Successiul

Drate and Time: 2009 Jan 14 Wed 14 0109

8. Click the Finish button to close Boot Corrector.
9. Reboot the computer.

Fixing Windows startup ability

Let’s assume that due to an unknown reason your Windows fails to complete the startup
procedure. At first everything seems quite OK, you can see the standard startup messages on the
screen, but at some moment it hangs up.

To fix your Windows startup ability, please do the following:

1. Start up the computer from our Linux/DOS recovery media.
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Recovery Media Builder can help you prepare the Linux/DOS recovery
2 environment either on a CD/DVD disc or a thumb drive.

To automatically boot from the recovery media please make sure the on-
board BIOS is set up to boot from CD/USB first.

2. In the boot menu select Normal Mode to use the Linux recovery environment (more
preferable) or Safe Mode to use the PTS DOS recovery environment (in case you’ve got
problems with Linux). Moreover you’ve got the option to boot into the Low-Graphics Safe
Mode (PTS DOS safe mode) to cope with a serious hardware incompatibility. In this case,
only the minimal set of drivers will be included, like hard disk, monitor, and keyboard drivers.
This mode has simple graphics and a simple menu.

F-o Mormal Hode Main recovery
& Safe Mode enuironnent

& Low-Graphics Safle Hode

& Floppy disk

& Hard disk 8 HMBR

& Find 05es on your hard disks

ﬁ By default the Normal Mode will be automatically initiated after a 10 second
idle period.

3. In the Linux launch menu select Boot Corrector. You can find it in PTS DOS as well.

You can copy an entire had disk or its

@j Paragon Backup & Recovery™ partitions i new lodations. You can also save
themm as image files lor lawer e soration
s f
‘i‘- Simple Restore Wizard Please select the drive, s partition | ,
= P necessary, and then activae the Haed Disk
:} or ‘Parition” pulldown menu and select the
AL File Transher Wizard pperalion nesded.

Metwork Configurator
Lag Saver

Eject CD/OVD

Stan the command line
Reboot the computer

Power off

OOA" BN

4. On the Wizard's Welcome page, select the Search for Windows installations to correct
option.
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Please choase the opération:

I
E (&) search for Windaws installations i cormect
F Correct the Master Boot Record (MBR)
(2} Comect the panition baat record
¥ Modify panition parameners

() Correct boot parameters (bootini, BCD)

To begin, click Mext.

5. On the next page choose the required Windows installation from the list of found
installations (if several), then select the Edit the Boot.ini file option. If you’re not sure which
installation you need, please use the Properties button to get more info on the selected
item.

Correct Windows installations

Program has searched for valid Windows installations en your
computer, The results of the seanch you can see below, Status S refiers
o a system partition (you can edit the Boot ini filel, B - a boot panition
{you can correct the System Registry).

N |Partition |Stats [System oot [Type
1 Disk 0, Partition 0 S+B  WINDOWS WinxpP

Far the highlighted Windows installation, please

point out the operation o perdform:
O Correctdrive leners in the System Registry

(%) Edit the Boot.ini file

) Carect the partition boot record

To continue, click Next

6. Examine the file — maybe that’s where the problem is. If it contains a mistake, correct it by
using the appropriate buttons.

Edit the Boot.ini file on Hard Disk 0, Partition 0

[boat loader]

tirseaut=10
defaun=muhi0idisk(0irdisk(Dipartitien( IWINDOWS

[operating systems)
multi{0idisk{0rdisk(0paniton] INWINDOWS="Paragan VMWare Windows XP Panition 01° fasidetect 1

Cow ] ([ wem  J[_m ] [ _ow

[ Edin ] [ Insert the sample ] [ Add the sample ]

7. If the Boot.ini file does not contain any mistake, please return to the Correct Windows
Installations page to correct drive letters in the Windows System Registry.
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Caorrect Windows installations

Program has searched for valid Windows installatons on your
computer. The results of the search you can see below, Status 5 refers
1o & sysiem panition (you ¢an edit the Boot.ini file), B - a boo1 panition
(you can correct the System Regisiry).

561

|[N |Paniion |status [System root

S+B

[Type
WinxpP

1 Disk 0, Partition 0 WINDOWS

For the highlighted Windaws installation, please
point out the operation o perform:

(& Cormectdrive leners in the System Regisiry
() Editthe Boot.ini file
i} Cormrect the pariition boot record

Adjust 05 w0 boot on new hardwane

To comtinue, click Next,

8. On the next page choose a hard disk from the pull-down list (if several), then the required

partition. If you’re not sure which installation you need, please use the Properties button to
get more info on the selected item.

 Panitions List | Lefiers Map

Below you can choose a hard disk drive and see all pariitions on it Information about drive letiers
assigned 1o these panitions is taken from the System Regisiry of the Windows installation selected,

[Basic Disk 0 ~| 40.0 Gb, VMware Virual IDE Hard Drive
I[N JType |active  |Fite System  [volume label |Size |Orive leters |
0 Primary Yes  NTFS WinxpP 30Gh =
1 Primary o NTFS Application  9.8Gb E
?  Primary Mo BackupCapsul [Ho label 100 Gb <Mane=
3  Primary No Free 17.2Gb <Mones

9. Click the Edit Letters button to correct an existing drive letter or assign a new one in the
Windows System Registry.

Partitans List

Drive letters it. Information about drive leters

the Windows installation sekecied.

|I". asic Disk L Dirive
M [Type £l |Drive leners
0 Primary o b <Mane:=
1 Primary b E:
2  Primary Add I Gh MNone=
3 Primary — Gb <MNone=
Recommended o ury - C. f used,
you can release it in Letiers Map.

Properiies

Close
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10. Once you’ve assighed the appropriate drive letter, close the dialog, then click the Apply
button.

&/

11. Confirm the operation.

J'_'L Apply the changes?

L v J_» |

12. After the operation is completed click the Report button to see a well informative summary
page. The program also enables to store the resulted report. To do that, just press the Save
button and choose the exact location in the opened dialog.

3 ‘j Reporting

Paragon Boaot Comectior's Repont
Operations performed

Operation £1: Change drive lemers

Partition tangeted: Hard disk 0, Partition O
Info: System Root folder is =" fnpuser, If
Status: Successiul hnd make
Date and Timea: 2009 Jan 14 Wed 16:14:16

Save Close

d Togow the beginning, click here

13. Click the Finish button to close Boot Corrector.
14. Reboot the computer.

Restoring a hard disk from the bootable Backup Capsule

Let’s assume that your computer fails to boot because of a virus attack or corruption of some
system critical files. But you’ve got the bootable backup capsule containing a backup of your
hard disk. That’s just enough to easily get your system back on track again.

To restore your hard disk from a backup image contained in the backup capsule when the
current OS is down, please do the following:

1. Start up the computer from the bootable backup capsule. By default, the program offers
to use the F1 hot key to boot from it.

& Floppy disk Hain recouvery
3 Hin XP "HinXP" any i ronsent
A

A Safe Mode
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A This scenario implies that the backup capsule is bootable.

/L

/]

]

2. In the boot menu select Normal Mode to use the Linux recovery environment (more
preferable) or Safe Mode to use the PTS DOS recovery environment (in case you’ve got
problems with Linux).

ﬁ By default the Normal Mode will be automatically initiated after a 10 second
idle period.

3. Inthe Linux launch menu select the Simple Restore Wizard. You can find the same wizard in
PTS DOS as well.

You can copy an entire hard disk or its
&"] Paragon Backup & Recovery™ partitions o new ko ations. You can alse save
them as image files for laer resoration
Please select the dirve, its panition if
t‘_:] Simple Restore Wizard mecegsany, and then activase the ‘Hard Disk’
:«:} or ‘Parition” pulldown menu and select the
A File Transfer Wizard BpEalen nesded.

L=

Network Configurator

Log Saver

R - R

Eject COVDVD

Sian the command line

2,

Reboot the compuer

Power off

e

4. On the Wizard's Welcome page, click the Next button.

5. On the What to Restore page, you can see a list of available images (if several). Most likely
the required archive will be there too. If not, click the standard browse button [...] to find it.
When you find your image, double click on it to proceed.

Select Image
“an. al4k l/a SO814 I E]

You can select image from list below (on Double elick)

|* |Created on |Archive name

+ 2008 May 27 145255 anc_27050814520967]1 PBF

6. On the Image Properties page, make sure that you select the correct image by viewing
the provided information about the archive.
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— - Disk preview - -
Volume [Type [File System  [Size JUsed [Volume Tabel | |
Bask Disk 0 (Size 40.0 Ghbi
- Primary NTFS 30Gh 18Gb WinXxp
Primary NTFS 8. 8Gh 528 Mb Applic atio
Archive details A
Type: Image of the hard disk
Archive name: jarc_2T05081452096 7 1farc_270508145 20967 1L PEF
Created 2008 May 27 Tue 14:52:55

7. On the next page specify a hard disk to restore the image to (if several in your computer).

By default, the program offers to restore the archive exactly where it belongs. That’s what
we actually need.

Basic Disk 0 (VMware Virual IDE Hard Drive) - 400 Gb
D: HTFS ] I !

[Basic Disko | Modet vMware Vinual IDE Hard Orive, Size 40.0 Gb

N [Volume |Type [File Sysem  |Size [Volume label  [Active |Hidden | |
Basic Disk 0 (Size 40,0 Gh)

I = Primary NTFS 310Gk WinxP Mo Mo

1 Primary NTFS 9.8Gh Application Mo ]

r SR Primary BackupCapsule 100 Gb Mo label Yes Yes

3 Primary Free 17.2Gb Mo Mo

[ resize proporionally

You can also make the program resize the on-disk partitions proportionally if necessary by
marking the appropriate checkbox.

ﬁ All contents on the disk selected for restoring purposes will be deleted during
the operation.

8. On the Restore Summary page you can see your hard disk layout before and after the
operation. Click the Next button to initiate the restore process.

vewchameson

Your partitions before operations:
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9. In the Progress window you can see in real-time a detailed report on all actions carried out
by the program.

Operations lst Subaperation progress

1: Restore panition or disk A |

Operation progress

Time elapsed:  00:00:31 Time 1o finish 00:03:47
Copled 5o far 223.9Mb Read so far 276.0 Mb (23.0 Mbys)
To copy: L6Gb Wrie so far: 276.0 Mb (27.6 Mbys)

Overall progress

Reswore Disk 0 from fike: farc 2705081450967 ar_270508145X0967 1 PBF

Opening archive arc_27030814520867 1_0000p 00O

Restare Primary partition O (disk 00 from fike: farc_27050814520067 1farc_2 7050814520067 1_0000p 000
| Drata writing

10. After completing the operation close the wizard and reboot the computer.

Restoring a system partition from external media (CD/DVD)

Let’s assume that your computer fails to boot because of a virus attack or corruption of some
system critical files. But you’ve got a backup of your system partition on a bootable DVD disc.
That’s just enough to easily get your system back on track again.

To restore your system partition from a backup image located on CD/DVD when the current OS is
down, please do the following:

1. Insert a CD/DVD disc containing the previously prepared backup image into a CD/DVD
drive (the BIOS must be enabled to boot the system from the CD/DVD device).

This scenario implies that you have got a bootable archive on your CD/DVD.

A In case the backup image is stored on several CD/DVD disks, please insert the
first one.

2. Restart the computer.

3. Inthe boot menu select Normal Mode to use the Linux recovery environment (more
preferable) or Safe Mode to use the PTS DOS recovery environment (in case you’ve got
problems with Linux). Moreover you’ve got the option to boot into the Low-Graphics Safe
Mode (PTS DOS safe mode) to cope with a serious hardware incompatibility. In this case,
only the minimal set of drivers will be included, like hard disk, monitor, and keyboard drivers.
This mode has simple graphics and a simple menu.
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— SELITITYICTE | Main recovery
& Safe Mode environment

@ & Lou-Graphics Safe Mode

© & Floppy disk

& Hard disk B HER
& Find 0Ses on your hard disks

e By default the Normal Mode will be automatically initiated after a 10 second
idle period.

4. In the PTS DOS launch menu select the Simple Restore Wizard. You can find the same
wizard in Linux as well.

You can copy an entire had disk or its

Paragon Backup & Recovery™ partitions o new ko ations. You can alse save
themm as image files lor lawer e soraton.
Simple Restore Wizard Please select the drive, its parition if

necessary, and then activase the ‘Hard Disk’
_ ) or ‘Partition” pulldown menu and select the
File Transker Wizard pperalion nesded.

Metwork Configurator
Log Saver

Eject CD/OVD

Stan the command line

Reboot the computer

SL:3]° R - BN

Power off

5. On the Wizard's Welcome page, click the Next button.

6. On the What to Restore page, you can see a list of available images (if several). Most likely
the required archive will be there too. If not, click the standard browse button [...] to find it.
When you find your image, double click on it to proceed.

Select Image
]I'"-:I' Irami_hde BFZE0508 PEF |[:|

You can sebect image from list below (on Double click):

* |Created on | Arehive name
& 2008 May 27 14:5255  anc_270508145200671 PEF

= 200EMay 280B03:54 BP2B0S03PRF
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7. On the Image Properties page, make sure that you select the correct image by viewing
the provided information about the archive.

~ Pamilian prevsw

NTFS WinXP ‘

Archive details e
Type Image of the panition

Archive name L /BP2805S08B PEBF

Created 2008 May 28 Wed 08:03:54

File sysiem:; NTFS

Dirive letier; "

Valume label WinXpP

Size (capacityl 30Gh (3216052224 b

Used space 1.8Ghb (50%)

Free space 1.2 Ghb (39%)

Seciors/Clusier. 1 i

8. On the next page specify a hard disk, then one of its partitions to restore the image to (if
several in your computer). By default, the program offers to restore the archive exactly
where it belongs. That’s what we actually need.

Basic Disk 0-40.0 Gb

- E—

||Basic Disk | szesnoch ,
[N voiume [Type [File System  [Size  [Volume label [Active [Fidden | ||
0 - Primary  NTFS 330G WinxP Yes Mo |
1 » Primiafy NTFS 98Gh Apple ation Ma Ma
) Primary BackupCapsule 100 Ghb [Ho label] Mo Yes
I N Primary Free 1I72Gh Mo Mo

ﬁ All contents on the partition selected for restoring purposes will be deleted
during the operation.

9. On the Patrtition Start and Size page you can change size of the partition and its location if
necessary.

- Panition preview

‘ *; NTFS WinXP

Mew size: (1859 - 30671 Mb

ez [Sime
Free space before: {0 - 1208 Mb
3 —
Free space aher. (0 - 1208 Mb
: T

10. On the Restore Summary page you can see your hard disk layout before and after the
operation. Click the Next button to initiate the restore process.
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View changes on

Your panitions before operations

T e |

Your partiions after operations

T e |

11.In the Progress window you can see in real-time a detailed report on all actions carried out

by the program.

Operations list:

1: Restore partition or disk

Suboperation progress

AR I

Operation progress

I ]

Time elapsed:  00:DL1:10 Time 1o finish D006 36

Copied so far: 2900 Mb  Read so far
To copy L.5Gb  Write so far

366.0 Mb (5.7 Mbys)
366.0 Mb(52.3 Mby/s)

Crverall progress

TITTIIT ]

Data writing...

Resiore Primary paniton 0 (disk 0) from file: Z JBP2B0508 PEF

12. After completing the operation close the wizard, and then reboot the computer.

Restoring a system partition from a network drive

Let’s assume that your computer fails to boot because of a virus attack or corruption of some
system critical files. But you’ve got a backup of your hard disk on a remote backup server. That’s
just enough to easily get your system back on track again.

To restore your system partition from a backup image located on a network drive, please do the

following:

1. Select the Restore Wizard.

2. On the Restore Wizard's Welcome page, click the Next button.

3. On the Browse for Archive page you need to specify the required backup image. So you
should take the following steps to do that:

e Select Network as a backup destination;
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- [E etk -] @R ¥
Disk Derves - -
i-_—l Wird(F (T3 - | Sie | Date

Look in
Nama
- I |_—| Appication (D)
910D Dvve (E) PARAGON

[E] Boet {9
B EBackup Capsules

8 Backup Capede on Hard Disk 0
Hatwork places

- e T S

¢ Map a network disk where your archives are placed:

- Call the Map Network Drive dialog by clicking the appropriate button;

Look in: [Eﬂ Hatwork ;I o W Jg

Hama Size | Date
'y E—Hl.-.l..-l--m.b. ]
21
Aneterock shane | J

Mag to drive betier -

A

¥ Cornact as user ok Carcel |

- Click the standard browse button [...] to browse for the required network share or
manually enter a path to it;

- Define a letter from the pull-down list of available drive letters;

- Click the Connect as user button at the foot of the dialog page to specify a user
name and password to access the selected network share if necessary.

¢ Choose the required archive in the browser-like window. The Archive File Details section
displays a short description of the selected image.

Size Date Z:I
=- [Z] Het Backup Storage [\\senverusm'aochangs) (2]
21 ] are_200508103150968 5/26/2008 2:37:21 AM

BB 52872008 23724 AM
1GB 5/28/2008 223710 AM

17V KB 5282008 2.37.07 AM :I

Hame Basic Hard Disk 0 (Unknown Model)

Comment: Backup of My Hard Disk

Typa: Basic Hard Disk Drive

Total size: 40 GB

File: Z-/arc 280508103150968 arc_2B0508103150568 FBF
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4. The What to Restore page displays detailed information about the contents of the archive.

= Select the required item to restore. In our case it is the first partition of the disk.
N’
& Plaasa salact one of the objectis) to restoms:
Hama Typa Fils system | Size Lisad
=} | =] Basic Hard Digk 0 {Unknown Model Basic Hard Disk Drive LGB
Primary NTFS 25GB  13GB
E..::a' Disk ¥ Primary NTFS 37GE 2528 MB
-Archive Detads
| Name: Local Disk ()
Voluma labal:  YWWinKP
Film systam:  NTFS Totaisze: 29GB
Usad space: 1.3GE Frem space: 1.1 GB

On the Where to Restore page specify a hard disk, then one of its partitions to restore the

image to (if several in your computer). By default, the program offers to restore the archive
exactly where it belongs. That’s what we actually need.

Plaass sslact & placs you would s (o restors the archive (o, Nobe that F you select an exsting hard diskc or
partition, s condent will be deleled and replaced with the one from the archive

Hasic Hord Disk 0 (WMware Vidual IDE Hard Drive)

I‘ Iq‘_};ﬁpplcali... [V @ Backup C._. || [l @) (Unallocated)
L MR CSTGENTRS || I 35GE B 17.2GA

Total size: 2.9 GB
Lised: 1.8 GB

Fres: 1.1G8

All contents on the partition selected for restoring purposes will be deleted
during the operation.

6. On the Restore Results page you can see the resulted disk layout. Besides there’s the

possibility to change size of the partition and its location if necessary as well as assigh a
particular drive letter.

Your hand disk. after the changes.

Hasic Hard Disk 0 (WVMware Vidual IDE Hard Drive)

|l||.w_¢,:-"umu;mi |||_ @) Backam C ilg;[umuuc.-gndl
LB _ERE o EEE IL_EFFE

~Logical Disk Restore Options
Piasse specky the size of the restored patition: | 2067 o] 1843 MB - 3067 MB
Plaase spechy size of free spaca before the paniton: [0 5] DMB- 1217 M8
Piaase spacky size of free space sfterthepatiion: [T 2] OMB- 1217 M8

Asmgn the folowng dive letter 'I
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7. On the next page of the wizard confirm the operation by selecting the appropriate option.

Wil you lica to apply your changes 7

& Eﬁm?*ﬂiﬂﬁfmﬂh

™ No, let ma reconmider

8. In the Progress window you can see in real-time a detailed report on all actions carried out
by the program.

Restorng from archive

m
Time clapsed:  00:00:17
Tima remaireng: (00:03:45

Oparations detads

_______

I Resiomn Primany padion 0 jdisk 0) from file: Z-/are_280508103150568 /are_2B0502103150:963_D0000.00

&) Diata writing

4] |»]

T Shwidown systeen on complete

Mark the checkbox at the bottom of the window to automatically switch off the computer
on the successful accomplishment of the restore operation.

9. After completing the operation close the wizard, and then reboot the computer.

Restoring a system partition from a local drive

Let’s assume that your operating system gives trouble after having installed brand new software.
But you’ve got a backup of the system partition on a local disk. That’s just enough to easily roll it
back to the point when run smoothly.

To restore your system partition from a backup image located on a local disk, please do the
following:

1. Click the Restore item of the Wizards menu (any of the ways described eatrlier can also be
used here).

2. On the Restore Wizard's Welcome page, click the Next button.
3. On the Browse for Archive page, specify the required archive:

e By clicking the Switch to Archive List View link, you can see a list of images contained in
the Archive Database (if any).
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901 |

) Show al [l @ & &
iType Creaticn Date ~ Source Obgect Size i
= 9/3/2009 35721 AM  Local Disk [ 24GB
(E=] S/2/2009 5:24:27 AM  Basic Hard Disk 1 (VMwrare, VMiware Vietual § 5051 Disk Dev) 10GE
] /272000 5:20:25 AM  New Volume (F) 24GH
([J 3722009 5:11:41 AM  Fledevel frcivve 1131 KB
|F] 9/2/20059 50603 AM  Fledevel Archive 4KB
= 922009 23300 AM  Local Disk [C) 4399 GB
E 57272005 22101 AM  Basic Hard Disk 1 (VMware, VMware Vitual 5 SC5) Disk Dev) 10GE
£ ¥
Switch to Fle View
Brchive Fle Dletals

Local Disk (C:)

My system backup

[No label]

NTES Total size:  459.9GH

. 8.5GB Free space: 4914GB

Garc_gystem/arc_system PEF

To get a clear-cut picture on properties of the required image, just click on it and the
section below will (i.e. Archive File Details) display a short description.

To know more on the subject, please consult the Viewing Image Properties
chapter.

e By clicking the Switch to File View link, you can find the required image in the browser-
like window. The section below (i.e. Archive File Details) will also display a short
description of the selected image.

Lookin: | [2] Archives (G) ] & % 2
Numr -Smu- .Ddu [[a
= [E] Archives (5
f | orc_disk2 9/2/2009 52500 AM
|, are_doc 9/2/2009 50542 AM |
3 |, arc_images 9/3/2009 35721 AM | =
= | aee_systen 9/2/2009 2:41:04 AM
[ G0 52200523732 AM -
Files of type: | Archive fies 3
Switch to Archive List View
Archive File Details
Name Local Disk (C:)

Comment: My system backup
Violume tabel:  [No labed]

Fie sydem: NTFS Total size:  4999GB
Used space: B.5GE Free space: 4314GB
Fiia: Guare_system./anc_system PBF

e To know more on the subject, please consult the Viewing Image Properties
chapter.
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4. On the Where to Restore page specify a hard disk, then one of its partitions to restore the

pa— image to (if several in your computer). By default, the program offers to restore the archive
,\\)ﬁ exactly where it belongs. That’s what we actually need.
2

~~

Plegss select 5 place you would e to restore the archive 1o, Nobe that f you select an existing hard disi or partion
its content will be deleted and replaced with the one from the anchive

Basic Hard Disk 0 I:'lul"Hu..m:_ Viware Virfual S SC%1 Diske !!I(-'r:l

I i) Local Disk (C:)
4399 GB NTFS

All contents on the partition selected for restoring purposes will be deleted
during the operation.

5. On the Restore Results page you can see the resulted disk layout. Besides there’s the

possibility to change size of the partition and its location if necessary as well as assign a
particular drive letter.

Your hard disk affer the changes

Hasic Hard Disk 0 (VMware, Vidware Virual 5 SC51 Diske Dev)

I &) Local Disk (C:)

e & 2H NTF

Geometry Restons Options

Plaase spacify the size of the mstored partition 511998 &| 8719 MB - 511338 MB
Phease specy size of free space before the partition: |0 %| 0 MB-503273 MB
Plsase specify sze of free space after the padition: |0 * DMB - 503273 MB

6. Complete the wizard and then apply the pending changes.

-8 e
Apply pending changes 7

Do not show this messags again | Mo

7. The program will require the system restart to accomplish the operation in a special boot-
up mode. Click the appropriate button to agree.
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Co e |

\ Syslem restan is required o complete the operation.
,{ ' What would you like to do?

The operation Restore partition or disk nesds exclusive access to the volume
C: and cannot be compleled without system restart Afer restart, the operation will
contnue in boot-ime mode, Do not tum off the computer until the
operation completes.

201 |

$' Bestart the computer
| Pleasa confiem resta of your computer, ﬁnewmﬂbem'edaﬁu
system restent. |

£ Rgtry
Manually closs wsad files and retry the operation

[ Cocd ]

The operation cannot be completed without restat bacause some files ame in use and

prevent exclusive socess to the volums
What f ri

8. In the Progress window you can see in real-time a detailed report on all actions carried out
by the program.

Suboperation progress

Gparacon| '
) [FOFTWARE GROUF) Restore partition or disk
] |
Hork time00:00:55 Time to finishO00:00:26
Done: S21 HEB Read: 532 MB(35.2 MB/s)
AlLl: B.71 GB Hrite: 532 MB(53.2 ME/s)

Overall progress

Loading Paragon Engine

Copyright Copuright 1338-2008 Paragon Technologie GmbH. ALl rights reserved.
Please wait ...

Universal File System Driver initialization...

Betting partitions info...

Flushing suystem buffers, please wait.........c.ccvnini i iniarinneacacnaenes

Restore Primary partition O (disk Q) from file: G:/arc_sustem/arc_sustem.PEF
Data writing. ..

To avoid data loss, please do not reset or turn off the computer.
Dperation in progress... press 'ESC’ or ‘Ctrl-C' to interrupt operation

After completing the operation the program will automatically reboot the computer.

Restoring a dual boot Mac from an external USB drive
Let’s assume that your Mac fails to boot because of a hard disk malfunction. But you’ve got a

backup of your hard disk on an external USB drive. Just replace the failed disk with a new one and
carry out a bare metal restore.

To restore a dual boot Mac from a backup image located on an external USB drive, please do
the following:

1. Start up the computer from our Linux/DOS recovery media.
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Recovery Media Builder can help you prepare the Linux/DOS recovery

ll

= environment either on a CD/DVD disc or a thumb drive.
N ft!
o) To automatically boot from the recovery media please make sure the on-

board BIOS is set up to boot from CD/USB first.

2. Connect an external USB drive to the computer.
3. Restart the computer.

4. In the boot menu select Normal Mode to use the Linux recovery environment, since it’s the
only mode that enables to work with USB devices.

-t Hormal Hode Hain recovery
& Safe Mode environsent

& Lou-Graphics Safle Hode

& Floppy disk

& Hard disk 8 HER

& Find 03es on vour hard disks

ﬁ By default the Normal Mode will be automatically initiated after a 10 second
idle period.

5. In the Linux launch menu select the Simple Restore Wizard.

or ‘Parition” pulldown menu and select the

= - You can copy an entire had disk or its
@j Paragon Backup & Recovery partitions i new lodations. You can also save
themm as image files lor lawer e soration
f
"T.E- Simple Restore Wizard Please select the drive, its partition | .
= i necessary, and then activae the Haed Disk
'é-:} File Transber Wizard operation needed.

L=

Metwork Configurator
Log Saver

Eject COVDVD

R) s

Stan the command line

2,

Reboot the computer

Power off

e

6. On the Wizard's Welcome page, click the Next button.

7. On the What to Restore page, click the standard browse button [...] to find the required
archive. When done, double click on it to select.
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Select archive...

8. On the Image Properties page, make sure that you select the correct image by viewing
the provided information about the archive.

- Disk preview
Volume [Type [File System  [Size Jused  [volume label | !
Basic Disk 0 (Size 112Gb) ?
y Primary FAT 16 20 Mb 15.0 Mb [Ma label]
- Primary Apple HFS 54 9Gb 14.2Gb leopard
. Primary NTFS 566 Gb oGk Mo label
Arehive details: £
Type: Image of the hard disk
Archive name 905 28hddles_visiafeo_vista pbi
Created 2008 May 22 Thd 21:16:51 -

To conlinue resiore process, chick Next

9. On the next page specify a hard disk to restore the image to.

Basic Disk 0 (VMware Virtual IDE Hare nﬁp -112Gb

Bask Disk 1 (24-279Gb

HTFS ntisdbackup NTFS 4bp

=

[Basik Disk ~| Model vMware Virtual IDE Hard Drive, Size 112 Gb

1
|
N [volume |[Type | File System |Size |volume label [Active |Hidden | ||
Basic Disk 0 (Size 112 Gb)
o = Primary Free 112Gb o o

ﬁ All contents on disk selected for restoring purposes will be deleted during the
operation.
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10. On the Restore Summary page you can see your hard disk layout before and after the

- I
operation. Click the Next button to initiate the restore process.
—

vewchareson

Your partitions before operations:

‘Your partitions aher operations:

I *: Apple HFS leopard HTFS [Ho label] J

11. In the Progress window you can see in real-time a detailed report on all actions carried out
by the program.

Operations list Subaperation progress

| 1: Reswom panition or disk L
Qperation progress

Time elapsed:  00:00:16 Time 1o finish: 00:26-24

Copied so far  192.0 Mb Read so far L92.0 Mb(24.0 Mb/s)
Tocopy: 14.0 Gb  Wiite 5o far 192.0 Mb{38.4 Mb/s)

Crwverall progress

Convernting disk 0 w0 GPT

Opening archive leo_vista_0000p 000

Resiore Primary partition 0 (disk 01 from file: /9052 &hdd leo_vistaieo_vista_0000p 000
Doata writing

Opening archive leo_vista_0001p 000

Restore Primary partition 1 (disk 01 from file: /1905 28hddleo_vistaieo_vista_0001p 000
i Crata writing. .

12. After completing the operation close the wizard, and then reboot the computer.

Copying of data from the corrupted system disk to another hard disk
To retrieve valuable information from your hard disk and copy it to another hard disk when the
system fails to boot, please do the following:

1. Connect the second hard disk to the computer.

2. Start up the computer from our Linux/DOS recovery media.

Recovery Media Builder can help you prepare the Linux/DOS recovery
2 environment either on a CD/DVD disc or a thumb drive.

To automatically boot from the recovery media please make sure the on-
board BIOS is set up to boot from CD/USB first.

3. Inthe boot menu select Normal Mode to use the Linux recovery environment (more
preferable) or Safe Mode to use the PTS DOS recovery environment (in case you’ve got
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problems with Linux). Moreover you’ve got the option to boot into the Low-Graphics Safe
Mode (PTS DOS safe mode) to cope with a serious hardware incompatibility. In this case,
only the minimal set of drivers will be included, like hard disk, monitor, and keyboard drivers.
This mode has simple graphics and a simple menu.

ZiL|

F-% Hormal Hode Main recovery
& Safe Mode environnent

& Low-Graphics Safe Mode

& Floppy disk

& Hard disk 8 MBR

& Find 05es on your hard disks

By default the Normal Mode will be automatically initiated after a 10 second
A idle period.

4. In the Linux launch menu select the File Transfer Wizard. You can find the same wizard in PTS
DOS as well.

- = You can copy an entire hand disk or its
-] Paragon Backup & Recovery pantitions o new ko alions. You can alse save
them as image files for Laser resioration,

q.i_ Please select the dirve, its partition if

=] Simple Restore Wizard necessany, and then activae the ‘Hard Disk’
5 or ‘Partition” pulldown menu and select the

i Fibe Transber Wizard operation needed,

| =

Metwork Configurator
Log Saver

Eject CO/DVD

% B

Stan the command line

0

©OE

Reboot the computer

Poweer off

5. On the Wizard's Welcome page, click the Next button.

6. Select a disk where the files you need are stored from the pull-down list in the right pane of
the page.
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Source

(NTFS, 0 on DNsk 0) (WinxF b

i My computer
' | (Roatdin
S My Computer (My computen
" St { Mounted resources)
P mintdisk (Local disks)
ﬂ W imedia (Removable disks)
2 IDE CO/DVD (NECVM\Wa VMware IDE CDR1
E A (NTFS, 0 ar: Disk 00 (WinXP
% DYy (NTFS, 1 on @isk 01 (Application)
“e* EY (BackupCapsule, 2 on Disk 0) (UFSD dig

|~

7. Select files you want to copy and place them to Clipboard by pressing the left arrow-

button.
Clipboard Source
7 jmnidisk/hdal/Documents and Settin user ~|
£ imndiskhd al Documens and Settin =P -
') Application Data
) Cookies
) Deskwop
@ ) E-Mail Database
@ ) Favarites
') Local Settings
) My Documents
2 NetHood
') PrintHood
< > O Recent v
Total data size: nja [ Rename(Fé) | [ Deew(ra |

Click the Calc button to estimate the resulted data size.

8. On the Select Destination Type, choose the way the data will be stored. Select the Save
data to any local drive or a network share item.

Please select how would you like 1o save the data:

(%) Save data to any local drives or a network share

Choose this opiion if you want o $ave your data o kacal
maunted or physic al panition, 1 USE or FireWare external
drives and to a mounted network share. You will be prompted 5o
choose a loCation you wani 1o save the archive o,

) Burn data to CIYDVD

Choose this option if you want the Wiz ard © burn the data w
CDor DVD. You will be prompied 1 choose & CD or DVD RW
drive.

9. On the Select Destination Path page, select a hard disk to copy the data to by pressing the
standard browse button [...].
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Select path

e =
Space avallable on destination: 5.6 Gb
Total dma size: nfa Calk

10. On the Transfer Summary page check all parameters of the operation. Click the Next
button to accomplish the operation.

11. In the Progress window you can see in real-time a detailed report on all actions carried out
by the program.

Operations list: Suboperation progress

rrrnllrll'Ir'Irlhnllrll'Ir'Irlhl'n-l'Ir'Ir'|r|'rr|--|'-l1-|l-rr|r'r-r1r|'|-|

1: Transker user data
Operation progress

RN RRaRNNRRNIRRRRRRAN AR DRIV RARNNRURNRNARRR AT
Time elapsed:  00:00:03 Time 1o finish 00:00:00

Copied sofar  17.0 Mb

Crverall progress

M O O T LT T

Transkering “fmaydiskhdalDocuments and Setting s/ UserE-Mail Database” o “fmatdiskhd a2/E-Mail Data
Translering "/mntdiskhdalDocuments and Setting s/Userdy Docoments® o "mntdiskid a2y Document
Al aperations have been finished

12. After the operation is completed, close the wizard by pressing the appropriate button.
13. Turn off the computer.

Burning of data from the corrupted system disk to CD/DVD
To retrieve valuable information from your hard disk and burn it to CD/DVD when the system fails
to boot, please do the following:

1. Start up the computer from our Linux/DOS recovery media.

Recovery Media Builder can help you prepare the Linux/DOS recovery
2 environment either on a CD/DVD disc or a thumb drive.

To automatically boot from the recovery media please make sure the on-
board BIOS is set up to boot from CD/USB first.

2. In the boot menu select Normal Mode to use the Linux recovery environment, since it’s the
only mode that enables to burn CD/DVD discs.

F-% Hormal Hode Main recovery
& Safe Mode environnent

& Low-Graphics Safe Mode

& Floppy disk

& Hard disk 8 MBR

& Find 05es on your hard disks

Copyright© 1994-2010 Paragon Software Group. All rights reserved.



; e By default the Normal Mode will be automatically initiated after a 10 second
—

idle period.
@ 3. Inthe Linux launch menu select the File Transfer Wizard. You can find the same wizard in PTS
DOS as well.
You can copy an entire had disk or its
Paragon Backup & Recovery™ partitions o new ko ations. You can alse save
themm as image files lor lawer e soraton.
Simple Restore Wizard Please select the drive, its parition if

necessary, and then activase the ‘Hard Disk’
_ ) or ‘Partition” pulldown menu and select the
File Transker Wizard pperalion nesded.

Metwork Configurator
Log Saver

Eject CD/OVD

Stan the command line
Reboot the computer

Power off

SL:3]° R - BN

4. On the Wizard's Welcome page, click the Next button.

5. Select a disk where the files you need are stored from the pull-down list in the right pane of
the page.

Source

|4 (NTFS. 0 on Disk 0) (Winxe) w

i My computer

W J (Poon din)

W My Computer (My campuaizn

W fmint (Mounted resounces)

“® mnydisk (Local disks)

ﬂ W imedia (Removable disks)

o IDE CO/DVD (NECVMWa ViMware IDE CDR1

B A (NTFS, 0o Dizk 00 (WinXP

“ DY (NTFS, 1on @isk 00 (Application)

“e* EY (BackupCapsule, 2 on Disk 0) (UFSD di
kT

|w

6. Select files you want to copy and place them to Clipboard by pressing the left arrow-
button.
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Clipboard

=7 mintdisk/hd al/Documents and Settin
51 imnydisk/hd a1 Documents and Settin

911

< ¥

51

') Application Data
) Cookies

i) Deskiop

) E-Mail Databass
) Fawvorites

) Local Settings
) My Documents
0 NetHood

') PrintHood

o) Jp)

] Recent

Total data size: nja Cak

[ Rename(Fé) | [ Deew(ra |

Click the Calc button to estimate the resulted data size.

7. On the Select Destination Type, choose the way the data will be stored. Select the Burn

data to CD/DVD item.

Please salect how would vou like 1o save the data

) Save data to any local drives or a network share

Choose this optien if you want 1o save your data o kcal
maunted or physical parition, o USB or FirrWare external
drives and o a mounted network share. You will be prompied to
choose a kot atian you wani 1o save the archive w

%) Burn data 1o COYDVD

Chaose this optien if you want the Wizard 0 burn the data to
€0 or DVD. You will be prompied to choose a CD or DVD RW

drive.

8. On the Choose a Recorder page, select a recorder from the list of available devices and
then set a volume label by entering it in the appropriate field.

Sebect a recorder to burn data o

Vendor [Product [Tvpe |

Optianc OVD RW AD-T1704

CO-R; CO-RW. DVD-R

Volume label [my Dand

9. On the Transfer Summary page check all parameters of the operation. Click the Next
button to accomplish the operation.

10. In the Progress window you
by the program.

can see in real-time a detailed report on all actions carried out
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p.

\q

Operations list Suboperation progress

| 1: Transfer user data
Operation progress

Time elapsed:  00:00:07 Time 1o finish 00:00:16

Copied so far 5.0 Mb
To copy. 12.0 Mb

Owverall progress

| Creating compilation image
Used burner: DVD RWAD-F170A Vendor: Opiiarc
SeL5i0n opening

| Data burning

11. After the operation is completed, close the wizard by pressing the appropriate button.

12. Turn off the computer.

Copying of data from a backup to the corrupted system partition
The system fails to boot since some files are damaged. If you have a backup of the system
partition, you can recopy these files to make the system be operable again:

1. Start up the computer from our Linux/DOS recovery media.
Recovery Media Builder can help you prepare the Linux/DOS recovery
2 environment either on a CD/DVD disc or a thumb drive.
To automatically boot from the recovery media please make sure the on-
board BIOS is set up to boot from CD/USB first.
2. In the boot menu select Normal Mode to use the Linux recovery environment (more

preferable) or Safe Mode to use the PTS DOS recovery environment (in case you’ve got
problems with Linux). Moreover you’ve got the option to boot into the Low-Graphics Safe
Mode (PTS DOS safe mode) to cope with a serious hardware incompatibility. In this case,
only the minimal set of drivers will be included, like hard disk, monitor, and keyboard drivers.
This mode has simple graphics and a simple menu.

-+ Hormal Hode Main recovery
& Safe Mode environnent

& Low-Graphics Safe Mode

& Floppy disk

& Hard disk 8 MBR

& Find 05es on your hard disks

VAN

By default the Normal Mode will be automatically initiated after a 10 second
idle period.

3.

In the Linux launch menu select the File Transfer Wizard. You can find the same wizard in PTS
DOS as well.
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Paragon Backup & Recovery™
Simple Restore Wizard

File Transter Wizard

Network Configurator

Log Saver

- RNy

Eject CDVDVD:

e
1
L

Sian the command line
Reboot the compuer

Powser off

©a8

You can copy an entire hard disk or its
paritions i new odations. You can also save
them as image files for laer resoration,
Please select the dirve, its partition if
mecegsany, and then activase the ‘Hard Disk’
or Partition” pulldown menu and select the
operalion needad.

4. On the Wizard's Welcome page, click the Next button.

5. Select a disk where the system backup is stored from the pull-down list in the right pane of

the page.

Source

arn_280508134627531

3.
[2) DIFF 1285651847 10000000
e arc_280508134727531 PBF

= arc_280508134627531 pim

6. Double click on the required backup to open.

Source

[image (arc_z80508134627531 PBF

S Oocurth

) Documerts and Settings
I3 Pregram Files

) RECYCLER

I Sysem Valume Information
) WINDOWS

; cliles.sv.igz

= AUTOEXEC BAT

= NTDETECT .COM

= boot.ini

=

7. Select files you want to copy and place them to Clipboard by pressing the left arrow-

button.
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Clipboard Source

] MINDOWS/system (mnidiskhdaz/B [winpows ]
) provisioning
O pss

0 repair

) security

= schasst

) sysem

3 syseem32
) twain_32
= og

= 001547 _mp
< > = arypF v

(o),

Total data size: 904 Kb

Click the Calc button to estimate the resulted data size.

8. On the Select Destination Type, choose the way the data will be stored. Select the Save
data to any local drive or a network share item.

Please select how would you like 1o save the data:

(%) Save data to any local drives or a network share

Choose this opiion if you want o $ave your data o kacal
maunted or physic al panition, 1 USE or FireWare external
drives and to a mounted network share. You will be prompted 5o
choose a loCation you wani 1o save the archive o,

) Burn data to COYDVD
Choose this option if you want the Wiz ard © burn the data w

CDor DVD. You will be prompied w9 choose a CD or DVD RW
drive.
9. On the Select Destination Path page, select your system disk to copy the data to by
pressing the standard browse button [...].

u*l“
i INtServicePackUninstally

) AppPaich
1 Cenfig I [:]
) Connection Wizand

) Cursors

] Debug

') Downhkoaded Program Files
] Driver Cache

I EHome b

[ New fokder (F7) ]

File name: J..-.. tdisiyhd alWINDOWS | [ Sekect |
|

File type: [ s ¢

Help < Back Heat = Cancel |

10. On the Transfer Summary page check all parameters of the operation. Click the Next
button to accomplish the operation.
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11.In the Progress window you can see in real-time a detailed report on all actions carried out
by the program.

Operations list: Suboperaiion progress

ML T T T T LTI I T T T TN LTI I I T T |||

1: Transker user data

Operation progress

T T T T T T T T T I T

Time elapsed:  00:00:04 Time 1o finish 000000

Copied so far 0.9 Mb

Owerall progress

Transbering “AWINDOWS/system” o "/mnydisk/hdal WINDOWS/system” - lem 1of 1
All operations have been finished

12. After the operation is completed, close the wizard by pressing the appropriate button.
13. Turn off the computer.

Restoring separate files and folders from a backup

The program provides a very convenient option to access backup archives and restore only data
you need (the so called selective restore functionality). This operation can be accomplished
either with the Restore Wizard, File Transfer Wizard.

Restore Wizard
1. Select the Restore Wizard.

2. On the Restore Wizard's Welcome page, click the Next button.

3. On the Browse for Archive page choose the required archive in the browser-like window.
The Archive File Detalils section displays a short description of the selected image.

Lok in I ¥ Eaciouo Za:-=.-=:--i-2-:--.:|£'='r<i:l o

3

Mama Size Diste
reame e e

22TKB T/A0/H008 3:20:10 PM

= G M7 1ebBd 16-2¥0-24dea- 22367 30
mg_0_310708_075228187 FBF Z1TKB 7302008 3:52:28 FM

LI L e

S e e o
7/30/2008 35228 FM

1.7GE 73072008 3:55:41 PM

a3 110708 07
--:_L_r1h'rg_-'r‘ 1= -}

PBF 1268 7/30/2008 357:46 PM

v o

e L

Fles of ppe: | Archive fies

 Archive Fla Datads

Hama: Local Disk (%)
Comment:  [|MNo commant is avalable]
Wolume lzbel:  WinXP

Fla systam:  NTFS Tolal size; 259GB
Used spaca: 1.9GB Fres spaca: 1020.7 MB
Fila: =1 ¥ 2ch0fa5d2) 20083 107075228187 amg_1_310708 075228187 PBF
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4. On the next page specify what you need to extract from the backup by marking

checkboxes next to the required data items. At the right lower corner of the window you
can see the resulted amount of the selected data.

Chcks the check: bax riad 1o arvy file or folder you want 10 restons from

Mame |Tive [Sze |
=- 9 Local Disk (7 Paiion 2.3 GB
= F 1
g [ = ArchiDB
= [ ] Documents and Settings

| Al Uearn

1 Dedault Lser
| LocalSanvics
| Matwork Sarnce

- {3

I R -q_l_l_ll_l

L

Usar

| Apploation Data
| Cooloes
J Daskiop

| Favonias
] Local Seftings
B My Documents

.|

To cortinue, chek Nexd Dista size io pestors: 1.7 KB

On the How to Restore page specify the way the selected data will be restored. In our
case we’d rather restore contents of the backup to its original location with replacing
existing files as well.

Restore fies to: |Cr';-'-E locakion 'I

On the Restore Summary page review all parameters of the operation and modify them if
necessary.

fmwhmm You can retum 16 the comspondng pags and changs the cotions by cilking
| o kithe Frypeainics.

Object(s) selected 1

Total data size: 1.7 KB {1,743 Bytes

Destination path:
Space available on destination:

7. On the next page of the wizard confirm the operation by selecting the appropriate option.

~\Woud you bk to apphy your changes 7
Fl*ﬂ.mﬂr!hﬂd‘u‘gﬁm.!
™ No, let ma econsider.
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ﬂ_ 8. In the Progress window you can see in real-time a detailed report on all actions carried out
[ : by the program.
) 9. After completing the operation close the wizard, and then reboot the computer.

File Transfer Wizard

To restore separate files and folders from a backup image with the File Transfer Wizard, please do
the following:

1. Call the popup menu for the required backup image (right click of the mouse button) in
the Archive Database and then select the menu item: Restore File from Archive. Thus you
automatically open it with the File Transfer Wizard.

&) Show o ] & B K I*
Type Crestion Date = Source Object Size Hags -l
J S32009 74537 AM  Fledevel Archive 1368KE Jo = [
P 9/2/2009 73856 AM  Fledeveal Arhive 1368K8 o =
F 522009 7.10:36 AM _ Fieevel Aci . :
(3] /3200935721 AM Local Dk (] 199 on Archiveto the Database... 24G8 § o
E 9/2/2009524:27AM BasicHard [  Deletethe Archive from the Database... | ypgp = 5
e Q22009 52025 AM  New Viohume E?ﬁ et P, 24GE bru
i G/2/20095:11:41 AM  Fledevel Ac 13.1 KB —
| 922009 5:06:02 AM  Fledevel A lﬁ Incremental File Backup... 4 KB =
§  rmmes oo DN 3
=] 9/2/2009 2:21-01 AM  Basic Hard [ d 10GE =1 dl

2. Select files you want to copy and place them to Clipboard by pressing the left arrow-

button.
Qipboard Source
; Hame Scurce Path | | Name
| images /C./Users/usen/Desktop images/ IC/arc_images = | J archive i
- _c
L 'F| = [ mar
e | Desidop
:

Total data size: 412 KB

3. On the Select Destination Type, choose the way the data will be stored. Select the Save
data to any local drive or a network share item.

There are several ways the Wizard can stors your data. Plese select how would you like to save the data
@ | Save data to local/network dives. |
| Cvervaite masting files
Save data io physical paritions
Busn the data to CD er OVD.

4. On the Select Destination Path page, specify the exact place to copy the data to.
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Plaasa salect the deslination path whers to save the data from clipboard
P B Locsi Dsk C) ] =R ¥

25 Addess: C/

Name
=[] Local Disk {C:)
S aic_mages
anc_new
3 archdb
b L archive db

Total data size 412 KB
Space avalabls on destination: 4898 GB

5. On the Transfer Summary page check all parameters of the operation. Click the Next
button to accomplish the operation.

Please overview the transler options. You can retum (o the comesponding page and changs the options by
chcking on tile hypedinks

Ohbiects Lo iransfer
Object (s) selected i
Total data size: 412 KB (421,559 Bytes)
Tanger destnglion
Destination path: Cy
Space available on destination: 4898 GE (525,327 415 504 Bytes)
Owerwrite existing files: Mo

6. After the operation is completed, close the wizard by pressing the appropriate button.

Troubleshooter

Here you can find answers to the most frequently asked questions that might arise while using the
program.

1. Itry to run an operation, but the program claims my partition is in use and suggests
restarting the computer.

There are a number of operations that cannot be performed while your partition is in use
(or locked in other words). Please agree to reboot your machine to make the program
accomplish the operation in a special boot-up mode.

2. lrun an operation and restart the machine as required, but it just boots back into Windows
without accomplishing the operation.

Please run 'chkdsk /f' for the partition in question.
3. | cannot create a new partition on the disk.
There can be a number of reasons for that:

e The program cannot create a new paurtition on a dynamic disk, but only on a hard
disk that uses the DOS patrtitioning scheme.
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e According to the rules of the DOS partitioning scheme, the following combinations
of partitions cannot be created:

- Two Extended Partitions on one hard disk;
- Five or more Primary partitions on one hard disk;

- If there is an Extended Partition on the disk, only three Primary partitions are
allowed.

¢ The program allows creating new paurtitions only within blocks of un-partitioned
space. It cannot convert a free space on an existing partition to a new partition.

| cannot copy a partition.
There can be a number of reasons for that:
- The source or target disk you select is a dynamic disk;

- 4 primary partitions (or three primary partitions and an extended one) already exist on the
target disk.

| need to copy a partition. But when selecting a place where to make a copy, | always get
a crossed circle sign no matter which partition is selected.

The program enables to copy a partition only to a block of un-partitioned space. If you
don’t have a block of free space on your hard disk, please delete or reduce an existing
partition to accomplish the operation.

| cannot do anything with my USB flash drive. | get a crossed circle sign when trying to
select any area on it.

Some USB flash drives don't have the MBR (Master Boot Record), that’s the cause of your
problem. To fix the issue please use the Update MBR function of our program or 'fixmbr' of
the Windows installation disc to write a standard code to your flash drive.

When trying to back up my system the program asks to restart the computer.

Most likely the Hot Processing mode is disabled. Please make it active in the program
settings.

When backing up a partition with the VSS (Volume Shadow Copy Service) mode, the
program throws "VSS could not be started for processed volume”.

Most likely you try to back up a FAT32 partition, which is not supported by VSS. Please use
the Paragon Hot Processing mode instead.

| cannot back up my hard disk to an external hard drive. Once started, the operation is
aborted with the following error: Hard Disk management, Error Code 0x1100a. What is
wrong here?

The problem is that the Microsoft VSS service is set as the default Hot Processing mode in
the program. But this service has not been started in your WindowsXP/Windows2003/Vista.
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Please start this service (right click on My Computer > Manage > Services > find Microsoft
Volume Shadow Copy Service and make it active. Set also to start it automatically).

10. When running a backup operation with the Paragon Hot Processing mode enabled, | get
an error: error code 0x1200e "Internal error during Hot Backup"

Most likely your hard disk contains bad blocks. Please fix the issue with your HDD
manufacturer's tool.

You can find a name of the tool you need here: http://kb.paragon-software.com

11. When running a backup operation with the Microsoft VSS mode enabled, | get the
following error: error code 0x12016 "VSS: can't read volume data”

Most likely your hard disk contains bad blocks. Please fix the issue with your HDD
manufacturer's tool.

You can find a name of the tool you need here: http://kb.paragon-software.com

12. When trying to back up to a network share, | get the following error: "i/o error" or "can't
open/create file"

Please check whether you’ve got a permission to write to the selected destination or not.

13. When trying to restore a backup archive, | get the following error: "Can't restore to current
selection" or "Archive does not fit"

Most likely you’re trying to restore a backup of the whole hard disk to a partition or vice
versa.

14.1set up a timetable for a task, but it fails to execute.
There can be a number of reasons for that:

- Windows Task Scheduler does not work properly. Check whether it is so or not by
scheduling a simple task (call Notepad through scheduling);

- You don’t have permission to write to the selected backup destination.

Glossary

Active Partition is a partition from which an x86-based computer starts up. The active partition
must be a primary partition on a basic disk. If you use Windows exclusively, the active partition
can be the same as the system volume.

In the DOS partitioning scheme, only primary partitions can be active due to limitations of the
standard bootstrap.

The term backup originates from the time when the best way to protect valuable information was
to store it in form of archives on external media. It’s become now a general notion to mean
making duplications of data for protection purposes.
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“=Bootable Archive is created by adding a special bootable section when backing up the data to

CD/DVDs. Thus you will be able to restore the data from these archives without having to run the
program, but by simply booting from these CD/DVDs.

N

0) 7 l

Cluster is the smallest amount of disk space that can be allocated to hold a file. All file systems
used by Windows organize hard disks based on clusters, which consist of one or more contiguous
sectors. The smaller the cluster size, the more efficiently a disk stores information. If no cluster size is
specified during formatting, Windows picks defaults based on the size of the volume. These
defaults are selected to reduce the amount of space that is lost and the amount of
fragmentation on the volume. A cluster is also called an allocation unit.

Extended Partition is a partition type you create only on a basic MBR (Master Boot Record) disk.
Extended partition is used if you want to create more than four volumes on a disk, since it may
contain multiple logical drives.

File System Metadata. The servicing structures of a file system, which contain information about
allocating files and directories, security information etc, are named the file system metadata. It is
invisible for users and regular applications because its accidental modification usually makes a
partition unusable.

Hard Disk Geometry. Traditionally, the usable space of a hard disk is logically divided into
cylinders, cylinders are divided into tracks (or heads), and tracks are divided into sectors.

The triad of values {[Sectors-per-Track], [Tracks-per-Cylinder], [Amount-of-Cylinders]} is usually
named the Hard Disk Geometry or C/H/S geometry.

Tracks and cylinders are enumerated from "0", while sectors are enumerated from "1". These disk
parameters play an essential role in the DOS Partitioning scheme.

Modern hardware uses an advanced scheme for the linear addressing of sectors, which assumes
that all on-disk sectors are continuously enumerated from “0”. To allow backward compatibility
with older standards, modern hard disks can additionally emulate the C/H/S geometry.

Hidden Partition. The concept of a "hidden" partition was introduced in the IBM OS/2 Boot
Manager. By default, an operating system does not mount a hidden partition, thus preventing
access to its contents.

A method of hiding a partition consists in changing the partition ID value saved in the Partition
Table. This is achieved by XOR-ing the partition ID with a 0x10 hexadecimal value.

Master File Table (MFT) is a relational database that consists of rows of file records and columns of
file attributes. It contains at least one entry for every file on an NTFS volume, including the MFT
itself. MFT is similar to a FAT table in a FAT file system.

MBR & 1st track of the hard disk is the Oth sector of the disk. MBR (Master Boot Record) contains
important information about the disk layout:

- The used partitioning scheme;

- The starting records of the Partition Table;
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_\ - The standard bootstrap code (or the initial code of boot managers, disk overlay software or

NS boot viruses).
] Generally, the Oth sector is used for similar purposes in all existing partitioning schemes.

The MBR capacity is not sufficient to contain sophisticated boot programs. That’s why the on-boot
software is allowed to use the entire Oth track of the disk. For example, boot managing utilities
such as LILO, GRUB and Paragon Boot Manager are located in the Oth track.

Partition ID (or File system ID) is a file system identifier that is placed in the partition. It is used to
quickly detect partitions of supported types. A number of operating systems completely rely on it
to distinguish supported partitions.

Partition ID is saved in appropriate entries of the Partition Table and takes only 1 byte of space.

Partition Label (or Volume Label) is a small textual field (up to 11 characters) that is located in the
partition's boot sector. This value is used for notification purposes only. It is detectable by any
partitioning tool including the DOS FDISK utility.

Modern operating systems save it within a file system, e.g. as a special hidden file. Thus it is able to
contain a relatively large amount of text in multiple languages.

Partitioning Scheme is a set of rules, constraints and format of the on-disk structures to keep
information on partitions located on a hard disk.

There are known several partitioning schemes. The most popular of them is the so-called DOS
partitioning scheme. It was introduced by IBM and Microsoft to use multiple partitions in the disk
subsystems on IBM PC compatible computers.

Another popular partitioning scheme is the so-called Logical Disks Model (LDM) that originates
from the UNIX mainframe systems. Veritas Executive accommodates a simplified version of LDM to
the Windows 2000 operating system.

Windows 2000 and XP support two quite different partitioning schemes: the old DOS partitioning
scheme and the new Dynamic Disk Management (DDM). The problem is that earlier versions of
Windows do not support DDM. In addition, most hard disk utilities do not support it as well.

Recovery Media is a CD/DVD disc, a USB flash card or even a floppy disk from which you can
boot for maintenance or recovery purposes.

Root Directory is the top-level directory of a formatted logical drive to include other files and
directories. In modern file systems (Ext2/Ext3, NTFS and even FAT32) it does not differ from other
directories. This is not the case for old FAT12 and FAT16 file systems.

Serial Number. In the DOS partitioning scheme, every hard disk and every partition has a 32-bit
serial number represented by an 8-figure hexadecimal value. It is stored in the MBR and its value is
assigned when the MBR sector is initialized by Microsoft standard disk managing tools, such as
Windows Disk Administrator and the FDISK utility.

In fact, a hard disk's serial number is not important for most operating systems and software. It is
known that Windows NT, 2000 and XP store its value in the database of assigned drive letters.
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A partition's serial number is stored in its boot sector (in FAT16, FAT32 and NFTS file systems). Its

- value is assigned when the partition is formatted. It does not play an important role for most
operating systems and software as well.
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