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1 Introduction

Paragon Hard Disk Manager™ 2008 Server is an integrated set of powerful tools that is specially designed
to tackle most of the problems the user might face while using PC. Its functionality covers all aspects of a
computer life cycle beginning from carrying out all the necessary partitioning operations to install the
system from scratch and providing its data reliable protection to secure utilization of an outdated hard disk.

Setting up major operations is accomplished by using practical wizards. Each step of the wizard includes in-
depth information in order to allow the user to make the right choice. Graphical representations of the data

help the user to gain a better understanding.

In this manual you will find the answers to many of the technical questions which might arise while using
the product.
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2 Product Components

In order to cope with different tasks, the product contains several components:

o Windows based set of utilities is the crucial part of the product. With the help of an easy to use
launcher the user may find and run tasks of any complexity in the field of hard disk partitioning and
optimization, data and system backup, the on-disk data destruction, boot management, hard
disk/partition cloning, etc.

o Linux/DOS based Recovery CD is a multi-platform bootable media that enables to run utilities
under Linux or PTS DOS, and that way to get access to the hard disk for maintenance or recovery
purposes. Both platforms have their strong sides, for instance Linux can boast support of FireWire
(i.e. IEEE1394) or USB devices. It enables to burn CD/DVD disks. However there can be some
difficulties with detecting new hardware. DOS in its turn has no problems of that kind but is limited
in features. The Linux/DOS Recovery CD functionality is close to that of the Windows version,
except limitations resulted from the very essence of a ready-to-use solution, i.e. inability to schedule
tasks, keep an archive database, assign drive letters to backup images, etc. However it requires no
installation and can be of great help when the system fails to boot. Besides it offers a Windows XP
like environment.

o WinPE based Recovery CD. Especially for keen followers of Windows, our product also offers a
WinPE based bootable media. Unlike Linux/DOS Recovery CD it can boast an excellent hardware
support and the same interface as for the Windows version. However its system requirements are
much tougher.

£\

To know more about functionality of each particular component, please consult the Features

Overview chapter.
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3 Features Overview

This chapter dwells upon key benefits and technical highlights of the product.

3.1 Key Features

Well let us list some of the product key features:

o Comprehensive wizards to simplify even the most complex operations.
0 Previewing the resulting layout of hard disks before actually executing operations (so-called
virtual operations).
o Backup/Restore facilities to provide a wide range of opportunities to back up/restore a separate
partition or entire hard disk.
a Support of all present day techniques to store backup images:
- Backup to local mounted/unmounted (without drive letter assigned) partitions;
- Backup to a network drive to stand a better chance of success in case of a hard disk failure;
- Backup to external media (CD/DVD) to guarantee a high level of data protection as long as the
backup media is kept secure;
- Backup to a special secured place on the hard disk called the Backup Capsule that has an

independent system layout (e.g. a separate partition) and will stay operable should the active file
system be damaged. To avoid an accidental removing or unauthorized access of the backup data, this
partition is hidden and thus cannot be mounted in the operating system.
0 Archive database to help the user easily manage backup images (get properties, add, delete, mount,
etc.).

0 Bootable Backup Capsule to start up the computer from an image contained in the backup capsule in
case of an operating system corruption.

a Copy partition/hard disk facilities to successfully transfer all on-disk information including

standard bootstrap code and other system service structures, thus maintaining the operating system’s
working capability. Besides it can be used as another means to back up data.

o Partition/Hard disk management facilities to perform partitioning operations (create, format,
delete, convert, move/resize, merge, redistribute, etc.), mount partitions of different file system types,
modify file system parameters, providing the ability to successfully migrate operating systems to
larger hard disks, optimize the disk system performance (defragmentation), etc.

0 Wipe facilities to irreversibly destroy all on-disk information including standard bootstrap code and
other system service structures (Wipe function), thus providing high level of security or just destroy
any remnants of deleted files/directories left on disk without affecting the used data (Clear Free
Space function).

o Advanced automatization facilities to automate operation routines of almost any complexity (Cyclic
Backup, Scheduling, Scripting)

Copyright© 1994-2007 Paragon Software Group. All rights reserved.
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A Cyclic Backup and Scheduling are only available for the Windows installation of the program.

o File Transfer Wizard to make such operations as copying of separate files/directories or burning of
them to CD/DVD as easy and convenient as possible. It may be of particular use in case of a system
malfunction, cased either by a virus attack or files corruption, in order to get the system back on track
again. The key advantage of it is that it provides access to Paragon backups as regular folders to
browse through their contents or copy required files.

o Volume Explorer is a handy tool when you have different file systems on the disk, whether they
contain an operating system or just data. Volume Explorer will let you explore a file system of any
type and will provide access to the necessary files and directories regardless of their security
attributes.

o Recovery Media Builder to create a bootable media, which can be used to boot your computer in
case of an operating system failure. Besides, it gives you such functions as saving data from partitions
on your hard disk directly to compact discs and burning ISO-images. The utility supports various
formats of laser disks: CD-R/RW, DVD-R/RW, DVD+R/RW, DVD-R, DVD+R double layer and can
handle multi-session burning.

o Network Configuration Wizard to establish a network connection under Linux either to save a

backup of a partition/hard disk or just several files on a network computer or retrieve a previously
made backup from a network computer for restoration purposes.

3.2 Supported Technologies

Along with using innovative technologies from outside, Paragon has developed a number of its own original
technologies that make its products unique and attractive for customers:

a Paragon Hot Backup™ technology to back up locked partitions and hard disks under Windows NT+
family operating systems providing both high operating efficiency as well as low hardware
requirements.

o Paragon Power Shield™ technology to provide data consistency in case of a hardware malfunction,
power outages or an operating system failure.

o Paragon UFSD ™ technology to browse partitions of any file system including hidden and
unmounted, modify and copy files and folders, etc.

o Paragon Hot Resize™ technology to enlarge NTFS partitions (system, locked) without rebooting
Windows and interrupting its work.

o Paragon Restore with Shrink™ technology to restore a backup image to a free block of smaller size
taking into account only the amount of actual data of the image.

o Paragon Smart Partition™ technology to securely perform hard disk partitioning operations of any
complexity.

o Paragon BTE ™ technology to set tasks for execution in the Windows blue screen mode, thus saving
from the need to use a bootable media when modifying system partitions.

o Paragon Intelligent Disk Defrag™ technology (IDD) to efficiently and securely defragment almost
full partitions (less than 2% of available space).

o Paragon Shutdown After Apply™ technology to set the computer to automatically switch off on the
successful accomplishment of any operation.

0 Microsoft Volume Shadow Copy Service (VSS) to provide the backup infrastructure for the
Microsoft Windows XP/Server 2003 operating systems. Unlike Paragon Hot Backup the VSS
technology provides a unique possibility to make a synchronous snapshot of multiple volumes.

Q Microsoft Dynamic Disk (simple, spanned, striped, mirrored, RAID-5) to offer more management
flexibility without the partition limitation of basic disks. Dynamic storage can be particularly
beneficial for large-scale businesses when dealing with many physical hard disks involving complex
setup.

Copyright© 1994-2007 Paragon Software Group. All rights reserved.
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3.3 Supported File Systems

Paragon Hard Disk Manager 2008 Server provides support of major file systems presented on the market
today:

a Full read/write access to Ext2FS/Ext3FS partitions under all versions of Windows, DOS 5.0 and later.

o Full read/write access to NTFS (Basic and all five types of Dynamic Disks) under Windows
95/98/ME, Linux and PTS DOS. Compressed NTFS files are also supported.

o Basic partitioning operations (create, format, delete) for Linux Swap.

3.4 Supported Media

O

Large hard disks (up to 1,5 TB tested, 2 TB limit in theory)

IDE, SCSI and SATA hard disks

CD-R, CD-RW, DVD-R, DVD+R, DVD-RW, DVD+RW and also DVD-R, DVD+R double layer
discs

FireWire (i.e. IEEE1394), USB 1.0, USB 2.0 hard disks, ZIP® and Jazz® disks, MBR Flash Cards
PC card storage devices (MBR flash memory, etc.)

(]

(I ]
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4 Getting Started

In this chapter you will find all the information necessary to get the product ready to use.

4.1 Distribution

Paragon Hard Disk Manager 2008 Server is distributed in two ways:

o Boxed package from Paragon Technology GmbH and resellers
o Downloadable package over the Internet at the company’s web-site

4.1.1 Distributive CD

The boxed package includes a distributive CD that is in fact a bootable Recovery CD with auto-run of the
Windows installation, thus it can be used as a ready-made solution (see Booting from the Linux/DOS

Recovery CD).

Thus in order to run the Windows components, you need to install them first (see Installing the Program).

If you want to download an update/upgrade of the product, it will be in form of the downloadable
installation package as described in Online Distribution).

4.1.2 Online Distribution
Hard Disk Manager 2008 Server purchased over the Internet contains two downloadable files:

o Self-extracting file for Windows components installation;
o Recovery CD ISO image-file with a built-in tool for CD/DVD burning

These files can be downloaded individually as found necessary.
To burn an ISO image of the Recovery CD, simply do the following:
1. Launch the Unpack & Burn Wizard by clicking on the downloaded executable file;
2. On the Destination page of the wizard select the CD/DVD option to write directly to a CD/DVD
disk;

(%) Cojovm
(IFile

& The File option enables just to save the image as an ISO file in the required location.

3. Onthe CD/DVD Writing Parameters page choose the required recording device from the list of all
available devices, then define the writing options (speed and whether to eject the recorded disc after
completing the operation or not);

Copyright© 1994-2007 Paragon Software Group. All rights reserved.
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Select a writing denice:

Dirbee Supported Formats
A SONY  CD-RW CRXZ00E  [EsaS=FiATH

Wiiting Speed: | Fastest -

[CIEfect the diss after writing

4. Insert a blank disk into the recording CD/DVD drive and click the Next button to start the
operation.

4.1.3 Registration

Paragon Technology GmbH provides a wide range of online services through its web-service - KB
(Knowledge Base):

o Registration of new users;

o Registration of purchased products for registered users;

o Available around-the-clock downloading center, where registered users can get product
updates/upgrades as well as all the necessary documentation;

o Downloadable free demo versions and open documentation for all users.

To enter the Knowledge Base, please visit the web-site: http://kb.paragon-software.com/.

4.1.3.1 To Register as a New User
To register as a new user, simply do the following:

Run the Internet browser and visit the page: http://kb.paragon-software.com/;
Select Registration in the menu;

On the renewed page, select your country and language;
Fill out the registration form.

b

4.1.3.2 To Register a New Product

If you are a registered user and would like to register Hard Disk Manager 2008 Server, simply do the
following:

1. Click Login in the menu;
. On the Login page, in the User Name field, enter an E-mail, which you have used for registration;
3. Inthe Password field enter the password you received with registration confirmation. Click the
Submit button;
4. 1If the user name and password are valid, you will enter the system;

Copyright© 1994-2007 Paragon Software Group. All rights reserved.
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5. In the opened menu click the Product Registration item to see a list of all registered products with a
new registration form;

6. Select Paragon Hard Disk Manager 2008 Server from the list of products;

7. Type in your product serial number in the Serial Number field. Click the Submit button.

That is all. You will receive a confirmation by E-mail.

4.1.4 How to Download Updates/Upgrades
Downloading of updates/upgrades can be fulfilled in the following way:

1. Enter the Paragon Software web-service;
2. In the menu click the Download Update to see what updates are available for you,
3. Select the desired update and click the Download button.

4.2 Contacting Paragon Technology GmbH

If you have any questions about the company products, please do not hesitate to contact Paragon
Technology GmbH.

Service Contact

Visit Paragon GmbH web

site WWWw.paragon-software.com

Registration & updates
web-service

Knowledge Base &
Technical Support

kb.paragon-software.com

kb.paragon-software.com

Pre-sale information sales(@paragon-software.com

4.3 System Requirements
4.3.1 Windows based set of utilities

To use the Windows utilities, you should install them first. But before that, make sure your computer meets
the following minimum system requirements:

Operating systems: Windows 2000/XP/Server 2003/Vista and XP/Server 2003/Vista 64-bit
Internet Explorer 5.0 or higher

Intel Pentium CPU or its equivalent, with 300 MHz processor clock speed

128 MB of RAM

Hard disk drive with 40 MB of available space

SVGA video adapter and monitor

Mouse

[y Ry Sy R Ny

4.3.2 Linux/DOS based Recovery CD

To use the Paragon Linux/DOS Recovery CD on your computer (it doesn’t matter what operating system is
installed), make sure that it meets the following minimum system requirements:

a IBM AT compatible computer with 1486 or higher CPU
o 256 MB of RAM

Copyright© 1994-2007 Paragon Software Group. All rights reserved.
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o SVGA-compatible monitor
o Mouse (recommended)
a On-board BIOS supports booting from CD first

There may be additional requirements if you want to use advanced features:

o Network card is required to send partition/hard disk backups to a network computer or to retrieve
previously made backups

o Recordable CD/DVD drive is needed to burn backups to compact disks

o To save copy or backup of a hard disk or partition, removable USB disks can be used. The program
supports USB Drives 1.0, 2.0.

4.3.3 WinPE based Recovery CD

To use the WinPE based Recovery CD on your computer, (it doesn’t matter what operating system is
installed), make sure that it meets the following minimum system requirements:

Intel Pentium CPU or its equivalent, with 300 MHz processor clock speed
At least 384 MB of RAM (512+ is recommended)

Hard disk drive with 40 MB of available space

SVGA video adapter and monitor

Mouse

000D D

4.4 Installing the Program

As we have already mentioned only Windows components of the product require installation. So to install
the Hard Disk Manager 2008 Server under Windows, simply do the following:

1. Run Setup Application

From the folder, where the setup files are kept, run the SETUP.EXE file. This application will guide the user
through the process of the program installation. The setup utility is compiled with the InstallShield SDK,
hence it contains the standard user interface and set of installation steps.

In case there is some previous version of the program installed on the computer, the program
will offer the user to uninstall it first.

2. Starting Setup
The Welcome page informs that the application is being installed. Click the Next button to continue.

3. Confirm License Agreement

The License Agreement page displays the Paragon License Agreement. Read the agreement and then click
the Yes button to accept. If the user does not agree with any conditions stated there, the installation process
will be interrupted.

4. Select an Installation Folder
The Destination Location page allows the user to choose the folder where the program will be installed. By
default, the installation folder will be created as:

C:\Program Files\Paragon Software\Paragon Hard Disk Manager 2008 Server. To select another
folder, click the Browse button.

After you have selected the required folder, click the Next button to continue.

Copyright© 1994-2007 Paragon Software Group. All rights reserved.
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5. Select a Program Group
The Program Folder page enables the user to select the application's program group for the Start Menu. By
default, it will be the program group:

Start > Programs > Paragon Hard Disk Manager 2008 Server.
Click the Next button to continue.

6. Verify Setup Settings

The Start Copying page allows the user to verify settings, which have already been made and correct them if
necessary. Press the Back button to return to the previous page and modify the installation settings. Click the
Next button to complete the installation process.

7. Copying Files
The Setup Status page shows the overall progress of the installation. Click the Cancel button to abort the
setup.

8. Finishing the Installation
The Final page reports the end of the setup process.

4.5 Starting the Program

To start the program, please click the Windows Start button and select Programs > Paragon Hard Disk
Manager 2008 Server.

The first component that will be displayed is called the Express Launcher. In general it enables to run
components of the product, launch the help system or go to the program’s home page.

Copyright© 1994-2007 Paragon Software Group. All rights reserved.
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Paragon Hard Disk Manager 2008 Server

& Help & About

Protect System and Data

Backup
Back up your syslemidats with a single clck
Maintenance

Restore
Reztore yvour systemidata with a single chck
Rescue and Aeca

Advanced Options

But its crucial benefit lies in the way information is offered, namely the well thought-out categorization and
hints systems allow the user to find what is needed just in two clicks, while minimizing the possibility of
making any mistake.

So, all the product functionality is categorized according to a particular sphere of application, thus by
choosing from the list on the left the required issue, the user gets on the right a number of available tasks
with easy to catch descriptions.

There are the following issues the program can be used for to tackle:

0 System and Data Protection to secure your system and data;

o Maintenance to automate routine service operations and enhance your hard disk performance;

0 Rescue and Recovery to provide a full set of tools to get a corrupted operating system back on track
again or at least to retrieve valuable data from a failed hard disk;

o HDD Utilization to make sure your data will in no way fall into hands of other people;

o Advanced Options to create a dual boot system and provide a complete management of your hard
disk.

So choose an item you need and then click on the required operation to start.

4.6 Booting from the Linux/DOS Recovery CD

The Linux/DOS Recovery CD can be used to boot your computer into PTS DOS or Linux to get access to
the hard disk without use of the failed operating system.

You also have an option to boot in the PTS DOS safe mode. The reboot of the computer from the Recovery
CD in the safe mode may be of great use in a number of non-standard situations such as interfering hardware

settings or serious problems on the hardware level. In this case, only basic files and drivers (such as hard
disk drivers, a monitor driver, and a keyboard driver) will be loaded.

4.6.1 Boot Menu
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After you have inserted the Recovery CD into CD/DVD drive and restarted the computer, the Boot menu
appears.

ST | Hain recovery

& Safe Mode anvironsent
& Lou-Graphics Safe Mode

& Floppy disk

& Hard disk B HBR

& Find 03es on your hard disks

The Boot menu contains the following commands:

a

a

Normal Mode. Boot into the Linux normal mode. This mode uses the full set of drivers
(recommended).

Safe Mode. Boot into the PTS DOS mode. This mode can be used as an alternative of the Linux
normal mode if it fails to work properly.

Low Graphics Safe mode. Boot into the PTS DOS safe mode. In this case, only the minimal set of
drivers will be included, like hard disk, monitor, and keyboard drivers. This mode has simple
graphics and a simple menu. No partitions mounted.

Floppy Disk. Reboot the computer from a system floppy disk.

Hard Disk 0. Boot from the primary hard disk.

Find OS(es) on your hard disks. The program will scan hard disks of your computer to find any
bootable operating system.

To move within the menu, please use the arrow keys of the computer keyboard.

4.6.1.1 Normal Mode

When the Normal mode is selected, the Linux launch menu appears:

Copyright© 1994-2007 Paragon Software Group. All rights reserved.



Hard Disk Manager™ 2008 Server 15 User Manual

: You can create, debete and format hard disk
Paragon Hard Disk Manager partitions using Paragon Hard Disk Manager,
witich will Star now, Upon the stam, pheass
Simple Restare Wiz ard sebect the drive and one of fts panitions or its
% mp 10 war free space. Then activae the ‘Partition’

pull-down menu and select one of the
One Button Copy Wizard partitioning operations.

o Paragon Hard Disk Manager (enables to copy, back up and restore separate partitions or entire
hard disks then save backups onto local, network and USB disks or record them to CD and DVD,
carry out partitioning operations of any complexity, etc.);

o Simple Restore Wizard (allows restoring hard disks and partitions);

0 One Button Copy Wizard (helps to copy the first found hard disk including all of its partitions to
the first empty hard disk);

o File Transfer Wizard (allows coping files/folders to another disk or a partition as well as recording
them to CD/DVD);

o Network Configurator (starts the Network Configuration Wizard);

o Log Saver (helps to collect and send the necessary log files to the Technical Support)
0 View the mounted partitions (the list of all mounted partitions will be displayed);

a0 Command Line (The command line allows experienced users to execute any program);
o Reboot the computer;
a Power off the computer.

To move within the menu, please use the arrow keys of the computer keyboard.

4.6.1.2 Safe Mode

When the Safe mode is selected, the PTS DOS launch menu appears. It has nearly the same functionality as
for the Normal mode except the Network Configurator and Log Saver commands. Besides due to certain
limitations of the PTS DOS environment, there is no possibility to burn CD/DVD disks.

4.6.1.3 Low Graphics Safe Mode

When the Low Graphics mode is selected, the PTS DOS launch menu appears. It has the same functionality
and looks similar to the Safe mode but graphically simpler.
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t.« Hard Dizsk Hanager 2888 You can create, delete and
% Sinple Restore Hizard format hard disk partitions
& Mipe Mizard using this program, which
! File Transfer Hizard will start wow.

[{] View the mounted partitions |Upon the start, please
select the drive and one of
M Start the command 1ine itz partitions or its free
& Reboot the computer space. Then activate the
'Partition’ pull-down menu
and zelect one of the
partitioning operations.

4.6.2 Running Commands

To launch the required command you should take the following steps:

1. Insert Paragon Recovery CD into your CD/DVD drive;
2. Reboot the computer;

3. Select one of the boot modes (Normal, Safe, Low Graphics) in the Boot menu;

4. Choose a command by using the arrow keys of the computer keyboard to move within the menu;
5. Launch the command by pressing the Enter button.

6. After it has been launched consult the help system by pressing ALT+F1 to know more on the
subject.
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5 System and Data Protection

The data protection issue is a growing cause of worrying for more and more people today. Indeed, it is
hardly to find a person who will be particularly happy when all precious information on the hard disk is
irreversible lost as a result of its malfunction. So how can this tragedy be prevented?

Our program offers the most reliable way of data protection for the hard disk — the ability to create archive
duplications. A modern backup archive uses the so-called image, a snapshot of the whole disk system (or its
separate partitions). It not only includes the contents of all user-made files, but additionally contains the
exact structure of directories, information about file allocation, file attributes and other related data. Thus it
enables to recover the system with all its contents into its initial state without any additional efforts.

5.1 Creating Backup Images

Creation of backup images is accomplished with the Backup Wizard. The wizard is so well designed that the
user simply needs to follow its easy instructions to make an exact image of a separate partition/hard disk.

5.1.1 Starting

To launch the Backup Wizard, click the Protect System and Data button of the Express Launcher and
select Backup. After the mentioned action the Welcome page of the wizard will be displayed.

¥ Backup Wizard E x|

Welcome to the Backup Wizard

This wizard helps pou back up your hard dek data.

To contirwe, cick Next

Back t Mt » ] r Cancel

5.1.2 Settings

The Backup Wizard allows the user to configure the settings and then start the operation in accordance with
the entered parameters. Here the user sets the parameters of the backup operation defining:
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o The object to back up. The user can backup either an entire disk or separate partitions of the
disk (primary, extended or logical). In case of backing up an entire disk, the user has the
possibility to include into the image such disk elements as the Master Boot Record (MBR)
and the first track of the hard disk. This can be very helpful for serious disk recovery

procedures.
= T My Computer My Compuiter
=l [B] [Z] Basic Haed Disk 0 [ST 34001 48] Basic Hard Digk Drve 3726
=i [5] #55 Fret Hard Digk: Track First Track 0 Byte
== Master Boot Record MBR 0 Bute
[ 5 Logical Disk |:) Primary MTFS 1226
= [ ESEsterded Paititan Eutended el
[ @ Logical Disk (D) Logical NTFS 1476
[ i Logical Disk: [E:) Lagical MTFS m2G
= [ [E] Basic Hard Disk 1 (FUNTSU MPF31024T) Bazic Hard Digk Drive 950G

o Backup destination. The Backup Wizard allows saving backup archives to local or network
drives, to physical partitions (without drive letters assigned), or burning them to CD/DVDs. It
is also possible to place the archives in the Backup Capsule. The user needs to select a

destination, taking the estimated archive size and available space on the backup destination
into account.

Thete are seversl waps the Wizard can store your data, Fleass select how vou would ke to save the
archive:

(1| Save data o bealnetwerk dives. |
() Save data to physical paitiions,
" Bum the data to CO or DD,

0 Name and location of the resulted image. Provide a file name for the new image and its
exact location. The program automatically offers an easy to understand name containing the
date and the time of the archive creation, which can anyway be modified.

Select a folder where the archive should be placed and specily the aschive name. The archive name wi
wzed az a subdolder whene backup data files will be shored.

Archive lacation: [E-/ac_150507091454218/ B %

Mame | Se |C
= £ My Computes

& [2] System (C:)

# [5] Appications (D:)

® [Z] BACKUP ()

® [EFATRLNUX [5:)

& (7] Local Digk ;)

® [Z] Local Disk [K:)
- T M etescr

Aschive detals

Archive name:  |erc_150507051454218

Estmaled aichhe size: 2 MB
Space avalable on backup destination:  748.2 MB
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a Archive Comment. The user can add some additional description to the archive that will
later help to distinguish it from the others.

Pleass enter a short comment: to descbe the archive

w,
E\_ I |H-:- comment

In addition, there is the possibility to make further detailed settings (although the default values will do in
most cases). To activate the advance mode, the user needs to mark the appropriate option on the second page
of the wizard (i.e. the What to back up page). The checkbox is to be found at the foot of the page
[[] Change backup settings

Mote: Thes oplion s recommendsd for advanced ussrs o, When it is marked, the next page allows the user to define:

0 Whether the archive integrity will be controlled.

0 Whether image file names will be set automatically in complex archives.

o Compression level for the backup image (including the No compression variant).

0 Whether the archive will be split (if this is the case the user can set the maximum size for the archive
files).

0 Whether the archive will be protected by password.

Whether the selected disk (or the selected partition) will be copied in the sector-to-sector mode
(including unused sectors as well).

Whether the OS auxiliary files (pagefile.sys, hyberfil.sys) will be included in the backup image.
Recording speed when the user wants to burn the backup image onto CD/DVDs.

ISO image folder where the archive that is to be recorded on a disc, is placed.

Whether the operation will be performed without rebooting the system. The program needs to
reboot the system in order to have exclusive access to processing data. In a Windows environment
this is difficult to achieve because even when all the other applications are closed, the system service
programs are still running. However, there is a way to avoid rebooting. The mode of processing the
backup operation without rebooting is named Hot Processing. The user is also able to define specific
parameters for the Hot Processing mode.

O

000D

5.1.3 Results

After the backup operation is completed the user receives an image of the selected disk (or the selected
partition). This image is placed into the specified destination (a local or network disk, the Backup Capsule,
or a CD/DVD disc), its features defined by the wizard.

Copyright© 1994-2007 Paragon Software Group. All rights reserved.



Hard Disk Manager™ 2008 Server 20 User Manual

Available operation scenarios:

Backup to a Local Mounted/Unmounted (without Drive Letter Assigned) Partition
Backup to a Network Drive

Backup to External Media (CD/DVD)

Backup to the Backup Capsule

Differential Backup

Cyclic Backup
Synthetic Backup

OO000D0 0D
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6 Maintenance

One of the crucial components of a present day computer is a hard disk as it keeps the most valuable thing —
information. As any mechanism it requires permanent servicing in order to function properly and efficiently.
But as average users we only are able to carry out the so-called indirect servicing, i.e. to provide the on-disk
data protection and its optimal performance.

Our program offers a number of maintenance procedures for a hard disk:

o File system defragmentation. A common problem that negatively affects a hard disk performance is
a non-optimal allocation of files. It is an operating system that accounts for it, as fragments of one file
appear to be in different places on the disk. Thus by re-writing files more compactly you can
considerably improve the hard disk performance.

o Ability to clone hard disks. Many people clone hard disks just to back up data for security reasons as
it enables to successfully transfer all on-disk information including standard bootstrap code and other
system service structures, thus maintaining the operating system’s working capability. In case of a
system malfunction, the user can get the system back on track in minutes. No additional configuration
is required, what is very convenient.

o Backup/Copy Scheduling. Scheduling enables to automate such routine operations as backup and
copy, in that way allowing the user to organize a reliable data protection system.

6.1 Hard Disk Optimization

Defragmentation is the process of rewriting parts of a file to contiguous sectors on a hard disk to increase the
speed of access and retrieval. When files are updated, the computer tends to save these updates on the largest
continuous space on the hard disk, which is often on a different sector than the other parts of the file. When
files are thus fragmented, the computer must search the hard disk each time the file is opened to find all of
the file's parts, which slows down response time.

Paragon Total Defrag™ enables to defragment NTFS and FAT file systems. In order to launch it, click the
Maintenance button of the Express Launcher and select Hard Disk Optimization.

& To know more about Paragon Total Defrag, please consult documentation that comes with
the program.

Available operation scenarios:

o Hard Disk Optimization

6.2 Cloning Hard Disks

The program provides the ability to clone hard disks of any file system. During the hard disk copying
process, the program moves controlling records of used partitioning scheme, the bootstrap code and on-disk
partitions. This operation cannot be substituted by simply copying all on-disk partitions.

The operation can be accomplished with the Copy Hard Disk Wizard.

6.2.1 Starting
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To launch the Copy Hard Disk Wizard, click the Maintenance button of the Express Launcher and select
Hard Disk Migration. After the mentioned action the Welcome page of the wizard will be displayed.

% Copy Hard Disk Wirard E||Z|

Welcome to the Copy Hard Disk Wizard

Thit vezaid bedpe po 1o cosale & copy of haid dak.

Bac [ Mt ]l Cancel

6.2.2 Settings

The Copy Hard Disk Wizard allows the user to configure the settings and then start the operation in
accordance with the entered parameters. Here the user sets the parameters of the operation defining:

o The hard disk to copy. Select a hard disk you want to copy
o Copy parameters. The Copy Hard Disk Wizard allows the user to specify the following
options:

By Copy Hard Disk Wirard E|r£|

Set up copy oplion:
O thiz page pou can set up wanous Cops optionT -

Choobe copy ophons thst st bl pour back:
Copy opticne:

|:|HDI:I v 00|

[ Pastions raw copy

] Pedioim rcosmental copy
Resize options:

[#] Remove feee blocks between partiions

Cogr clala ard feana partions proporionsl

Verification options:

[[] Pedorm surface test

L] Werily writing

Thiz pption allows pou lo copy an entive hand dick sector by sechos without taking into
acoount #3 paibion stnachee,

Tosevizs the recilts of the copy opsiabion, chck Mext

It&mk]|He:¢>|[Eamd]
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- Copy options. This section enables to switch between two options:

HDD raw copy (allows to copy a hard disk in the sector-by-sector mode to successfully process
unknown file systems).

Partition raw copy (allows to copy a partition in the sector-by-sector mode to successfully process
unknown file systems).

Perform incremental copy (once the complete copy of a hard disk is created, it can be used as a base
for the incremental copy. Mark the option to make the program perform the exact bit-wise
comparison of the previous data (saved in the parental copy) with the current data (that is actually the
hard disk itself). After that only most recent information will be processed. It considerably decreases
the amount of data written).

- Resize options. This section enables to switch between two options:

Remove free blocks between partitions. If this option is activated, the program does not keep blocks
of free space between partitions on the targeted hard disk.

Copy data and resize partitions proportionally. If this option is activated, the program proportionally
changes the size of partitions keeping their relative order intact. The option can be useful when
upgrading the hard disk to a larger one.

- Verification options. This section allows the user to define whether the Surface test and/or the
Writing Verification test will be accomplished during the operation.

6.2.3 Results

After the operation is completed the user receives a fully functional duplicate of the existing hard disk.

& The operation will be performed immediately after confirmation. No virtual mode is
available.

Available operation scenarios:

o System Hard Disk Migration

6.3 Backup/Copy Scheduling

The program provides the possibility to automate the backup/copy operations with the Schedule Backup and
the Schedule Hard Disk Copy wizards. The functionality of these two wizards is close to that of the Backup
and the Copy Hard Disk wizards, except the embedded Scheduler, which is used to specify the time for the
execution of the backup/copy operation. There are two categories for time settings (these correspond to
appropriate items in the Schedule type menu):

a Initiating the backup/copy operation by an event:
- One time only (i.e. the Once item)
- When system starts (i.e. the At System Startup item)
- When the user logs on (i.e. the A¢ Logon item).
o Initiating the backup/copy operation periodically (i.e. Daily, Weekly, Monthly).

The user just needs to select one of the variants. Depending on the choice, the scheduler will display a form
that enables to set the schedule.
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¥ Backup Wizard

Schedules
Thiz page alows vou to schedule backup process.

Plaase spaciy how and when would you ke to perdom the task:
© e
[ Shutdown system on complste
Fouri the task; ot
19122006 & e 0000 2
Evvaey
1 | Drage o the manth
[[] Cro ruck yun the lack aftes:
[19122006 ;|

24

[ <Back J| Metz ||
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7 Rescue and Recovery

This section is for those who already know what it feels like when your system fails to boot because of a
hard disk malfunction or a virus attack and your precious data is under threat. If this is the case, it is too
early to despair - you still have a good chance to get everything back on track again.

Our program offers a number of facilities to tackle issues of this kind:

o System and Data Restoration. Actually it is the reverse of the backup operation, thus without having
a previously made backup image, you will not be able to use it. However it is the most efficient and
easy to use way to recover the system and data.

o Data Transfer. With the File Transfer Wizard the user can retrieve important data from a failed hard
disk and copy it to another hard disk or burn it to CD/DVD before reinstalling the system or replace
damaged files by using a previously made backup image.

o Bootable Recovery Media Creation. The program provides the possibility to prepare a set of
recovery tools on external media (CD, DVD or floppy disks). The tool set can be of assistance in case
of an operating system corruption, which means that the user is able to boot the computer even when
the operating system is not able to do so.

7.1 Restoring System and Data

The program includes a convenient and reliable restore wizard. It provides easy to understand instructions
which allow the user to configure and perform all the necessary settings.

& All contents on the disk selected for restoring purposes will be deleted during the operation.

7.1.1 Starting

To launch the Restore Wizard, click the Rescue and Recovery button of the Express Launcher and select
Restore. After the mentioned action the Welcome page of the wizard will be displayed.
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¥* Restore Wizard

Welcome to the Restore Wizard

Thiz wizard helps you Lo 1eslons 20 image of haid digk(s] o partitior]z]

i To conlinue, chek Nest
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cBack | Mes> || Cancel

7.1.2 Settings

User Manual

The Restore Wizard allows the user to configure the settings and start the operation in accordance with the

entered parameters. In our case we set the following parameters of the restore operation:

0 A backup image to be restored. The Browse for archive page enables to browse disks for an
appropriate backup image.

By clicking the Switch to File View link, the user can find the required image in the browser-like
window. The section below (i.e. Archive File Details) displays a short description of the selected

image.

Lock in: | [5] BACK-UPE:)

| Mame
B e w080
| leng_0_C.phi
| Imnig_D1_pbl
| & (50WD/CD-RW Diive [F]

¥ B X
[Sze | Date [
[T A0 TR s
1.9G8 27122004 18:26:19
T1KE 15022005 171907
|

Archive File Detail:
Hame:
El‘.‘l‘l‘i‘l‘lﬁl"ﬂi
Wohume label:
File: siesten
Used space

Moreover, on this page the user has the possibility to create new folders or delete existing

Logical Disk [C:]
My System Pariition [NTFS. Windows 3P SP1]

Sypshem

HTFS Tolalsize:. 122GB
35 GE Free space: 87 GB
E:flmg 0 C.pbf

files/folders by clicking the appropriate buttons.
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By clicking the Switch to Archive List View link, the user can see the list of all images created with
the Backup Wizard. To get a clear-cut picture on properties of the required image, just click on it and
the section below (i.e. Archive File Details) will display a short description.

Shove al v 5

Show partiions  PU07 16:22:37  Complex Archive 21G8

Y T 2007 16:3512  Masler Boot Record 0 Buytes Ho comment
& 15032005 16:17:44  Basic Hard Disk 1 [Unknown Model] 956 My Hdd 2
£ >
Switch lo File Wiew

firchive File Datsils

Hams:  Basic Hard Disk 1 [Unknown Model]
Commers: My Hdd 2

Type: Bazic Hard Dizk Drive

Total sizec 95 GE

File: E:Amg_07.pbt

Besides, the user may differentiate images of partitions or hard disks by setting up the filter in the
left top corner of the page.

O An item of the selected archive to be restored. The program allows the user to restore not only an
entire archive, but also separate items of the archive. It is very convenient in case of restoring
separate partitions from the entire disk archive.

Flease select e of the object(z) o resdone:

| Mame Type | Fle system | Size Used
SE B Basic Haed Disk 1 [Unkrown Model] Basic Hard Dizk Dive 35GE
{5 Logical Disk 1) Primary FaT22 23GE  GMB
=l [ Estendad Patlition Extended 0 Bytes
B Logical Disk [1) Logical NTFS 246G 151 M8
Logical Dizk [1] Lagical Linux Ex13 14GB  57MB
@Ltﬂcdﬂisﬁ | Logical Lrwx Swap2 6353 ME 5KB

0 A place to restore the archive to. Selecting the destination, please note - all contents on the disk
selected for restoring purposes will be deleted during the operation.

Fizaze salect a place wou would e bo restore the archive bo. Hobe that if pou select an exsting hard disk o
pattition, itz content will b= delated and replaced with the one from the archive.

Bazic Hord Disk 1 (FUNTSUMPEITO2AT]

v 6] L1
EBGEFATI2 1.

Basic Hard Digk 2 [Maztor 7Y 250P10] ‘

&) [E:) ) [Unallocated)
1171 GB MTFS 1165 GB |

W

To help the user get a clear-cut picture of the operation outcome, the program allows inspecting the
resulted disk layout.

Copyright© 1994-2007 Paragon Software Group. All rights reserved.



Hard Disk Manager™ 2008 Server 28 User Manual

“our hard disk alter fhe changes:

| Bagic Hard Dizk 1 [FLLITSU MPF31024T)

@) (6 ‘Ig[ﬂna!mated] HI”IQHIH |
I 2 iGENTFS 4268 e, e

7.1.2.1 Restoring Partition:

o Size of the restored volume and free space before and after it on the disk.

Logical Disk Restors Optionz
Flease specily the size of the restored padition: 2533 £| 15MB - 113365 MB
Please specily size of fiee space bafore the pattior: [0 =) OMB - 112350 MB
Please specily sze of free space after the paritiorr 34032 = 0MB - 119350 MB

0 Drive letter assignment after restore. The pull-down list contains vacant drive letters that can be
associated with the restored partition.

Azzign the following dive latter. G b

7.1.2.2 Restoring Hard Disk:

0 Copy data and resize partitions proportionally. If this option is activated, the program
proportionally changes the size of partitions keeping their relative order intact. The option can be
useful when restoring to a larger hard disk.

0 Perform surface test. Define whether the surface test will be accomplished during the operation or
not.

*rour hard digk after the changes:

[Basic Hard Disk 2 [Maxtor 7Y 250P0)

|| AD

Haed Disk Restote Options
[[]Copy data and iesize pailiors proportionall |

Iny i mods, the\Wizaid changes the size of patitions in e same propoition, with keeping intact i
ielatrve oider. This ophon can be uselul in resling an image of haed disk 1o & baiger one.

[] Pertorm surface test

St thiz ophon f you want the \Wizasd to perlom the susface best on the taigel hard disk. In thes cass_ #
the program finds bad and wrelisble sectons i will mark them as unusable ones.

&) [Unallocated]
22T GH

7.1.3 Results

The wizard will restore a disk (or partition) that has been archived, and make it available to use in the
operating system.
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Available operation scenarios:

o Restoring from the Backup Capsule
0 Restoring from External Media (CD/DVD)
o Restoring from a Network Drive

7.2 Transferring Files

File Transfer Wizard is designed to make such operations as copying of separate files/directories or burning
of them to CD/DVD as easy and convenient as possible. Besides it provides access to Paragon backups as
regular folders to browse through their contents or copy required files.

7.2.1 Starting

To launch the File Transfer Wizard, click the Rescue and Recovery button of the Express Launcher and
select Transfer Files. After the mentioned action the Welcome page of the wizard will be displayed.

!' File Transfer Wirard

Welcome to the File Transfer Wizard

Thiz vazaed belps pou sauly cop e ard tave pow daba ‘You can ave dats toared on local deve of shated withen dove sichive
presvmoiishs crasted by Backup/mags toftwane.

To condirue. chck Med

7.2.2 Settings

The File Transfer Wizard allows the user to configure the settings and then start the operation in accordance
with the entered parameters. Here the user sets the parameters of the operation defining:

a Place to look for files/directories. Select a source disk from the pull-down list in the right pane of

the page. The program enables to process both mounted and unmounted (without drive letter
assigned) partitions. Besides it is possible to map a network drive.
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Source
" [ System () v B % ¥
[E] BACKUP [E-) o],
M #
|_ [E] FAT 32LIMLE F)
[Z] Local Disk [5:)
() DVD Diive (H:) b ata
[E] Lacal Disk (1]
() DVDCDRW Drive |
) Fiwsical pantitions

] Network places
LB Metwerk w

| £

a0 Object(s) of operation. Choose files/directories you want to copy and place them to Clipboard by
pressing the Add button. To delete a file/directory from the Clipboard, select it in the Clipboard pane
and press the Remove button. You can also create a new folder, rename or irreversibly delete existing
files/directories of the left pane by pressing the appropriate buttons.

Clipboard Source

[ Name Source Path | 5] System(C) v @R ¥
[ Apphication Data C:/Documents and Seltings... )

o Destination to store the object(s). The File Transfer Wizard allows copying data to local or network
drives, to physical partitions (without drive letters assigned), or burning them to CD/DVDs. Choose
the way the data will be stored.

There ae several ways the Wizand can stoos your data Plass selact how
(5| Save data o localinetwork, drives. |

() Save data to physcal pastitions.

() Bumn the diata o CO o DVD.

a Revision of changes. The Operation Summary page provides structurally divided information on all
the actions made in the wizard. Check the changes and come back to any of the steps of the wizard to
correct them (if necessary) by following the required hyperlink.

Copyright© 1994-2007 Paragon Software Group. All rights reserved.



Hard Disk Manager™ 2008 Server 31 User Manual

Plaaza ovarview the bansies ophons. You can retum to the conesponding page and changs the ophions by

chling on ke hypeiinks.
Ok
Object[z] selected: 1
Total data size: 1.7 ME [1 834 592 Bytes)
1 —
Destmation path: C/
Space available on destination: 6.2 GE (6 208 829 952 Bytes)

7.2.3 Results

The wizard will transfer files/folders to the specified destination (a local or network disk or a CD/DVD
disc).

Available operation scenarios:

o Copying of data from the corrupted system disk to another hard disk
0 Burning of data from the corrupted system disk to CD/DVD
o Copying of data from a backup to the corrupted system partition

7.3 Building Recovery Media

Creation of bootable recovery media is performed with the Recovery Media Wizard. The wizard is so well
designed that the user simply needs to follow its easy instructions to carry out the operation.

7.3.1 Starting

To launch the Recovery Media Wizard, click the Rescue and Recovery button of the Express Launcher and
select Burn Rescue Kit. After the mentioned action the Welcome page of the wizard will be displayed.

L Recovery Media Builder

Welcome to the Recovery Media Builder

Recovery Media Buldes halps you cieale the Recovery Mada
| which vou can use to boat your comguler fram in caze you
operabing system cannot boct any more. The Recavery Media
containg the mar components of the product and allows you to
peerfom miost of kg recovery opedations.

T confirus, chck Mext.

¢ Back | New> | | Cancel

7.3.2 Settings

Copyright© 1994-2007 Paragon Software Group. All rights reserved.



Hard Disk Manager™ 2008 Server 32 User Manual

The Recovery Media Wizard allows the user to configure the settings and start the operation in accordance
with the entered parameters. In our case we set the parameters of the future recovery tool by defining:

o Type of the recovery media the user is creating. The recovery tools can be placed either on a
CD/DVD disc or on a floppy disk.

) CDJ/DVD

The Recovery Meda wall be created on a CO/DVD. This option ks recommended bacauss
thee size of thes disc alloswss pou bo make all the recovery feahwes avaiable.

() Floppy Dizk

The Recovery Media will be created on a floppy disk. & number of avalable recovery
feabunes will be sigraficantly knibed,

o Contents of the recovery set. The recovery tools can include the standard Recovery Media image
(included in the installation package) or software defined by the user. In the last case the user can
record a prepared image by setting the path to the image file on the disk.

(=) Typical
Uze the standard Recovery Meda image supphied with te program.
() Advanced

You can add some hles oo folders to the standard Recovery Media mage supphed with the
[program.

() User specified CD/DVD image [.iso file]
Uze CO/OVD mage from specific lacation.

5/Paragon Softwace/Hard Disk Manager 2008 Suite 150 /booted_ea iso Browse

0 A recording device. The appropriate external media (CD/DVD or a floppy disk) needs to be inserted
into the selected device.

o CD/DVD writing parameters (in case the user selects this kind of media). Writing parameters
include writing speed (maximum or minimum) and the ability of ejecting the recorded disc after
completing the operation.

th'lg speed H ST v:

[] Eject the disc after witing

The program supports CD-R, CD-RW, DVD-R, DVD+R, DVD-RW, DVD+RW and also DVD-R, DVD+R
double layer discs. If the inserted disc is not empty, the Wizard suggests the user erasing its contents. When
the user confirms the operation, the program deletes the re-writable disc's contents and begins the recording
process.

7.3.3 Results

As a result, the user receives recovery media, which can be used in most emergencies.
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8 HDD Utilization

Data security nowadays is the burning issue not only for companies and government agencies, but rank and
file people as well. Our personality is now fully embedded in computer technology. It is computer you apply
to when at work, it is also computer you use at home for entertainment or as a reservoir for containing some
valuable data such as personal correspondence, banking account information, credit card numbers, financial
records, whatever... It is obvious that this kind of data should in no way be available to others. That is why,
when disposing of a storage device (a hard disk or a flash memory drive), the crucial thing is to make sure it
does not contain any information, because simple deletion, or even reformatting do not guarantee data
security at all. To do that, you need a specially designed tool.

Our program provides the ability to wipe hard disks/partitions of any file system or only destroy any
remnants of deleted files/directories left on disk without affecting the used data, thus providing high level of
security.

The operation can be accomplished with the Wipe Wizard. The wizard is so well designed that the user
simply needs to follow its easy instructions to carry out the operation.

8.1.1 Starting

To launch the Wipe Wizard, click the Securely Dispose of Hard Disk button of the Express Launcher and
select Disk Wiper. After the mentioned action the Welcome page of the wizard will be displayed.

¥, Wipe Wizard El@

| Welcome to the Wipe Wizard

Thit vezand badps pou macly vaps enlie haed disks, sepaiate paititions and clear res
spacs by make your serdiive data urrecoverabls

T coonitirme, click Best

8.1.2 Settings

The Wipe Wizard allows the user to configure the settings and then start the operation in accordance with
the entered parameters. Here the user sets the parameters of the operation defining:
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o The hard disk/partition to wipe. Select a hard disk/partition the data of which you want to
destroy.

Fleaze chooze an object for wipng, It can be a whols hard disk., a single paitiion or a block of unallocaled space You
can sek bo vape &l dala on the palilion o only unoccupeed space on i [see lhe nexl depl.

| Bagic Hard Disk 0 [ST3400144)
@ (C) e : =
'I‘Iziﬁ‘BNTFS ltﬂ!ﬂl“:‘:l o)1 l

14.7 GB NTFS | M 1026B NTFS
Basic Had Disk 1 [FUJITSU MPF3102AT)

@) (6 9 -
EEGEFAT32 [ L1 ||

Ihn: Hard Dizk 2 [Maxtor 7Y 250P0)
) [K:) 2 ) (Unallocated)
| 117.1 GBE NTFS | 101.4 GB

0 Wipe mode. This section enables to switch between two options:

Choose this oplicn ¥ you want lo deztioy completely 2ll the dats onthe selected object

i) Dhear [wipe] free space

Choase this oplion ¥ you wank bo destioy the aces of data thal may have been left altes an ordinaty delete
operation.

- Wipe out all data. Mark the option to irreversibly destroy all on-disk data of the selected
object.

- Clear (wipe) free space. Mark the option to destroy any remnants of deleted
files/directories left on disk without affecting the used data.

0 Wipe method. Here the user can create a customized algorithm by defining up to 4 wiping patterns,
number of passes for each wiping pattern and for the group of patterns. The Mask spinner control
allows the user to set a two-figure hexadecimal character value ("00" by default). The available range
is from "00" to "FF". The user can also choose whether to carry out residual data verification or not
specifying the percentage of sectors to check.

‘Wipe paramsters

Mask: (00 | Pass count: [1 |

[ Mask: [F & Passcourt 1 %]
[#] Mask: I11 : .,.| Pasz count: |_ =|

[#] Mask: iDﬂ “I Pazs count:

Pazs count for the gioup of patterns: |1 =

[#] Veily wipe rezults
Percantage of sectors bo chack: :1
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o Revise your changes. This page informs the user on all the actions to be made in the wizard in a
bright, graphical form.

*four hard digk before the changes:

Basic Hard Disk 2 (Maxtor 7Y 250P10)

W) (k) I 1) (Unallocated]
117.1 GB NTFS 1004 GB
“Your hard disk after the: changes:

Basic Hard Dizk 2 [Maztor T 250P0]

l L] [E:] I . (7)) (Unallocated)
117.1 GB MTFS 101.4 GB

8.1.3 Results

After the operation is completed the user can see a well informative summary page, providing structurally
divided in-depth information on all the actions made in the wizard.

Reporl| | Digk Viewar

Hard Disk Info

Hard Dizk Basic Haid Disk 1 [FLUITSU MPF31024T)
Serial Mumber lfinliec)
Capacity S5GB

General Info

DOhject Logical Disk [7)
Free Space Only 2 0]

Start Time 22.06.2007 123058
End Time 22 06,2007 123223

Algorithm Info

|

| Save | [ Prnrit |

To continue, click Next

The program also enables to store the resulted report. To do that, just press the Save button and choose the
exact location in the opened dialog.

To make sure that all on-disk data is irreversibly destroyed call the Disk Viewer dialog by clicking the
appropriate tab and see it for yourself.

Copyright© 1994-2007 Paragon Software Group. All rights reserved.



Hard Disk Manager™ 2008 Server 36 User Manual

Repod | Disk Viewer
Sector 1 of 851445
Ox0000 |22 05 94 4F D2 DF 94 AS 497 0B 74 03 BE 94 14 78 *

|

Tl O
ol ol

& ol gl

cor mplN S—:

oM

LOx00D0 |

|0x00EQ BB DF 79 68 E3 CA E4 A6 45 34 AS E3 |49 C2 29

| Dx00F0 |94 1F EB D7 E3 Fi 98 5D 06 1F 5E 83 34 6B ES
£

| 0x0100 | 6B
0=x0110 |BA 18 4B 29 C8 CC 95 61 82 E9 B 92 G4 83 CB

0x0120 | 4C
0x0130 |67 E3 Fo 48 9E F3 Fa ES 07 06 84 AF 04 FB Cé

Please select sector number [1 =| g@Fus 4= Previous Iﬁ Mesa ] [E;*Laﬂ ]

FERlprsl

aHalE- -

s Ardddde): # = =0o-
¥ o daad s sngdoel el ealgd

ol ol ool
- = g ododm
mol—glgo-

<

e
Bl

To continue, click Next

Available operation scenarios:

o Hard Disk Utilization
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9 Advanced Functionality

The bulk of the Hard Disk Manager™ 2008 Server functionality is intended for experienced users, who are
willing to get the most of their systems. Before using these features you should realize pretty well what you
are going to do and what negative after-effects your actions might have. If so, let us see what else the
program can offer you:

o Traditional Hard Disk Manager 2008 Server. It offers its own interface and covers most of the
product functionality from carrying out partitioning operations of any complexity and providing
reliable protection of your system and data to secure utilization of an outdated hard disk. Actually it is
a set of wizards and operation dialogs which can be started with the help of a handy launcher. Besides
thanks to an advanced program engine you can see all changes made to your hard disk in an easy to
catch graphical form before they are in fact accomplished thus minimizing the possibility of any
mistake.

o Backup Capsule Management. Paragon Backup Capsule™ is designed as another alternative to
provide protection of your system and data. It is a specially secured place on the hard disk which is
used to store backup images. The backup capsule has an independent system layout (e.g. a separate
partition) and is even operable when the active file system is damaged. To avoid a removal or
unauthorized access to the data, this partition is hidden and cannot be mounted in the operating
system. The content of the backup capsule is only available for browsing when using special software.

o Boot Management. Many PC users today feel the need for having several operating systems on one
computer. It has to do with a number of factors, one of which is the rapidly developing IT market itself
that makes people constantly upgrade their operating systems. But it is a common practice that when
dealing with a brand new OS, the majority of applications either fail to run or work incorrectly on it
(as it 1s the case with Windows Vista). Of course, you might wait for software updates or just refuse to
use the latest OS for a while and install the older version, but the best way out is to have at the
disposal both versions of the same product. After all you might just want to try out the latest version of
OS, as you seriously doubt the need of it.

9.1 Hard Disk Manager 2008 Server

In order to launch Hard Disk Manager 2008 Server, click the Advanced Options button of the Express
Launcher and select Hard Disk Manager 2008 Server.

& To know more about Paragon Hard Disk Manager 2008 Server, please consult
documentation that comes with the program.

Available operation scenarios:

o Creating Dual Boot Systems

9.2 Backup Capsule Management

All operations related to the Backup Capsule, including its creating and managing, are performed with the
Manage Backup Capsule Wizard.

9.2.1 Starting
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To launch the Manage Backup Capsule Wizard, click the Advanced Options button of the Express
Launcher and select Manage Backup Capsule. After the mentioned action the Welcome page of the wizard
will be displayed.

#4 Manage Backup Capsule Wizard

Welcome to the Manage Backup Capsule
Wizard

This wezaid helps you cieale, iesize of delete a backup capsule - 5 special
secured place whee vour backups vall be sored.

It iz recommended to create bhe Backup Capsude as the last pimare partition
of &% the |ast lopcal deivve within an exbended parhibor. [ pow are an
expenenced user in hard disk partitioning and not s atighed with these wo
options, you can ly 10 create the Backup Capside in othes places, To

pesmil this. please sslect the Advanced Mode cghan.

Pleaze payp attention that = the Advanced Mods the wizard does not
contiol the poszible boot problems wou may encounter later if you
cieale the Backup Capoule, lor exarnple, befoe the spstem paiilion

To conbnue. chok Mext

{ Back [ et » ]|_ Cancal J

9.2.2 Settings

The Manage Backup Capsule Wizard allows the user to configure the settings and then start the operation in
accordance with the entered parameters. In our case we set the following parameters of the backup capsule:

1. The place where the backup capsule will be created. The user should select a hard disk (if
the computer has several hard disks) and then select position for the future backup capsule on
the disk.

O thiz page you can sslect 3 hard disk where a backup capeuls vall be ciaated az well a2 the 1elative postion
of the capsule on the hard disk.

|

‘Basic Hard Disk 0 (ST3400144)
| Qi L W]
i LR W47 GANTRE W 10ZGENTRE
Basic Hard Dizk 1 [FUNTS5U MPFIT102AT]
‘ BB GERATEZ 3
Basic Hard Disk 2 [Maxtor T 250P10)
PE— W |
Uz the buthors to move the marker. Backup capeue will be cieated wiare the marker i E£>
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The backup capsule can be created as a primary partition or as a logical drive within an
extended partition. It can be inserted into any place on the hard disk: at the end (preferable),
at the beginning or somewhere in the middle between other partitions.

2. The size of the backup capsule. It will be created at the expense of free space of the selected
disk.

Backup capsule - cunent sze iz 26 GH
Min capsule sze: 40MB -

Max capsue size: 35 GB

L

There is no restriction on the size of the backup capsule, merely depending on the available
space of the hard disk and the capacity needed for the backup.

If the wizard cannot find enough free space in one block, it will redistribute free space,
joining all free space blocks together into one united block and moving partitions when
necessary. If the total amount of free space is still not enough, it is possible to split a fragment
of space from one of the existing partitions, thus resizing it.

3. Possibility to boot the system from the backup capsule.

(%) Allows to stan recoveny spstem hom backup capude
Tire to display the: backup capsule statup message: |5 seconds £

Chooze a hot key for startup fom the backup capsue: | F1 %
Sharlup message pleview:

iﬁmﬁhﬂdmlmﬂaﬁmﬂmﬁ ]

{7} Do ok allowe to start recovery system from backup capsue|

The program enables the user to start up the computer from the image contained in the backup
capsule. This may be of great use in case of the operating system corruption. There are the following
additional parameters for this operation:

- Time period in seconds the startup message will be displayed;

- A hot key used to choose the backup capsule as the bootable device.

Besides the user can preview the startup message in the box below the settings.
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9.2.3 Results

After the wizard has completed, the user will have created a secured place, i.e. the backup capsule, in which
new backup archives can be stored.

Available operation scenarios:

0 Creating the Backup Capsule

9.3 Boot Management

Our program enables to easily manage several operating systems on one computer with the help of the Boot
Manager Setup Wizard. Among the key features of the wizard the following should be mentioned:

o Up to 16 operating systems on one PC;

0 Secure adding/removing of the Boot Manager startup record to/from the MBR;

a Auto Boot option to automatically start up the previously chosen OS after a certain time period;
0 Hiding of any primary partition except selected at the moment.

The wizard is so well designed that the user simply needs to follow its easy instructions to properly
configure the startup process.

9.3.1 Starting

To launch the Boot Manager Setup Wizard, click the Advanced Options button of the Express Launcher
and select Boot Manager. After the mentioned action the Welcome page of the wizard will be displayed.

ol HoolManager Setup Wizard

Welcome to the BootManager Setup Wizard

This wazaid helps pou Lo sctivate, desctivale and corfigure BoolM anager.

To contrue, chck Mext

coack | Nets | | Cemesl |
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9.3.2 Settings

The Boot Manager Setup Wizard allows the user to configure the settings and then start the operation in
accordance with the entered parameters. Here the user should set the following parameters:

0 Hiding other primary partitions. By marking this option the program will automatically
assign the hidden flag to all primary partitions of the hard disk(s) except the one selected to
boot. This will help to avoid any problems when dealing with different operating systems or
different versions of one and the same OS, as they will be unaware of each other.

Hide other primary partitions

Cheose this ophion to hide other pimaty paititions excepl one that val be :
incapsulate diferent Dperating Swstems.

0 Boot menu options. In this section the user can switch between the following modes:

- Normal mode. Choose this mode to display the boot menu every time the computer starts up
and define a timeout on the expiry of which the program will automatically select the
previously chosen item of the menu.

- Hidden mode. Choose this mode not to display the boot menu until pressing a hot key. For this
mode the user should define a Aot key used to enable the Boot Manager and a time period in seconds
the startup message will be displayed.

Bool meru options
(%) Mommal mode
Timeout for booting last used configuratior: 15 seconds 2
) Hidden mode
Time 1o display the BoolManager statup meszage: (15 seconds &
Choase a hat key for starhup BoolManager: |F1 ~|

o Deactivating/Configuring the Boot Manager. These two options will only be available once the
wizard has been completed and launched again. Select the Deactivate option to remove the Boot
Manager from the MBR (Master Boot Record) or Configure to modify the previously set parameters
of the startup process.

=} Configure
Choose this option 1o enter Seftings page. You wall be able to configue BootManager appearances and Boot
Menu opbons.

) Deactivate

Choose this option to deactrvate BoolManager. This vall remave BootiManages and restore boot process bo its
prenvious stabe:

9.3.3 Results

After the Boot Manager Setup Wizard is completed the program updates the original record in the MBR to
get control of the booting process and to be able to display the boot menu.

Available operation scenarios:

Copyright© 1994-2007 Paragon Software Group. All rights reserved.



Hard Disk Manager™ 2008 Server 42 User Manual

o Creating Dual Boot Systems
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10 Typical Scenarios

This chapter lists a number of the most frequently used scenarios that may be accomplished with the
program. The user can find here useful recommendations and descriptions of operations.

10.1 Backup Scenarios
10.1.1 Creating the Backup Capsule

Let us take a computer of a rank and file user who is most likely to have only one hard disk with only one
partition (the only partition is always system). Suppose that there is enough free space on the hard disk to
create the backup capsule as well. It can be created with the Manage Backup Capsule Wizard:

Launch the Manage Backup Capsule Wizard by clicking the Advanced Options button of the
Express Launcher and then selecting the Manage Backup Capsule item.

On the Wizard's Welcome page, click the Next button.

Select a place on the disk where the backup capsule will be created (see the illustration below).
Click the Next button.

Set the size for the backup capsule. Click the Next button

1
2
3
4
/J\ To boot your system directly from the Backup Capsule in case of a system failure, please
. enable the appropriate option.

5. Start the operation (by clicking the Next button) or return to correct the settings.

Initial State of Hard Disk

lsed Space on
oystem Partition Eres Space
After Creating Backup Capsule
Used Space on Free Backup
System Partition Space Capsule

Backup to Backup Capsule

Compressed
lUsed Space on Free Archive
Systemn Partition Space in Backup

Capzule

After this, the user can place backup archives into the created backup capsule.

10.1.2 Backup to a Local Mounted/Unmounted (without Drive Letter Assigned) Partition
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To save a backup archive on a local mounted/unmounted drive with the Backup Wizard, simply do the
following:

1.

Launch the Backup Wizard by clicking the Protect System and Data button of the Express
Launcher and then selecting the Backup item.

2. On the Wizard's Welcome page, click the Next button.
3. On the What to back up page, mark the appropriate option opposite a hard disk’s name or a
partition’s name depending on the chosen task. Click the Next button.
4. On the Backup Destination page, select the Save data to local/network drives or Save data
to physical partitions option. Click the Next button.
5. Depending on the choice, select a local mounted/unmounted (without drive letter
assigned) disk as a backup destination.
Please take into account values of the parameters Estimated archive size and Space available
& on backup destination - if the archive size exceeds the available space, another drive needs to
be selected.
6. Edit the archive name if necessary and click the Next button.
7. Add comments to your backup describing its contents. Click the Next button.
8. On the Backup Summary page review all parameters of the operation and modify them if
necessary. Click the Next button to start the backup process.
10.1.3 Backup to a Network Drive

To save a backup archive on a network drive with the Backup Wizard, simply do the following:

I.

(98]

Launch the Backup Wizard by clicking the Protect System and Data button of the Express
Launcher and then selecting the Backup item.

On the Wizard's Welcome page, click the Next button.

On the What to back up page, mark the appropriate option opposite a hard disk’s name or a
partition’s name depending on the chosen task. Click the Next button.

On the Backup Destination page, select the Save data to local/network drives option. Click

the Next button.

Select a network disk (it must be mounted and be available in the system by a drive letter).

£\

Please take into account values of the parameters Estimated archive size and Space available
on backup destination - if the archive size exceeds the available space, another network drive
needs to be selected.

N

10.1.4

Edit the archive name if necessary and click the Next button.

Add comments to your backup describing its contents. Click the Next button.

On the Backup Summary page review all parameters of the operation and modify them if
necessary. Click the Next button to start the backup process.

Backup to External Media (CD/DVD)

To store backup images on CD/DVD with the Backup Wizard, simply do the following:

1.

2.
3.

Launch the Backup Wizard by clicking the Protect System and Data button of the Express
Launcher and then selecting the Backup item.

On the Wizard's Welcome page, click the Next button.

On the What to back up page, mark the appropriate option opposite a hard disk’s name or a
partition’s name depending on the chosen task. Click the Next button.
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10.1.5

On the Backup Destination page, select the Burn the data to CD or DVD option. Click the
Next button.

Select a recordable device on the list and edit the archive name, if necessary. Click the Next
button.

Add comments to the backup describing its contents. Click the Next button.

On the Backup Summary page review all parameters of the operation and modify them if
necessary. Click the Next button to start the backup process.

Backup to the Backup Capsule

To place backup images into the backup capsule with the Backup Wizard, simply do the following:

1.

Create the backup capsule with the Manage Backup Capsule Wizard.

2. Launch the Backup Wizard by clicking the Protect System and Data button of the Express

Launcher and then selecting the Backup item.

3. On the Wizard's Welcome page, click the Next button.

4. On the What to back up page, mark the appropriate option opposite a hard disk’s name or a
partition’s name depending on the chosen task. Click the Next button.

5. On the Backup Destination page, select the Save data to the Backup Capsule option. Click the Next
button.

Please take into account values of the parameters Estimated archive size and Space available
A on backup destination - if the archive size exceeds the available space, delete outdated
backups from the Backup Capsule or resize it with the Manage Backup Capsule Wizard.

6. Edit the archive name if necessary and click the Next button.

7. Add comments to your backup describing its contents. Click the Next button.

8. On the Backup Summary page review all parameters of the operation and modify them if necessary.
Click the Next button to start the backup process.

10.1.6 Differential Backup
To update the image of the selected partition, simply do the following:

1. Launch Hard Disk Manager 2008 Server by clicking the Advanced Options button and then
selecting Hard Disk Manager 2008 Server in the Express Launcher;

2. In the main window of HDM click the Differential Backup item of the Wizards menu on the
Common Tasks bar;

3. On the Wizard's Welcome page, click the Next button;

4. On the Browse for Archive page, select the required base archive in the browser-like window. The
Archive File Details section displays a short description of the selected image;

5. The Archive Content page displays detailed information about the contents of the archive. It
includes a full description of properties about the partition. In addition, there is the possibility to
modify backup settings. To activate the advance mode, the user needs to mark the appropriate option
at the foot of the page;

6. On the Backup Destination page, select the necessary operation:

o Save data to local/network drives
o Save data to physical partitions
o Burn the data to CD/DVD
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7. Add comments to the backup describing its contents;
8. Select how to perform the operation:
o immediately (the Back up now option)
Q schedule the operation
Q or generate a script in accordance with the entered settings

After the operation is completed the user receives differential backup of the selected partition. It is placed
into the specified destination (a local or network disk, or a CD/DVD disc), its features defined by the
wizard.

10.1.7 Cyclic Backup
To automate the backup process and make a cyclic backup of the selected partition, simply do the following:

1. Launch Hard Disk Manager 2008 Server by clicking the Advanced Options button and then
selecting Hard Disk Manager 2008 Server in the Express Launcher;
2. In the main window of HDM click the Cyelic Backup item of the Wizards menu on the Common
Tasks bar;
On the Wizard's Welcome page, click the Next button;
4. On the What to back up page, mark the appropriate option opposite a partition’s name depending
on the chosen task;
5. On the Backup Destination page, select the necessary operation:
o Save data to local/network drives
o Save data to physical partitions

[98)

6. On the next page, select a folder to place the image to and specify its name;

7. Add comments to the backup describing its contents;

8. Schedule the operation. The program allows the user to automate the backup operation. The utility
for this purpose is referred to as the embedded Scheduler, which is used to specify the time for the
execution. There are several available options. Depending on the choice, the scheduler will display a
form that allows the user to set the schedule:

Q Once. Mark the option to define the date and time when the operation is to be launched.

Q At System Startup or At Logon. Mark the option to define where the operation is to be
launched with every logon (system startup), only once, or periodically.

0 Daily. Mark the option to define the time when the operation is to be launched, a period
during which the operation will be performed (in days), the date when the operation will be
started first and the date after which the task will be deleted from the scheduler's waiting list.

Q Weekly. Mark the option to define the time when the operation is to be launched, a period
during which the operation will be performed (in weeks), days of the week, when the operation
will be started, the date when the operation will be started for the first time and the date when
the operation will cease to run.

Q Monthly. Mark the option to define the time when the operation is to be launched, a day of a
month when the operation starts, the date when the operation will be started for the first time
and the date when the operation will cease to run.
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Shutdown system on complete. Mark the option to automatically switch off the computer on the
successful accomplishment of the operation.
9. On the Cyclic backup type page, choose the way of creating a cyclic backup:
Q Base type. Every image created during the operation will be made as a complete base archive.
a Differential type. Every first image will be made as a complete base archive and all the others
will be differentiated from it. This operation requires much less space, thus considerably
saving your system resources. By setting Maximum disk space to store images and Maximum
number of images to store the user defines when the operation will be cycled. That means that
on exceeding these two parameters the oldest archives (only differential) will be automatically
overwritten.
10. The Operation Summary page provides structurally divided information on all the actions made in
the wizard. Check the changes and come back to any of the steps of the wizard to correct them (if
necessary) by following the required hyperlink.

The operation will be run according to the specified parameters. The resulted backup image will be placed
into the specified destination (a local or network disk), its features defined by the wizard.

10.1.8 Synthetic Backup

To synthesize a new property modified archive based on the existed backup images of the selected
disk/partition, simply do the following:

1. Launch Hard Disk Manager 2008 Server by clicking the Advanced Options button and then
selecting Hard Disk Manager 2008 Server in the Express Launcher;

2. In the main window of HDM click the Synthetic Backup item of the Wizards menu on the Common

Tasks bar;

On the Wizard's Welcome page, click the Next button;

4. On the Browse for Archive page, select the required archive in the browser-like window. The
Archive File Details section displays a short description of the selected image;

5. The Archive Contents page displays detailed information about the contents of the archive. It
includes a full description of properties about the archived disks or partitions;

6. On the Synthesis Settings page the user can define:
a Whether the archive integrity will be controlled.

(98]

program are 100 percent flawless. Nevertheless if you decided not to control the archive

i‘j Checking archive integrity enables to guarantee that all backup images created with the
integrity, the backup operation would take about 3-5% less time.

o Compression level for the backup image (including the No compression variant)

a Whether the archive will be split (if this is the case the user can set the maximum size for the
archive files).

a Whether the archive will be protected by password.

0 Recording speed when the user wants to burn the backup image onto CD/DVDs.

7. On the Synthetic Archive Destination page, select the necessary operation:
0 Save data to local/network drives
o Save data to physical partitions

0 Burn the data to CD/DVD

8. Add comments to the backup describing its contents.
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After the operation is completed the user receives a new synthesized backup of the selected
disk/partition. It is placed into the specified destination (a local or network disk, or a CD/DVD disc),
its features defined by the wizard.

10.2 Recovery Scenarios
10.2.1 Restoring from the Backup Capsule

10.2.1.1 OS is still bootable

To restore a hard disk/partition from the backup image contained in the Backup Capsule with the Restore
Wizard, simply do the following:

1. Launch the Restore Wizard by clicking the Rescue and Recovery button of the Express Launcher
and then selecting the Restore item.

2. On the Wizard's Welcome page, click the Next button.

3. On the Browse for Archive page, select the required archive in the browser-like window. The
Archive File Details section displays a short description of the selected image. Click the Next button.

4. The What to Restore page displays detailed information about the contents of the archive. It
includes a full description of properties about the archived disks or partitions. In case you have a
complex archive, select the required item to restore.

5. On the Where to Restore page select a place you would like to restore the archive to.
6. On the Restore Results page review all parameters of the operation and modify them if necessary.
Click the Next button to start the restore process.

10.2.1.2 OS is not bootable due to some failure

To restore a hard disk/partition from the backup image contained in the Backup Capsule when the current
OS is down, simply do the following:

1. Start up the computer from the bootable backup capsule.
2. The Simple Restore Wizard™ will be started automatically. Click the Next button on the Welcome

page.
3. On the What to Restore page, either type the full path to the backup image of the disk, which
you are going to restore, or click the standard browse button [...] to find it. Click the Next button.
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4. On the Image Properties page, make sure that you select the correct image viewing the provided
information about the archive. When the archive has been chosen, click the Next button.

5. On the disk layout map, select a disk, to be restored. Click the Next button.

6. Set the size of the partition. The user can compress or expand it at the expense of available unused
space. Click the Next button.

7. Click the Finish button to initiate the restoring process.

8. After completing the operation reboot the computer.

10.2.2 Restoring from External Media (CD/DVD)

10.2.2.1 OS is still bootable

To restore a hard disk/partition from the backup image located on CD/DVD with the Restore Wizard, simply
do the following:

1. Insert a CD/DVD disk containing the previously prepared backup image into a CD/DVD drive.

2. Launch the Restore Wizard by clicking the Rescue and Recovery button of the Express Launcher
and then selecting the Restore item.

3. On the Restore Wizard's Welcome page, click the Next button.

4. On the Browse for Archive page, select the required archive in the browser-like window. The
Archive File Details section displays a short description of the selected image. Click the Next button.

5. The What to Restore page displays detailed information about the contents of the archive. It
includes a full description of properties about the archived disks or partitions. In case you have a
complex archive, select the required item to restore.

6. On the Where to Restore page select a place you would like to restore the archive to.

7. On the Restore Results page review all parameters of the operation and modify them if necessary.
Click the Next button to start the restore process.

10.2.2.2 OS is not bootable due to some failure

To restore a hard disk/partition from the backup image located on CD/DVD when the current OS is down,
simply do the following:
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1.

Insert a CD/DVD disk containing the previously prepared backup image into a CD/DVD drive (the
BIOS must be enabled to boot the system from the CD/DVD device).

Restart the computer.

The Simple Restore Wizard™ will be started automatically. Click the Next button on the Welcome
page.

On the What to Restore page, either type the full path to the backup image of the disk, which
you are going to restore, or click the standard browse button [...] to find it. Click the Next button.

8.
9.

On the Image Properties page, make sure that you select the correct image viewing the provided
information about the archive. When the archive has been chosen, click the Next button.

On the disk layout map, select a disk, to be restored. Click the Next button.

Set the size of the partition. The user can compress or expand it at the expense of available unused
space. Click the Next button.

Click the Finish button to initiate the restoring process.

After completing the operation reboot the computer.

10.2.3 Restoring from a Network Drive

To restore a hard disk/partition from the backup image located on a network drive, simply do the following:

10.2.3.1 WinPE Recovery CD

Insert Paragon WinPE Recovery CD (the BIOS must be enabled to boot the system from the

CD/DVD device).

Restart the computer.

Launch the Restore Wizard by clicking the Rescue and Recovery button of the Express Launcher
and then selecting the Restore item.

On the Restore Wizard's Welcome page, click the Next button.

On the Browse for Archive page, select the required archive in the browser-like window. The
Archive File Details section displays a short description of the selected image. Click the Next button.
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6. The What to Restore page displays detailed information about the contents of the archive. It
includes a full description of properties about the archived disks or partitions. In case you have a
complex archive, select the required item to restore.

7. On the Where to Restore page select a place you would like to restore the archive to.

8. On the Restore Results page review all parameters of the operation and modify them if necessary.
Click the Next button to start the restore process.

9. After completing the operation reboot the computer.

10.2.3.2 Linux/DOS Recovery CD

1. Insert Paragon Linux/DOS Recovery CD (the BIOS must be enabled to boot the system from the
CD/DVD device).

Restart the computer.

Set up a network connection by selecting the Network Configurator item of the main menu.

Launch the Simple Restore Wizard. Click the Next button on the Welcome page.
On the What to Restore page, either type the full path to the backup image of the disk, which
you are going to restore, or click the standard browse button [...] to find it. Click the Next button.

e

6. On the Image Properties page, make sure that you select the correct image viewing the provided
information about the archive. When the archive has been chosen, click the Next button.

7. On the disk layout map, select a disk, to be restored. Click the Next button.

8. Set the size of the partition. The user can compress or expand it at the expense of available unused
space. Click the Next button.

9. Click the Finish button to initiate the restoring process.

10. After completing the operation reboot the computer.

10.2.4 Copying of data from the corrupted system disk to another hard disk

To retrieve valuable information from your hard disk and copy it to another hard disk when the system fails
to boot, simply do the following:

1. Connect the second hard disk to the computer.

2. Insert Paragon WinPE or Linux/DOS Recovery CD (the BIOS must be enabled to boot the
system from the CD/DVD device).

3. Restart the computer.

4. Launch the File Transfer Wizard. Click the Nex? button to continue.

5. Select a disk where the files you need are stored from the pull-down list in the right pane of the

page.
6. Choose files you want to copy and place them to Clipboard by pressing the left arrow-button.
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7. Choose the way the data will be stored. Select the Save data to local drives or physical
partitions item. Click the Next button to continue.

8. On the Select Destination Path page, select a hard disk to copy the data to by pressing the Browse
button. Click the Next button to accomplish the operation.

9. After the operation is completed, exit the wizard by pressing the appropriate button.

10. Eject the CD.

11. Turn off the computer.

10.2.5 Burning of data from the corrupted system disk to CD/DVD

To retrieve valuable information from your hard disk and burn it to CD/DVD when the system fails to boot,
simply do the following:

1. Insert Paragon WinPE or Linux/DOS Recovery CD (the BIOS must be enabled to boot the
system from the CD/DVD device).

2. Restart the computer.

3. Launch the File Transfer Wizard. Click the Nex? button to continue.

4. Select a disk where the files you need are stored from the pull-down list in the right pane of the
page.

5. Choose files you want to copy and place them to Clipboard by pressing the left arrow-button.

6. Estimate the resulted data size by pressing the Calc button. Click the Next button to continue.

7. Choose the way the data will be stored. Select the Burn data to CD/DVD item. Click the Next
button to continue.

8. On the Choose a recorder page, select a recorder from the list and then set a volume label by typing
it in the appropriate field. Click the Next button to continue.

9. Insert a blank CD/DVD. In case the inserted disc is not empty, the program suggests the user
erasing its contents. Click the Next button to accomplish the operation.

10. After the operation is completed, exit the wizard by pressing the appropriate button.

11. Eject the CD.

12. Turn off the computer.

10.2.6 Copying of data from a backup to the corrupted system partition

The system fails to boot since some files are damaged. If you have a backup of the system partition, you can
recopy these files to make the system be operable again:

1. Insert Paragon WinPE or Linux/DOS Recovery CD (the BIOS must be enabled to boot the
system from the CD/DVD device).

2. Restart the computer.

3. Launch the File Transfer Wizard. Click the Next button to continue.
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| it from the main menu. \

7.
8.

9.
10.

10.3

Select a disk where the system backup is stored from the pull-down list in the right pane of the
page.

Open the required backup, choose files you want to copy and place them to Clipboard by pressing
the left arrow-button.

Choose the way the data will be stored. Select the Save data to local drives or physical
partitions item. Click the Next button to continue.

On the Select Destination Path page, select the required system disk to copy the data to by pressing
the Browse button. Click the Next button to accomplish the operation.

After the operation is completed, exit the wizard by pressing the appropriate button.

Eject the CD.

Turn off the computer.

System Hard Disk Migration

To migrate your system hard disk to another disk with the Copy Hard Disk Wizard, simply do the following:

1.

Connect both source and destination disks to the computer.

2. Restart the computer.

3. Start the Copy Hard Disk Wizard by clicking the Maintenance button of the Express Launcher
and then selecting the Hard Disk Migration item. Click the Next button to continue.

4. On the Select Hard Disk to Copy page, select a source disk (a hard disk you want to copy). Click
the Next button to continue.

5. On the Select Target Hard Disk page, select a destination disk (a hard disk to copy contents of the
source disk). Click the Next button to continue.

& During the operation all contents of the destination disk will be deleted.

6. Define Copy Options By default, the program offers to remove free blocks between partitions and
resize them proportionally. That is just what we need. Besides we recommend you to enable the
surface test to make sure your new hard disk is flawless.

Choose copy ophons that sult best wour task:
Copy oplions:

[1[HDD raw copy|

[] Pastiticriz: réws cope

[ Petform inceementsl cops
Resize options:

[#] Remowve fnes blocks betwesn paritions
Verificalion oplions:

[] Pesfom surface tast

[] Wesify waiting

7. On the next page of the wizard page review all parameters of the operation and modify them if
necessary. Click the Next button to start the operation

8. When copying is completed, shut down the computer.

9. Disconnect (physically) the source hard disk.

10. Boot the computer from the destination hard disk.
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10.4 Hard Disk Optimization

To defragment an NTFS or FAT partition, simply do the following:

1. Start Paragon Total Defrag by clicking the Maintenance button of the Express Launcher and then
selecting the Hard Disk Migration item.
2. In the main window Select a partition you want to defragment on the Disk Map.

L L 1 1 1 5 [Sieepeesnpiapenpenlssysseeenpengeey 1 1 1 1 1§ § 1 1 1 1 J
EEEEEEEENRC000CSEEENEEDEEENECEEN
EEEEEEEERERERC 00000 C0C0C0C0EEE ERCER
0oo00ooooooooo0oooo0doooodooooomn
oe00oDo0000ooo0ooDodoooodoooooon
it ] [m] Iefmieie] ) Iml [ 1) Iml LI TTT QY DQ]]

o o oo oo oo o o
Oe0o00000m0D0OR000000000000000000
EEEEEEEEEEEEEEEEREEEEEEERREEEEEE

[ FresBlock B Fragmented Block B Used Block B Feadng
4

2; More nformation

Basie Hard Disk 0 [ST3400144)

Ic:) R | JC8

122 GB HTFS | (147 GB HTFS
Iiﬂ-ﬂﬂt! 12.2GB
Fros: 6.4 GB

3. Launch the Defragment Partition dialog by calling the popup menu for the selected partition (right
click of the mouse button) and then selecting the menu item: Defragment Partition...

4. In the opened dialog define settings of the operation. To improve the performance we recommend
you to mark the Do not save content of the Pagefile.sys or (and) Hiberfile.sys option as these files are
only needed for the current Windows session.

c@ammunmwhumﬂ

The defiagmentsbion may mpiove peiformance of wour syslem For locked volumes
thiz opesation will demand bo reboot.

Divectornes placement

Put diectoies: (i B3
Soirt options

Soet by size: Donctsot ™

Soet by modiication time: | Donot sot » |
System files options

Do et zave content of pagelie. sps and [or] bibefl s

5. Start the operation by clicking the Yes button.

10.5 Hard Disk Utilization
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To irreversibly destroy all on-disk information without any possibility to recover and that way providing
maximum level of security, simply do the following:

1. Start the Wipe Wizard by clicking the Securely Dispose Hard Disk button of the Express
Launcher and then selecting the Disk Wiper item. Click the Nex? button to continue.

2. On the What to Wipe page, select a hard disk, the data of which you want to wipe out. Click the
Next button to continue.

3. On the Wipe Mode page, select the wipe out all the data to irreversible destroy all on-disk
information including standard bootstrap code and other system service structures. Click the Next
button to continue.

4. On the the next page of the wizard create a customized algorithm by defining up to 4 wiping
patterns, number of passes for each wiping pattern and for the group of patterns. The Mask spinner
control allows the user to set a two-figure hexadecimal character value ("00" by default). The
available range is from "00" to "FF". The user can also choose whether to carry out residual data
verification or not specifying the percentage of sectors to check.

5. Review all parameters of the operation and modify them if necessary. Click the Nex? button to
start the operation.

10.6 Creating Dual Boot Systems

Release of Windows Vista has given a new impetus to the problem of establishing a dual boot system. In
this connection we decided to consider two the most frequently used situations a rank and file user may face,
i.e. Windows Vista + Windows XP and Windows XP + Windows Vista. Please note that for reasons of
better security and system independence these operating systems will be installed on different partitions.
That is why we need to hide the first system partition before installation of the second OS.

10.6.1 Windows Vista + Windows XP

Suppose you have got Windows Vista coming with your brand new computer. Everything is great except
one thing — your favourite applications simply reject to work correctly on it. Software updates are expected
to release in the near future, but you cannot wait any more. Thus the best way out is to leave Windows Vista
intact and install the time-proved Windows XP.

Most likely you have only one hard disk with only one partition (the only partition is always system). To
install the second operating system you need to repartition your drive first, as it requires a separate primary
partition. If this the case, the following scenario is just what you need:

& This scenario implies that operating systems will be installed on different partitions to
provide better security and system independence.

1. Launch Hard Disk Manager 2008 Server by clicking the Advanced Options button and then
selecting Hard Disk Manager 2008 Server in the Express Launcher;
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Advanced

Manage Backup Capsule
Manage sacure storage for backup imeges

Protect System and Data

Boot Manager
Manage your System's boot options

2. In the main window of HDM select your hard disk on the Disk Map to make a block of free space
on it;

& - -
D Logical Disk (G:)
Volume betber: [G:) Senal number: BCEAR4EE
Volume label: Vists Partition 10- (07 NTFS
Type: Prmgy NTFS version: 201
File spstem: NITES Total size: 2337 GE
Root entnes: 773 Used space: 56.9GE
Sectors per boot: 8 Free space: 1768 GE
Sectors per cluster: £ Achivity. Mo
@ Hidden state: Mo
. E
() : .
(6} Fesce or Move pastition
<
(1 ]
-4 — T - — T
2 MName  |Fiessem | Used |Statseclsr |Stateyinde  Stathesd Sz
2 [5] Basic Hard Disk 2 Maxtor 7Y 25090 23
B Logical Disk (G1) NTFS SEIGE 1 0 1 23
(& i
Bazic Hard Dizk 2 [Maxtor 7 250FP0]
(G:]
2337 GB NTFS
W NTFS B orar2 W OFATIE [ LmwEs2 [ LowsEw2 I PeisafS

3. Release some free space (not less than 10 GB to install Windows XP) from the partition. To do
that, please call the context menu for the selected partition (right click of the mouse button) and
launch the Move/Resize dialog;
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5 FINE EPIIBMC NIFD 100 SERE S350 LE
i B
5 GE

Are pou sure pou wanl bo movefresize volume [G:)?
ﬁ i *fou are about to movediesize NTFS volume [Mo label], [G:)
{l | [Basic Hard Disk 2 (Maxtor 77250P0)
_ | L] _
Name 2337 GB NTFS Used
[ L ) ME Dl 7R
B G35.3)
Ele Vohate size: 239 36E.0ME . v | 67 429 MB - 239 366 MB e
p Fiee space before: |0 Bytes “ | Obstes - 171 937.83MB iRl
— Fiew space alter. [0 Butes 7w Dbytes - 171 930,01 MB
2] © e
2337 GB NTFS
W NTFS B FaTiz W FATiE Lirnse Ext2 LimecEt3 [ Reief5

4. In the opened dialog shift the edge of the partition to the left by the drag-and-drop technique.
While doing this, free space from the partition will be released (displayed in aqua-green). You can
also do it manually by entering the exact size of free space. Click the Yes button to continue;

Are pou zure you want to move/resize volume [G:)7?
“ou are sbout to movediesize MTFS volume Vista, [G:)

Basic Hard Digk 2 [Maxtor MY 250P0)

W) Y-
1849 GB NTFS 4E 8.
(Click: snd drag
: lhere to resize
Free space before: |0 MB == | OMB - Tpartion
Volme size: 183367MB 2|~ | 58274 MB - 239 HEMB

Free space slter: 49533ME 2~ | OMB- 181 084 MB

(%) Mo options I ex | I Ho

5. Now the user has a block of free space sufficient in size to hold a new partition;

Bazic Hard Disk 2 [Maxtor T 250P0)

) (Unallocated)
184.9GB NTFS 48,8 GB

6. Create a new partition to install Windows XP. To do that, please call the context menu for a
newly created block of free space (right click of the mouse button) and launch the Create Partition
dialog;
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Are ypou sure you wanl lo creale a new paitition on disk 27
You aie about to creste ammﬁﬁmp(ummud], 48.8 GB siea Pleass select size,

pasition and fls system of the new partkion.

Bazc Hard Dizk 2 [Maxtor 7Y 250P0)

W) )

B 435GB NTFS
Cieate ness paition az F'rrn.sr.-.- paitiion |
Flease specily mew parition size: 50054 .. 7 MB - 50 054 MB
Fease specily size of free space before the partitiors (0 =| 0 MB - 50 04 MB Used
Please specify size of free space after the pastiiors [0 | 0 MB - 50 046 MB p B s
Flaaze select fle spstem for new padition: | NTFS v ;lﬁésﬁa
Please enter new volume kabel: | | L )
Pleaze specily dive letber: :Nnne ~| —
(%) More options | ves || No | od)

7. Define parameters of the future partition. By all means it has to be primary and since we are
going to install Windows XP, the most preferable file systems are NTFS and FAT32. Click the Yes
button to continue;

Create new partiton as: '_ Primary partition V':
Please specily new parbtion size: |49399 | 7 ME - 49939 MB
Please specily size of free space before the pattiion: [0 =| OMB - 43991 MB
Please specily size of fiee space after the partiior: [0 | OMB - 49991 MB

Pleaze select file system for mew partition: :FATEZ ~|
Please enler mew volume labet '

e JCw ]

8. As aresult of the operation we have got a newly created FAT32 partition just enough in size to
comfortably work with Windows XP;

Bazic Hard Dizk 2 [Maxtor A250P0)

) o
184.9 GB NTFS 43.8GB FAT32
9. Hide the Windows Vista partition to avoid writing any data on it during the Windows XP
installation, as it is the best way to provide system independence. To do that, please call the context

menu for it (right click of the mouse button) and launch the Hide Partition dialog. Click the Yes
button to continue;
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| File system

Hat famatied |

i Are pou zure pou want to hide the partibion?

“fiou are sbout o hide partition [*] Vista, NTFS. Hiding the partition may cause dive HTF%
lettess to be changed.

[ Yo ! [ Mo

184.8 GBE MTF3 I

10. Apply all introduced changes. By default, HDM works in the virtual mode of execution, so you

have to confirm all operations to let the program accomplish them. To do that, just click the Apply
button on the Virtual Operations Bar;

2 48 N o

| Disk View | Help

Apply pending changes ?

[ Do not show this message agan I Yz - MTFS

3
A-EI Sectors per cluster: 2
o

To perform the pending operations the program will need to restart the system into a special mode of
execution.

11. Install Windows XP on the newly created partition. We won’t go into details as for its
installation, as you can find all the necessary information in documentation that comes with the
product. However to avoid any problems, we consider it necessary to draw your attention on the
following issues:

- You need a bootable distributive CD of Windows XP to install it;

- To automatically start your computer from this CD, make sure the on-board BIOS is set up to hoot
from CD first or press F'12 during startup to select a bootable device;

- Do not forget to select the newly created partition as destination.
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Windows XF Professzional Setup
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Use the UP and DOWH ARROY kews to = G an item in the li=st.
= To set up Windows WF on the =e d item, press ENTER.
= To create a partition in the unpavtitioned =zpace. preszss
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& Installation of Windows XP will make Windows Vista non-bootable.

12. Launch the Boot Manager Setup wizard. As your Windows Vista is non-bootable any more, you
need to install Hard Disk Manager 2008 Server once again, but this time in Windows XP to activate
Boot Manager.

& To avoid double installation of the HDM 2008 Server, you can use WinPE Recovery CD to
activate Boot Manager.

13. To launch the Boot Manager Setup wizard, please click the Advanced Options button of the Express
Launcher and select Boot Manager;

Advanc

Hard Disk Manager 2008 Server
PartRioning and hard disk management

Manage Bachup Capsule

Marists Seclrd Horage for Backup images

Manmgps 1-§ rE system’s bood opthons

14. Set up the Boot Manager wizard. The most relevant option here is the possibility to hide other
primary partitions except the one selected to boot and it is by all means should be activated to make
Windows Vista and Windows XP unaware of each other. The rest of the parameters offered by
default will do in our case, so just complete the wizard and it will automatically find the two
operating systems and update the MBR.
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[#] Hide other primary partitions

Choose this option bo hide other primary partiions except one that wil be selected for booling up
ncapsulate diferent Operating Systenms.

Book menu options
(%) Hormal mode

[#] Timecut for booting last used configuations |15 seconds
() Hidden mode
Time to desplay the BootManager dlabup meszage: 15 second: S

C1

Choose a hot key for starup BootM anager: F1 w

15. Now restart the computer to make sure you have got a dual boot system.

10.6.2 Windows XP + Windows Vista

If you’ve got Windows XP and are willing to try the latest Windows Vista but not sure your favorite
applications will flawlessly work on it, the best way out is to leave the time-proved Windows XP intact and
install Windows Vista for studying purposes.

As this very situation is very close to the previous one, please use the Windows Vista + Windows XP
scenario but taking into consideration a number of peculiarities:

1. Besides hiding of the system partition before installation of the second OS you need to make it
inactive as well. To do that, please call the context menu for it (right click of the mouse button) and
launch the corresponding dialog. Click the Yes button to continue;

File systern 5
]
- Mt formalted &
1 Are you sure you want to zet the volume az inactive? - 2
e “Vou aie about to set the volume [] WinkP. NTFS &z naclive. Viou computer may MTFS 1
o longer boat comactly.
t ez i | No
|
184.8 GB NTFS
W HIFS B rFaT B raTie Linwee E st 2 Linnes Ext3

10.6.3 Reviving the System Partition

In case you are not able or not willing to complete the mentioned above scenarios, but have already reached
the point when all changes are applied and everything is ready to install the second OS, simply do the
following to make your system bootable once again:

1. Insert Paragon Linux/DOS Recovery CD (the BIOS must be enabled to boot the system from the
CD/DVD device).

2. Restart the computer.

3. Select the Paragon Hard Disk Manager item of the main menu.
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You can create, delete and farmat hard disk
Paragon Hard Disk Ma 3 partitions using Paragon Hard Disk Manager,
wihic b will stan now, Upon the stam, phass
sebect the drive and one of iis panitions of its
free space. Then activase the ‘Partition’
pull-down menu and select one of the

One Button Copy Wizard partitioning operations.

Simple Restore Wizard

File Transfer Wizard
Menwork Configurator

Log Saver

View the mounted partitions
Command Line
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Power off
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4. In the main window of HDM select your non-bootable Windows partition on the Disk Map;

|

B | Basic Disk 0 (vMware Vinual IDE Hard Drive) - 250 Gb
a . NTFS Visia
K
[Basic Disk 0 |~ Model VMware Vinual IDE Hard Drive, Size 250 Gb
N |Volume |[Type |File System |Size |Used |Free | Volume label
Basic Disk 0 (Size 250 Gh)
0oc Primary NTFS W0Gb  17Gk  199Gh  Vista
1 Primary FAT32 497Gb  249Mb  496Gb  [Nolabel]

5. Unhide the partition by calling the context menu for it (right click of the mouse button) and then

selecting Unhide;
I Create an image of partition... AlrB _ I
E Burm an image of pamitsn o CDDVD
_ re 250 Gb
ﬁ Restore parition from image... AlLR |Fret |‘.-'|:-Iurne label
pize
C nition... AlrC
wig Y panen 199Gb  Vista
Iim ] ; 496 Gb [Ma label]
Cream Al-M
Format... e
eicte._. w
) . Se1 active
Wipe partition,.
Clear free space
Convert ..
S label
Resize/Move... “
Unaunt.,
Change cluster size...
Madity
Retest surface B

6. Only for the Windows XP + Windows Vista scenario you need to make the system partition active as
well by calling the context menu for it (right click of the mouse button) and then selecting Set
Active;
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r Create an image of panition... Ah-B _

=  Burn animage of parition o CO/OVD
T lard Drive, Size 40.0 Gb
E Restore partition from image... AR [Used rFM
|
c Copy partition... Al-C 18Gh 12¢h
" 54 Mb 3ToGh

Creale Al-N

N i

Wipe parition...

Clear free space

Convert...
Resize/Mave... Set label...
Umaun,.,

Change cluster size...

7. You will be notified after the operations are completed.

QOperations list: Suboperation progress
1: Set panition flags T T T T

Operation progress

IIII“IIIIlllllﬂllllillllhllllillllilll

Time elapsed: 00:00:26  Time 1o finish:

Owverall progress

hllllIlllllllllllllllillllilIIIIIIIII

Rebuilding panitions info...
All operations have been finished

8. Restart the computer.

As aresult your Windows becomes bootable once again.

10.7 Linux Network Configuration

In this section you will find out how to set up a network connection under Linux and configure settings of
available network devices with the Network Configurator. The Network Configurator can be launched from
the main menu of the Linux/DOS Recovery CD.

10.7.1 Setting up a Network Connection
In order to establish a network connection and mount available shared resources, simply do the following:

1. Insert Paragon Linux/DOS Recovery CD (the BIOS must be enabled to boot the system from the
CD/DVD device).

2. Restart the computer.

3. Select the Network Configurator item of the main menu.
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7.

On the Welcome page of the wizard, select the Configure Network Connections option. Click the
Next button.

On the Configure Network Connections page click the 4dd button to set up and mount a new
network resource.

In the opened Mount Setting dialog, please define the following parameters for a new connection
and available shared resources:

- Network path to a shared resource on the net. Browse for it by clicking the appropriate button or
manually enter the required path.

- Mount point. It is a local directory where files from a shared network resource will be exported to.
Browse for it by clicking the appropriate button or manually enter the required path.

- Username and Password that will be given by a network administrator to connect to the shared
resource.

Click the Ok button to confirm the entered parameters.

This connection will be added to the list of available network resources.

10.7.2 Setting up a Network Device

1.

kv

8.

9.

Insert Paragon Linux/DOS Recovery CD (the BIOS must be enabled to boot the system from the
CD/DVD device).

Restart the computer.

Select the Network Configurator item of the main menu.

On the Welcome page of the wizard, click the Next button.

The second page provides the possibility to select a file with network configuration settings (by
default, netconf.ini). Click the Next button to continue.

The program performs autodetection of installed network devices and then displays a list of available
devices (if any). The user can add a network device if it is not present on the list by clicking the Add
device button.

Select the required device from the list and click the Configure selected button to configure it.

On the Settings for Interface page set an IP address (automatically defined by the DHCP Server or
a static one), a network mask, a gateway and a DNS server address.

Restart the network to apply the entered parameters by clicking the Restart network button. Click
the Next button.

10. Click the Next button to complete the operation.
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11 Deinstalling the Program

To remove the program from your computer, please click the Windows Start button and select Programs >
Uninstall Paragon Hard Disk Manager 2008 Server.

computer, please deactivate them before removing the program by launching the

,a: In case you have got the Bootable Backup Capsule or activated Boot Manager on your
corresponding wizards. Otherwise their records will remain in the MBR.

12 Glossary

Active partition is a partition from which an x86-based computer starts up. The active partition must be a
primary partition on a basic disk. If you use Windows exclusively, the active partition can be the same as the
system volume.

In the DOS partitioning scheme, only Primary Partitions can be active due to limitations of the standard
bootstrap.

Backup Capsule is a specially secured place on the hard disk which is used to store backup images. The
backup capsule has an independent system layout (e.g. a separate partition) and is even operable when the
active file system is damaged. To avoid a removal or unauthorized access to the data, this partition is hidden
and cannot be mounted in the operating system. The content of the backup capsule is only available for
browsing when using special software.

Backup Image is an archive of the disk, which includes all the on-disk files and service information on the
disk layout. To restore disks from such an archive means retrieving all informational components of the disk
(e.g. a hard disk image consists of its partitions, the Partition Table and even bootstrap code).

Bootable Archives are created by adding a special bootable section when the user is backing up the data to
CD/DVDs. The user is able to restore the data from these archives without having to run the program, but by
simply booting from these CD/DVDs.

Cluster is the smallest amount of disk space that can be allocated to hold a file. All file systems used by
Windows organize hard disks based on clusters, which consist of one or more contiguous sectors. The
smaller the cluster size, the more efficiently a disk stores information. If no cluster size is specified during
formatting, Windows picks defaults based on the size of the volume. These defaults are selected to reduce
the amount of space that is lost and the amount of fragmentation on the volume. A cluster is also called an
allocation unit.

Extended Partition is a type of partition that you can create only on basic master boot record (MBR) disks.
Extended partitions are useful if you want to create more than four volumes on a basic MBR disk. Unlike
primary partitions, you do not format an extended partition with a file system and then assign a drive letter
to it. Instead, you create one or more logical drives within the extended partition. After you create a logical
drive, you format it and assign it a drive letter. An MBR disk can have up to four primary partitions, or three
primary partitions, one extended partition, and multiple logical drives.

File system metadata. The servicing structures of a file system, which contain information about allocating
files and directories, security information etc, are named file system metadata. File system metadata are
invisible for users and ordinary applications because accidental modifications of the metadata usually make
a partition unusable.
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Hard disk geometry. Traditionally, the usable space of a hard disk is logically divided into Cylinders,
Cylinders are divided into Tracks (or Heads), and Tracks are divided into Sectors.

The triad of values {[Sectors-per-Track], [Tracks-per-Cylinder], [Amount-of-Cylinders]} is usually named
Hard Disk Geometry or C/H/S geometry.

Tracks and Cylinders are enumerated from "0", while Sectors are enumerated beginning with "1".

These disk parameters play an essential role in the DOS Partitioning scheme. The alignment of partitions
takes the parameters of the hard disk geometry into consideration.

Modern hardware uses an advanced scheme for the linear addressing of Sectors, which assumes that all on-
disk sectors are continuously enumerated from “0”. To allow backward compatibility with older standards,
modern hard disks can additionally emulate C/H/S geometry.

Hidden partitions. The concept of hidden partitions was introduced in the IBM OS/2 Boot Manager.
Operating systems do not mount "hidden" partitions, which prevents access to their contents.

A method of hiding partitions consists in changing the Partition ID value that is saved in an appropriate
entry of the Partition Table. This is achieved by XOR-ing the Partition ID with the 0x10 hexadecimal value.

This method only works when the set of usable Partition ID values is very limited, since large sets of usable
Partition IDs can lead to confusing file system types; for example, Ext2 partitions are marked with the 0x83
Partition ID value. A hidden Ext2 partition would be marked with the 0x93 Partition ID value, which is
identical with the Amoeba File system Partition ID.

Magnetic Force Microscopy (MFM) is an effective tool to magnetic investigations on submicron scale.
Image obtained by MFM is the space distribution of some parameter characterizing magnetic probe-sample
interaction, i.e. interaction force, amplitude of vibrating magnetic probe, etc. The MFM technology can be
successfully used to resurrect deleted information.

Master File Table (MFT) is a relational database that consists of rows of file records and columns of file
attributes. It contains at least one entry for every file on an NTFS volume, including the MFT itself. MFT is
similar to a FAT table in a FAT file system.

MBR & 1st track of the hard disk is the Oth sector of the disk. MBR (Master Boot Record) contains
important information about the disk layout:

- The partitioning scheme.

- The starting records of the Partition Table.

- The standard bootstrap code (or the initial code of boot managers, disk overlay software or boot viruses).

Generally, the Oth sector is used for similar purposes in all existing partitioning schemes.

The capacity of the MBR is not sufficient to place sophisticated boot programs. This means that the on-boot
software uses the entire Oth track of the hard disk in addition to the Oth sector because it is not included in
any partition. For example, boot managing utilities such as LILO, GRUB and Paragon Boot Manager are
located in the Oth track.

Partition ID (or File system ID) is the identifier of a file system that is placed in the partition. The partition
ID is used to quickly detect partitions of supported types. Some of the operating systems rely completely on
the Partition ID when distinguishing supported partitions, while others again do not.

The partition ID is saved in appropriate entries of the Partition Table. It takes up only 1 byte of space.

Partition Label (sometimes also referred to as Volume Label) is a small textual field (up to 11 characters)
that is located in the partition's boot sector. This value is used for notification purposes only. It is detectable
by any partitioning tool including DOS' FDISK utility.
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Modern operating systems use other methods to save the Volume Label within the file system, e.g. as a
special hidden file. The Volume Label is able to contain a relatively large amount of text in multiple
languages. In general, the Volume Label and the Partition Label are rather different.

Partitioning scheme is a set of rules, constraints and the format of on-disk structures that keep information
of the partitions that are located on the hard disk. There are several partitioning schemes, which can be used.
The most popular partitioning scheme is the so-called DOS partitioning scheme. It was introduced by IBM
and Microsoft to use multiple partitions in the disk subsystems on IBM PC compatible computers.

Another popular partitioning scheme is the so-called LDM (Logical Disks Model) that originates from UNIX
mainframe systems. The Veritas Executive accommodates the simplified version of LDM to the Windows
2000 operating system.

Windows 2000 and XP support two quite different partitioning schemes: the old DOS partitioning scheme
and the new Dynamic Disk Management (DDM). The problem is that older versions of Windows do not
support DDM. In addition, most hard disk utilities do not support it as well.

Recovery Media is a CD or DVD (or even a floppy disk) from which the user can boot and recover the
system.

Root Directory is the top-level directory of a formatted logical drive. The Root Directory includes other
files and directories.

In modern file systems (e.g. Ext2/Ext3, FNTFS and even FAT32), the Root Directory does not differ from
other directories in properties. This is not the case for old FAT12 and FAT16 file systems.

Serial Number. In the DOS partitioning scheme, every hard disk and every partition has a Serial Number,
which consists of 32 bits and is represented by an 8-figure hexadecimal value.

The hard disk's Serial Number is stored in the MBR. Its value is assigned when the MBR sector is initialized
by standard disk managing tools from Microsoft, such as Windows Disk Administrator and FDISK utility.

In fact, the hard disk's Serial Number is not important for most operating systems and software. It is known
that Windows NT, 2000 and XP store hard disks’ Serial Number values in the database of assigned drive
letters.

A partition's Serial Number is stored in its Boot Sector (in FAT16, FAT32 and NFTS file systems). Its value

is assigned when the partition is formatted. In fact, the partition's Serial Number does not play an important
role for most operating systems and software.
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